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Preface

This book analyzes the causes of failures in computing systems, their

consequences, as well as the existing solutions to manage them. The domain
is tackled in a progressive and educational manner with two objectives:

1.

The mastering of the basics of dependability domain at system level, that
is to say independently of the technology used (hardware or software) and
of the domain of application.

The understanding of the fundamental techniques available to prevent, to
remove, to tolerate, and to forecast faults in hardware and software
technologies.

The first objective leads to the presentation of the general problem, the

fault models and degradation mechanisms which are at the origin of the
failures, and finally the methods and techniques which permit the faults to be
prevented, removed or tolerated. This study concerns logical systems in
general, independently of the hardware and software technologies put in
place. This knowledge is indispensable for two reasons:

A large part of a product’s development is independent of the
technological means (expression of requirements, specification and most
of the design stage). Very often, the development team does not possess
this basic knowledge; hence, the dependability requirements are
considered uniquely during the technological implementation. Such an
approach is expensive and inefficient. Indeed, the removal of a
preliminary design fault can be very difficult (if possible) if this fault is
detected during the product’s final testing.

XV



XVi Preface

e The specific dependability techniques applied at technological level
(hardware, software) are often issued from general common principles. It
is useful to understand these principles in order to better understand and
apply the techniques.

To achieve the second objective, we approach the main techniques
associated with the two technologies involved in the creation of a computing
system: the hardware and the software. The joint study of these two
technologies is indispensable. As a matter of fact, what is the interest of
having sophisticated methods dedicated to software if the microprocessor or
the memory fails? What is the use of having sophisticated methods dedicated
to hardware if the control or supervision program does not function
properly? The originality of our approach resides in this dual vision of
systems.

Different, complementary and sometimes even antagonistic, these two
facets are both necessary to manage real industrial projects. The knowledge
of their particularities is indispensable: for example, the characteristics of
certain faults are specific to one of these technologies. Thus, specific
techniques have been developed. In addition, it is necessary to master jointly
these two technologies. For example, the technique of the replication of the
hardware/software control system of the first flight of Ariane V launcher was
well adapted to the tolerance of a hardware fault occurring in one module.
When such event occurs, the replicate module takes control of the faulty
module. Unfortunately, the presence of a fault in the software could not be
tolerated with this technique, as the resumption of execution by the second
module affected by the same fault provoked the same failure!

Of course, knowledge on dependability is absolutely necessary to
develop critical systems, as their failures can have dramatic consequences.
This knowledge is, according to us, necessary today for all engineers
involved in computerized system development projects, whether destined for
control, supervision, human - machine interaction, communication, or data
processing in general. Indeed, in our technological world, failures are less
and less accepted by the users, even in the case of simple applications such
as a text processing. Consequently, dependability science is rapidly
developing, proposing new methods, techniques and tools in both hardware
and software domains. Our objective is to provide the reader with a basic
knowledge of dependability notions and techniques. This will naturally be
useful to students, but it may also interest specialists of specific methods, in
order to place their knowledge in the general context of the means offered by
the domain of dependability.

Therefore, this book addresses a large public, including undergraduate
and post-graduate students, researchers, as well as technicians, engineers or
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managers involved in the development or maintenance of computing
systems. Providing the basics of dependability principles, models, methods
and applications, this book should allow the reader to then approach
successfully, in specialized books, the more technical aspects on particular
means of preventing, removing and tolerating faults. Many examples and
exercises (with their correction) illustrate the principles and methods
presented.

Organization of the Book

This book is organized into 19 chapters structured into four parts: the
Destructive Mechanisms, the Protective Mechanisms, the Fault Avoidance
Means, and the Fault Tolerance Means. A fifth part, not detailed hereafter,
contains several technical appendices, the detailed solutions of the exercises
proposed in the chapters, a glossary of all technical keywords, and a list of
bibliographical references.

First Part. Destructive Mechanisms

A good understanding of mechanisms which we qualify as destructive,
that is to say at the origin of failures, is fundamental in order to choose the
appropriate antagonistic mechanisms, which we qualify as protective. This
first part therefore introduces the main issues of dependability and explains
the basic notions and definitions of destructive mechanisms: faults, errors,
failures, and external consequences. This part is organized into four
chapters:

Chap 2.  General Context

Chap 3.  Failures and Faults
Chap 4.  Faults and their Effects
Chap 5. Fault and Error Models

Second Part. Protective Mechanisms

The second part tackles protective mechanisms, that is to say
mechanisms aiming at preventing failure occurrences. In a first chapter, the
three approaches to fault prevention, fault removal, and fault tolerance are
analyzed, and the principal methods and techniques are organized into
several groups according to the level of redundancy they imply. Then, the
dependability assessment methods are introduced. First, the quantitative
approaches are presented; they aim at defining measurements of the reliance
which can be placed in the services provided by the system. Several
evaluation criteria of dependability are explained: reliability, testability,
maintainability, availability, and safety. Secondly, qualitative approaches are
presented; they handle specific failures to assess their cause and effects.



xviil Preface

Redundancy plays a large role in dependability. This notion is necessary in
order to master protection techniques and is therefore analyzed, introducing
various functional and structural forms. This second part is organized into
three chapters:

Chap 6. Towards the Mastering of Faults and their Effects
Chap 7. Dependability Assessment
Chap 8. Redundancy

Third Part. Fault Avoidance Means

In this part, the principal groups of techniques and methods to prevent
and remove faults are studied and compared. These means concern the
specification and design steps as well as the technological implementation.
Their aim is to avoid the presence of faults in the delivered product. These
techniques make use of the principles defined in the second part.

This part is organized into 6 chapters:

Chap 9. Avoidance of Functional Faults During Specification
Chap 10. Avoidance of Functional Faults During Design

Chap 11. Prevention of Technological Faults

Chap 12, Removal of Technological Faults

Chap 13. Structural Testing Methods

Chap 14. Design For Testability

Fourth Part. Fault Tolerance Means

In this part, we consider techniques and methods useful to develop fault-
tolerant systems. This subject is introduced progressively. Firstly, we
examine specific techniques used to detect and to correct errors on data.
Then, we present the general techniques to detect errors ‘on-line’, that is to
say, at run-time. Afterwards, we study error handling techniques, to avoid
catastrophic failures (Fail-Safe systems), and finally to avoid all failures
(Fault-Tolerant systems).

This part is organized into 5 chapters:

Chap 15. Error Detecting and Correcting Codes
Chap 16. On-Line Testing
Chap 17. Fail-Safe Systems
Chap 18. Fault-Tolerant Systems

Finally, Chapter 19 concludes the book, providing an overview of its
contents and correlating the various aspects of dependability.

Note. The keywords or fundamental expressions are marked in bold and
italic characters the first time they are defined, or when they are developed.
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All these keywords are then collected in the Glossary, in the fifth part of the
book.
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FIRST PART

DESTRUCTIVE MECHANISMS

This part aims at dismantling the destructive mechanisms which
hamper the correct functioning of a product in the context of its
application. Frequently named impairments, these mechanisms involve a
succession of events: faults - errors - failures and their external
consequences on the application.

First of all, in Chapter 2 we consider the general context of the life
cycle of an electronic manufactured product implemented by hardware
and/or software technologies. Then, in Chapter 3 we observe that the
behavior of a product can be altered by failures; we identify the different
possible causes of these problems, called faults, inside the product or in its
environment. In Chapter 4, we analyze and formalize the effects of these
faults inside the product (errors) and then outside the product (external
consequences). Finally, in Chapter 5, we present the principal fault and
error models, focusing on hardware and software technologies.

The principles and concepts associated with destructive mechanisms
rely on the definitions and standards of the international scientific
community. The terms and their definitions introduced in this part come
from studies unifying the basic notions from hardware and software
domains. The vocabulary results mainly from the following references:
the ISO 8402 standard “Quality Management and Quality Assurance -
Vocabulary”, and the two books “Dependability. Basic Concepts and
Terminology” by J-C. Laprie et Al editors (Springer-Verlag, 1992) and
“Safeware. System Safety and Computers” by N. Leveson (Addison-
Wesley, 1995).

All the problems raised in this part will be answered in the second part
of this book which examine protective mechanisms, called dependability
means. The most significant practical techniques associated with these
protective mechanisms will be detailed in the third part (fault avoidance
means) and the fourth part (fault tolerance means).

15




Chapter 1

Introductory Elements: Dependability Issues

11 QUALITY

1.1.1  Quality Needs of Computer Systems

The growth of the technical and scientific knowledge in our society
stimulates the growth of new manufactured products, reducing the costs and
delays of design and production, and improving the global quality of our life.
Moreover, the consumers who demand more and more services encourage
this innovation. The sophistication of automobiles is a good example of this
evolution: assisted braking and grip, reduced gas consumption by a better
optimization of engine performance, road navigation and choice of optimal
routes, etc. What is more, the knowledge and behavior of consumers is
becoming increasingly demanding about prices, of course, but equally
regarding the quality of services provided by the chosen products. This
notion of quality associated with manufacturing goods is progressively
becoming more refined and standardized. It is now imposed on all designers
and manufacturers as an essential factor in the success of their products.
Therefore, the ISO 8402 standard defines quality as:

The totality of characteristics of an entity that bear
on its ability to satisfy stated and implied needs.

These needs to be satisfied include new services which are offered to the
users, but also a better guarantee of the correctness of existing services. In
particular, the demand for quality is justified by the rapid and continuous
growth of the responsibilities which man entrusts to manufactured products,
and more particularly to computing systems. For example, the piloting of

1
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2 Chapter 1

aircrafts is progressively transferred from a human pilot to an assistance
system, and then to an automatic piloting system. The quality of such
systems, in terms of correctness guarantee, is obviously as vital to the air
companies buying the aircrafts as to the passengers using them. The use of
computing systems for control and supervision is overflowing the specific
areas for which its use was traditionally reserved, such as the manufacturing,
rail and air transportation, aerospace, nuclear and military industries. It is
now progressively being used in all sectors of our society. Here we quote a
few examples in order to show the wide variety of these domains.

* Agriculture and rearing: irrigation, treatment, conditioning, cattle feeding
and incubating apparatuses, etc.

¢ Towns and cities: automatic management, control and signaling used by
cash dispensers, public transportations such as buses and the subway,
automobile traffic, car parks, etc.

¢ Communications: telephones, radio, television, local and global
computing networks such as the Internet, GPS (Global Positioning
System), etc.

® Medical domain: measuring and analysis equipment, ambulatory and
prosthesis apparatuses, cardiac stimulators and ‘on-line’ following of
illnesses, etc.

e Automotive electronics industry: ABS (Antilock Braking System),
suspension systems, computerized ignition, fuel injection, route guiding,
dash board computers, etc.

¢ And even in our homes: lifts, electrical household equipment, hi-fis,
computer games, domestic alarm systems, etc.

1.1.2  Quality Attributes

The growth of responsibilities entrusted in such electronic products
requires an increasing of their correctness, because of the consequences that
can result from anomalies occurring during their functioning. The general
meaning of ‘quality of a manufactured product’ covers many other aspects,
both internal and external to the product. Widely varied features such as the
price, performance, manufacturing time, weight, consumption, ergonomics,
reliability, safety, are considered as criteria external to the system. They
come both from the client’s point of view (for example, an airline company
which buys and uses an airplane) and the user’s point of view (for example,
the pilot or the passengers).
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Other features such as modularity, readability and changeability (the
facility with which a product’s design can be modified) are considered as
criteria internal to the product. They concern the features relative to the
development of a product and not to the services it provides. If the internal
quality of a product is an important need for the manufacturer, this will only
indirectly affect the users. For example, a badly structured design (poor
internal quality) can still result in a product which operates perfectly well.
However, this could make ultimate modifications of functionality difficult,
and therefore increase the costs and delays of these modifications, or even
increase the risks of obtaining a failing system (poor external quality).

In this book, we are mainly interested in external quality. More
precisely, our presentation focuses on functional quality, that is to say the
adequacy of the function actually provided by a product with the function
expected by its user. The function characterizes the behavior of a product
placed in interaction with other systems (industrial processes, human
operators, etc.). This notion is to be disassociated from the other non-
functional features of a product. For example, the color and shape of a
telephone do not affect the telephone function which is to establish
communication between users.

1.2 DEPENDABILITY

1.2.1  Product Failures and their Consequences

Experience reveals that non-desired behaviors of products can occur
whilst being used. These products show a temporary or permanent alteration
of the function they are meant to carry out. This divergence is called failure.
The occurrence of failures seems to be an unavoidable situation. Each one is
confronted daily, sometimes harshly, with the relentless law of ‘growing
entropy’, a law of physical sciences which seems to govern the universe.
This law, which tends to disorganize what one already finds difficult to
organize, has been formulated several times: the law of maximum trouble,
also called the law of ‘buttered toast’ (which always lands on the buttered
side down!), and alternatively known as Murphy’s Law, which essentially
says that when several possibilities exist it is always the worst which
happens! All structured systems, such as natural biological systems and
manufactured artificial products, have a tendency to malfunction, because
they have been badly structured or because their condition is deteriorating.
Being structured systems, computing systems are also subjected to this law.

Due to the fact that responsibilities are delegated to computing systems,
their failure can have regrettable and even tragic consequences. The media
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regularly reports on catastrophes affecting industrial, aerospace, avionics and
rail transport systems. Firstly, we can take as example, the opening of
Denver airport which was delayed for several months due to a failure in the
luggage management system. A second example is the delay of the Ariane V
project due to a control problem which had resulted in the failure of the
rocket’s first flight. Other examples include the recall of numerous cars by
many of the major constructors due to potential anomalies of electronic
systems. We also have in mind the failure of a space probe sent to Mars due
to problems of non-homogeneity of measuring units (inch and c¢m). Finally,
several patients were killed by failures of medical systems used for
cancer treatments.

The transfer of responsibilities to computers and the fatalities due to their
malfunctioning are two antagonistic facts. If economic reasons urge for the
development of computing systems, their malfunctioning has to be avoided.
In order to achieve this, we must first of all possess a good understanding of
failure causes.

1.2.2 Failure Causes

1.2.2.1 Fault Notion

An electronic product is generally used in interaction with other products
and human beings, which constitute its functional environment. For example,
an electronic regulator controls the rotation speed of an engine used by a
human operator to manufacture parts. The whole set of these partners
(product and functional environment) is placed in a non-functional
environment characterized, for example, by temperature and humidity.

The user generally notices the failure of a product during its operation, in
the context of the application. All causes of failures are known as faults.

When a failure occurs, one first needs to find the origin of the
malfunctioning. For instance, a failure of an engine’s control system can be
due to a breakdown affecting the electronic regulator (the product). The
functional environment of the product can also cause failures. For example,
the engine controlled by the previously mentioned regulator can itself have
broken down or have been badly used by the human operator. Finally, the
non-functional environment can provoke an application failure as well. For
example, the use of an electronic system in an environment with a
temperature which is too high or subject to radiation can provoke a
deterioration in the technological means used to manufacture the product,
and therefore can cause a failure.

The distinction between the notion of failure which qualifies an effect
(the product does not provide the expected service) and the notion of fault is
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important. First of all, if the failure is attached to the operation of the
product, the fault could have been introduced at different stages of its life
cycle. Moreover, whereas the failure is associated with the product, the fault
can be attributed to the product itself, to the human operator, or to other
external objects.

Several fault classifications are possible, according to the stage at which
the fault occurs (when), the actual object affected (where) or the agent who
is at the origin of this fault (who). We note lastly that it is often very difficult
to identify precisely the exact cause of the failure: the precise nature of the
problem, the moment it occurred, the object affected. This fault notion is
therefore relative to the means of investigation used.

1.2.2.2 When

All products come from a more or less complex process which
transforms a need into a usable product. The succession of the various stages
of the life of a product is known as a life cycle, starting from expressing a
need which is effectively the birth of the product, to the end of the mission.
The most significant stages of this cycle are:

e the requirement expression which describes the expectations of potential
clients: for example, the creation of a landing system without visibility is
motivated by the need to ensure the continuity of the air transport service;

e the specification which defines the functionality of the product to be
created: for example, the specification of a landing system without
visibility expresses the relationships between the data elements provided
by the environment via the sensors (radar, altimeter, gyroscope, etc.), and
the orders transmitted to the actuators (engines, jacks, etc.);

o the design and the realization which lead to a solution proposed to handle
a problem stated at the preceding stage, and to refine it until an
expression using hardware and software technology is obtained: for
example, an automatic landing system will be created as a software
executed on a hardware platform using one or more electronic boards;

e the production, or manufacturing, which consists in reproducing the first
product in several copies before they are put on the market;

e and finally the useful life, or operation, providing services to the user of
the product.

Unfortunately, during each stage, faults can be introduced by the diverse
intervening human beings or by the tools or technologies they use. In
addition, these various and diverse faults have a tendency to accumulate,
making their handling even more difficult, and hence the failure risk higher.



6 Chapter 1

1.2.2.3 Where

In this book, faults are classified according to the product which is at the
center of our investigations. We define three fault categories:

e the internal faults, attached to the product, which are divided into two
sub-groups:

» the functional faults, or creation faults, committed by humans or by
their tools during the stages of specification, design/realization and
production; for example, a software designer has badly translated the
design model features by means of programming language statements;

» the technological faults, also called breakdowns, affecting the
execution means: for example, an internal connection in an ageing
electronic circuit has been cut off;

o the external faults, or disturbances, arising from the product’s
environment; for example, a heavy ion modifies a value ‘0’ into a value
‘1’ in a memory of a control system embedded in a satellite.

1224 Who

Humans constitute a fundamental source of faults. First of all, as a
product user (for example a pilot of a vehicle), the human operator is reputed
for committing faults. Numerous catastrophes have been or are still caused
by human faults. The media reports cases affecting air, rail and automobile
control, and energy distribution systems. Secondly, as product designer or
manufacturer, humans introduce faults into systems.

In order to remedy these faults, it is necessary to introduce methods and
tools intended to assist (to guide and check) or simply substitute the humans.
For instance, a compiler automatically translates the statements of a source
program into a set of instructions of an executable program. In the same
way, CAD (Computer Aided Design) tools make the electronic circuit design
easier, and consequently more dependable. However, let us note that these
means are themselves issued from a human activity of creation. Thus, used
methods and tools can also be affected by faults. Moreover, the product
designer, again a human, can also commit faults by badly handling correct
methods and design tools which he/she disposes of.

Finally, even if all these preceding factors of human faults have been
mastered, the hardware equipment which processes the software application
is still subjected to degradation phenomena: natural component ageing or
external aggression due to high temperature, electromagnetic fields or space
radiation. These perturbations affect the hardware platform, producing faults
during the operation of the product.
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1.2.2.5 Fault Analysis

Whatever its origin, a fault is often difficult to predict and identify. It can
be studied in probabilistic terms, using experimental data issued from
already manufactured products and statistical laws, such as the probability
that an electrical component is affected by a single breakdown (a stuck-at, a
short-circuit, etc.). Faults can also be analyzed by examining their effects. A
fault leads to a failure damaging the service delivered by a product according
to a transformation mechanism which creates internal errors and propagates
these errors to the outputs (by contamination) through the internal structure
of the product. It is not always easy to analyze this mechanism. When
someone uses a product in a particular environment, it is difficult to precise
if the failure results from unacceptable characteristics of the environment
(excessive temperature or high radiation, etc.) or because the product is
incapable of supporting such an environment. Finally, the cumulative
character of faults again complicates the analysis: several quite different
faults produced at different stages of the life cycle can lead to a same failure.

Faults, errors and failures constitute dependability impairments which
must be well understood. The previous comments do not imply that the fight
against faults and their effects is lost from the start. Of course, it is a difficult
challenge, and several parameters can cancel out the efforts made to handle
faults. Numerous protection methods and techniques exist, but they have to
be employed together with competence and in the appropriate manner. These
means are regrouped in the scientific discipline known as dependability.

1.2.3 Taking Faults into Account

The destructive phenomena due to faults and their effects cannot be
ignored. System designers, manufacturers and users should be totally aware
of this reality and take on their responsibilities. This implies integrating the
fault notion at the very first stages of specification and design, then all
throughout the product’s lifetime.

For a long time, the approach considered in industrial projects consisted
first of all in designing and creating a product from essentially functional
specifications, then integrating dependability criteria at the end of the
project. This approach is undesirable for two fundamental reasons: it is
expensive and inefficient.

First, this approach is expensive because faults are not considered as soon
as they are introduced. Their handling becomes more and more expensive
during the following stages. In particular, if they are not corrected
accordingly, they can lead to failures long after the product’s
commercialization. This impedes the product’s appeal. The strongly
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increasing character of this financial phenomenon is often quoted. Millions
of euros and dollars are wasted by the loss of expensive systems (such as the
probes sent to Mars), the cost of testing and repair, and the consecutive loss
of the market and of clients trust (for example, due to vehicles being called
back by car manufacturers).

This approach, which consists in considering a posteriori the
dependability requirements, is inefficient because the good functional,
methodological, and structural choices avoiding or reducing the appearance
of failures, should be made right from the very beginning of the life cycle. In
addition, all late fault elimination is more difficult. We estimate that in the
electronic industry, the cost of fault correction increases by a factor of 10 at
each stage of production: for example, component manufacturing, insertion
of components on printed boards, assembling boards on racks, etc.

The only suitable approach consists in taking all the product’s parameters
into account from the very first specification stages: the functional
parameters (product behavior) as well as the non-functional parameters
which are relevant to the dependability. In particular, this implies being
familiar with the environment in which the product is immerged: the
functional environment with which it communicates (this could be a process
or a human interlocutor), and with the non-functional environment
(temperature, humidity, vibrations, etc.).

The principal handicap of such an approach is, of course, the additional
constraints which are made obvious early on. These constraints increase the
cost in the short term and are difficult to express in many projects. We
should note that often the economic excuse results from a false calculation:
as we have already emphasized, on a medium or long term basis, the cost of
a badly studied product from a dependability point of view could turn out to
be exorbitant.

A primary reason that incites engineers to postpone the treatment of
faults until the end of their project is due to the fact that they badly manage
this aspect. The traditional training schemes mainly lead students to propose
solutions to problems, asking the trainer to respond to the question:

Is the solution I am proposing correct?

Furthermore, designers, like their employers, often measure the results of
their work according to the quantity of the product provided and not to its
quality. For example, during software programming step, it is easy to
measure the engineer’s productivity by the number of lines of code
produced. In this case, the time taken to avoid the introduction of faults into
the program whether immediately or in the future (by its readability feature
for example) is not taken into consideration. And as long as this activity is
considered as lost time, no progress will be made.



1. Introductory Elements: Dependability Issues 9

Finally, the designer has a tendency to hide the existence of faults and the
time he/she spent to avoid and to correct them, as this is considered as
embarrassing (notion of professional negligence).

1.2.4  Definitions of Dependability

Two points of view are concerned by the definition of the dependability
notion:

e dependability as attributes of systems,
e dependability as a science.

Due to the role and responsibilities attached to them, computing systems
have to be characterized by their capacity to deliver the services for which
they have been designed. They should not fail. This ability is expressed by
attributes defining dependability of these systems.

To obtain this result, that is the actual ability not to fail, engineers
developing these products have to use protective means throughout the
whole development cycle. These methods, techniques and tools will be
regrouped in a scientific domain also known as dependability.

1.2.4.1 Product Dependability

The dependability of a product has to be considered as one of its
specification attributes, as well as the purely functional or economic
requirements. The now classic definition given by J-C. Laprie describes the
large scope of this term but also its precise objectives:

Dependability is that property of a computer system such that
reliance can justifiably be placed on the service it delivers.

The service delivered by the product corresponds to the function which it
performs during its operation.

Several scientific criteria allow the trust placed in a product to be
justified, such as the reliability, the availability, the maintainability, the
testability, the safety and the security. These criteria are called dependability
attributes.

Reliability is attached to the study and the evaluation of the aptitude of a
product to ensure its mission in a specified environment. This criterion is
therefore concerned by the durability of the service delivered over time.
Maintainability and testability attributes concern products on which it is
possible to act in order: i) to avoid the introduction of faults, ii) when faults
occurs, to detect, to localize and to correct them. Safety is specific to
dangerous effects of failing products. Availability measures the aptitude of a
product to function correctly, by integrating protection mechanisms



10 Chapter 1

(maintenance or tolerance). This criterion only differs from the reliability
criterion when these protective mechanisms are used. Finally, security
groups together confidentiality (non-occurrence of unauthorized disclosure
of information) and integrity (non-occurrence of improper alterations of
information). This last security criterion is not considered in this book.

The obtaining of dependable products implies capabilities, means and
tools which act on certain of the product’s attributes. This has given birth to
a relatively new discipline which involves the analysis and the prevention of
product failures. This discipline has led to new design and production
methods, which, when joined to the improvement of the technology used for
the realization, allow the creation of new products which have better
dependability.

1.2.4.2 Dependability Science

As a science, dependability proposes a global approach to study and
design products which provide a ‘justified trust’ in the service they deliver.
This approach attempts to unify the two processes which, on one hand
guarantees the achievement of a product which functions correctly and, on
the other hand, guarantees that the product will function correctly during its
whole active life in the environment in which it is being used.

Implied in several activities, such as the design, the production, and the
operation, dependability is a very active discipline which gives place to
scientific studies in many research laboratories and which leads to numerous
industrial applications. This theme can be qualified as orthogonal, as it is
used in many different domains:

e hardware and software systems considered in this book, but also the
mechanical systems, for example, redundancy techniques such as the
spare wheel of a car or the duplication of a braking system,

e biological systems, as nature offers an impressive range of efficient
redundancy techniques, like for example the duplication of numerous
organs (lungs, kidneys, etc.), which improve human dependability,

e or else socio-economic systems.

1.3 MEANS OF DEPENDABILITY

1.3.1 Evolution

Needs for dependability are not new. As soon as humans began to
manufacture weapons and tools with stone, wood and bone, they quickly
understood the need to produce solid and durable objects. The financial and
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commercial needs appeared later on. This notion of reliability was structured
into a scientific discipline even later according to the historic scale. The
current explosion of digital electronics and its applications to computing
have extended and amplified studies on reliability. Today, techniques allow
the products to survive longer (high reliability) in isolated and/or aggressive
environments. The aerospace and nuclear domains have greatly contributed
to this development. To simplify, historic evolution reveals three main steps:

e technological improvement,
¢ mastering the development process,

e managing external relationships.

1.3.1.1 Technological Improvement

This is the first step towards the improvement of dependability. This
concerns the implementation means and aims at mastering the technological
faults. In the 1950s, at the beginning of computer systems, the first logical
electronic components used (relays, then vacuum tubes, and then elementary
transistors) had a very short average lifetime: the famous computer ENIAC
(Electronic Numerical Integrator And Computer) of the 40’s had 18800
vacuum tubes, 6000 switches, 10 thousands of passive components and
offered an average life time of half an hour! Throughout successive
technological generations, SSI, LSI, VLSI, etc., the MOS integrated circuits
(pMOS, then nMOS, and finally CMOS) became more and more complex,
and economical. At the same time, their performance and their reliability
increased in a spectacular manner.

1.3.1.2 Mastering the Development Process

The continuous improvement of the reliability of physical components
has allowed developing products more and more complex in quantitative
terms (number of elementary components and of offered services) and also
qualitative terms (sophistication of the provided services). However, the
mastering of their specification, design and production stages is becoming
increasingly difficult, implying the possible occurrence of numerous faults.
Since the development of the very first computing systems, a lot of time has
been spent trying to find out how to master the effects of creation faults. In
order to mask or detect and correct errors coming from the product’s
operation, redundancy techniques were proposed, implying more hardware
and/or more software. This approach was first used in the transmissions
domain with error detecting and correcting codes, to stamp out the effects of
the parasitic aggressions that disrupt the media of transmission.
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Afterwards, certain error detecting and correcting codes defined for
transmissions were adapted and implemented into computer units such as
storage units. The new needs for logical and/or arithmetic treatment circuits
in aerospace projects, industrial command-controls, and communications,
have led to specific new redundant hardware and software techniques.

Following this, other complementary techniques have been introduced to
limit the creation of faults. Their first objective is to master the product
during its creation by using verification methods of intermediate models.
Thus, a formal product specification allows the immediate detection (without
waiting until the final stage of implementing the product) of cases of
inconsistency or incompleteness which unavoidably result in product
failures. Then, noticing that the creation faults are issued from the creation
activity, the mastering of the development process itself was investigated.
For example, in the software domain, the use of a programming style
constrains the manner of programming and aims at avoiding certain types of
faults induced by the difficulty in creating and modifying the program under
development.

1.3.1.3 Managing External Relationships

Finally, interest has been extended to the external faults associated with
the interactions between the product and its environment. Nowadays, these
faults are in greater and greater, as digital systems have more and more
external (with their environment: processes, users, etc.) and internal (other
digital systems) relationships. For example, the task of regulating airplane
engines is included in the flight control software, which itself is integrated
into an avionics system. The relationships between systems have become
more complex than just an inclusion. Systems interact between themselves
and have to cooperate in order to fulfill a more global mission. For example,
by placing intelligence in the form of software and electronics in a sensor,
this device is transformed into a system which dialogues with the control
system to inform it of certain events, whereas before it was purely a slave.
Numerous faults can also result now from the interaction of the product with
the human user, due to the complexity of these interactions.

The environment may also disturb the system operation, due to non-
functional aggressions: temperature, heavy ion, electromagnetic fields, etc.
moreover, the products are often themselves the source of disruptions of
other systems. For example, a mobile phone produces electromagnetic waves
which can disrupt avionics systems. For this reason the use of these
telephones is banned during flights.
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1.3.2 Means

The means offered by dependability science are numerous and varied.
The related methods and their associated tools are traditionally organized
into four groups: fault prevention, fault removal, fault tolerance and fault
forecasting.

® Fault Prevention aims at reducing the creation or appearance of faults
during the life cycle of a product.

e Fault Removal aims at detecting and eliminating existing faults.

e Fault Tolerance aims at guaranteeing the service provided by the product
despite the presence or appearance of faults.

e Fault Forecasting aims at estimating the presence of faults (number and
seriousness).

These four classes of means are complementary and should be considered
jointly during the development of a product. For example, the
implementation of tolerance techniques to handle faults in operation is not
efficient if fault prevention and removal techniques have not been applied
during the development process. Indeed, the tolerance mechanisms assume
certain hypotheses on the faults tolerated. For instance, replicated modules
tolerate hardware faults due to ageing, as such faults are supposed to concern
one module only at the same time. On the contrary, a design fault can infect
all the modules, making this technique inefficient. Consequently, this design
fault has to be prevented or removed before operation. In the same manner,
the means of fault removal suppose the prior use of fault prevention
techniques. Effectively, fault elimination requires their detection and then
their localization. These operations are expensive in technological means
and in time. They become impractical if the number of faults treated is high.

In addition, prevention, removal, and tolerance techniques have to be
applied efficiently and pertinently, as they are very expensive. Let us take
for example the techniques of fault removal. Certain electronics industries
estimate that 50% of the manufacturing cost is due to the development and
the application of test sequences aimed at detecting faults. In the software
domain, specialists say that 30% of the development cost is implied by the
checking means of the developed applications.

14 SUMMARY

Introduced in the preceding sections, the main characteristics of the
dependability of computing systems are summarized in Figure 1.]. They are
structured into three groups:
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e Impairments which involve faults and their progressive transformation
and propagation through the product structure as errors and failures, and
finally their external consequences on the mission.

e Artributes which provide designers and users with criteria (reliability,
availability, maintainability/testability, safety, security) allowing to
specify the expected dependability and to estimate the actual
dependability of a product thanks to fault forecasting tools.

® Means used by the developers in order to provide the final product with
the required dependability level; these techniques are organized into four
sub-groups: fault prevention, fault removal, fault tolerance, and fault
forecasting.

Figure 1.1. Dependability characteristics

The organization of the book is based on these groups. A first part deals
with the impairments and analyzes all basic notions of destructive
mechanisms. A second part provides the reader with a global overview of the
protective means that can be used to increase the dependability of a product,
and the attributes used to measure this dependability. A technical chapter is
dedicated to redundancy which plays a major role in all protective
techniques. Parts three and fourth aim at mastering the most important
techniques of fault avoidance and fault tolerance means.
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General Context

In this chapter, we define a general context in which the dependability
concepts can easily be introduced. We consider hardware and software
products, created and designed for applications embedded in a given
environment. This general scheme corresponds to a wide and significant
range of real situations. In section 2.1, we firstly present the product in the
final context of its application. Then, in section 2.2, we note the principal
stages which led from the initial requirements to an operational application,
according to a simple linear life cycle. We follow this life cycle in section
2.3 by tackling the modeling of a product as a system. To finish, in section
2.4, a simple example of a drinks distributor illustrates the notions presented.

2.1 APPLICATION CONTEXT

The class of applications considered is represented by Figure 2.1. We
distinguish three parts:

e The product is a physical entity destined to satisfy a need of one or
several users. The products considered in this book are implemented by
hardware and software technologies.

e The user is the grouping of entities interacting functionally with the
product via its inputs/outputs. The user is also called the functional
environment. A user may also be another product such as an industrial
process (e.g. an engine) or a human operator using the product.

e The product-user couple is immersed in the non-functional environment
often simply called environment. This notion refers to external entities
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which have an impact on the product’s behavior without direct action on
its inputs. It is defined by a set of non-functional parameters such as
temperature, humidity, vibrations etc.

Figure 2.1. Application class

An application domain typical of this model concerns the process control,
which associates a regulator (the product) with a user constituted of a
process (the system controlled by the regulator) and a human operator. We
remark that the process, functional partner of the product, is very often itself
a manufactured system (e.g., an engine or an electric heating system).

Only the product is the object of our interest in this book, relatively to the
dependability. However, the product dependability also depends on the user
and the non-functional environment. Take for example an automobile ABS
system. The product is an electronic regulator destined to satisfy a need: to
avoid the blocking of the wheels when the braking is too strong. This
regulator interacts with the user composed of two elements: the driver and a
physical device constituted by the hydraulic braking system. The process
sends the speed of the wheel’s rotation to the regulator which then computes
the control signals to be sent to the braking system. The non-functional
environment is defined by a large number of parameters characterizing the
vehicle, the road, etc. For instance, the non-functional environment may take
into account electromagnetic radiation coming from diverse external sources
(radar, mobile telephone, engine, electrical atmospherics parasite, etc.) as
they may act on the electronic product.

Integrated into its environment, the product must ensure a missiorn which
specifies the product’s objective, i.e. the function to be performed and its
duration.

o The function defines what the product is intended for and justifies its
existence; it expresses the interaction with the user to whom the product
is connected, that is to say the relation between the inputs and outputs of
the product.
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o The duration or operational lifetime of the mission varies according to
the application: this can be a few seconds (missile flight), hours (airplane
flight), months (space mission) or years (industrial regulation system).

For example, an ABS system can be defined as a function which reduces
the pressure of the hydraulic braking system by a given amount via actuators
when the speed of the wheel’s rotation is inferior to a certain value
depending on the vehicle’s speed.

We call delivered service the product’s real behavior when placed in its
applicative environment. Thus, the function is the desired service when the
delivered service corresponds to the one effectively obtained.

Product Examples

The following examples and their variants described afterwards will
illustrate the notions and techniques introduced in the following chapters.

Temperature Regulator. The first product is a boiler controller. For
example, it is constituted of a micro-controller which executes a regulation
program. The controller receives sampled information about the temperature
of the heated recipient. It then elaborates the reactions on the heating system
by using an algorithm which takes into account a behavioral model of the
recipient. These reactions act on an electro-valve controlling the combustible
flow. The significant elements are:

— Product: Regulator + temperature sensor + electro-valve.

— User: Heated recipient + heating combustible + the human operator who
fixes the regulation instructions (desired temperature).

— Non-functional environment: external temperature, corrosive gases,
pressure, etc.

Drinks distributor. The drinks distributor has electromechanical and
electronic parts. For example, the distributor is made up of an automaton for
the choice of drinks, another one managing the money, and a third one for
the drink’s distribution. The functional environment includes the user as well
as the service for supplying water, coffee cups, etc. We note that one can
have a different point of view about this application by considering that the
product is the purely logical part of the distributor (a set of interconnected
automata) and that the functional environment includes the user, the
electromechanical parts and the management of the fluids, ingredients, and
so on. In this case, the objects are defined in the following way:
— Product: the logical electronic part of the control system (Programmable
Logic Controller - PLC -, micro-controller running a program, Field
Programmable Gate Array - FPGA -, etc.).
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— User: the process which includes the electromechanical parts and the
constituents of the drinks (cups, water, drink doses), and the human who
uses the machine.

We can note that such a system makes a second human intervene: the
operator responsible for recuperating the money and supplying the machine
with drink doses. The product also has to interact with this user.

Arithmetic and Logic Unit. An Arithmetic and Logic Unit is a product
interacting with a human operator (such as a pocket calculator) and/or an
electronic process (circuit embedded in a computer). Both constitute the
functional environment of the product. The non-functional environment can
be characterized by the temperature which has important effects on
electronic components. In particular, if this temperature is too high, the
service delivered can be different from the expected function.

Stack. A stack is a product which stores data. It can write words in
sequential order and read them in the reverse order of their writing. This
memory unit is very useful in computing; it can be implemented either as a
hardware component (specific electronic circuit) or a software product
(offering the functions to write and read). We will consider two significant
applications:

¢ the management of subprograms calls using a software stack to back-up
the local variables and the calling subprogram return address,

e an interrupt management system to back-up the current application
context (the values of some internal registers) when an interrupt occurs,
to restore this context when the interrupt handler execution is completed.

In the first case, the functional environment is the executable program
which calls the write (PUSH) and read (POP) functions.

In the second case, the environment is an electronic circuit which
provokes the back-up (respectively recovery) of the context by PUSH orders
(respectively POP orders) at the initialization of an interrupt treatment
(respectively during its conclusion).

Industrial robot. As illustrated by Figure 2.2, an industrial robot is made up
of several objects belonging to two parts:

e the product called the controller, which can be a control program running
on a hardware platform,

e the user including the robot, the tools it uses (machine tool), the pieces it
treats (manufacturing and assembly) and the human operator.

Other humans can also interact with this product: the maintenance agent
and the instructor responsible for the training of the robot.



2. General Context 21

Figure 2.2. Industrial robot

2.2 LIFE CYCLE

2.2.1 Principles

As already pointed out in the introductory chapter, the failures which
affect a product’s mission arise from the faults which appear all throughout
the life of this product. It is therefore necessary to first identify clearly the
stages of the life cycle of a product in order to analyze the type of faults
associated with them and then to apply the appropriate protective
mechanisms.

Life cycle starts with the expression of a need, which defines the
expectations of the future product’s users. It gives an answer to the following
question: why do they have a need for a product? This need is formalized by
the requirements which justify the creation of a product. They are
determined from future users by means of requirement capture techniques.
This stage is not considered in our book. We start therefore the development
of a product from its given requirements.

In order to facilitate our study, we consider a simplified cycle which has
four phases (also called stages or steps here), as illustrated by Figure 2.3:

e the specification (or establishing of an initial contract) which defines the
product to be created by the expression of specifications,

o the design which transforms the specifications into a system which is a
priori an abstraction without physical reality,

o the production (also called manufacturing or implementation) which
finally transforms the system into a real product using hardware and/or
software technologies,
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o the operation (or useful life or utilization or exploitation) which
integrates the product into a given environment to execute a mission.
Requirements Specified S'ysrzm Designed System Product

(contract)
Specification Production

Figure 2.3. Simplified Life Cycle

The development process (or development or creation process) of a
product groups together all the operations necessary to obtain the final
product. So, in the general framework of our linear life cycle, this process
regroups the three phases: specification, design and production.

Other development process models break up or combine these phases.
For example, the spiral cycle iterates the preceding phases by progressively
taking into consideration diverse aspects of the requirements. However,
these models do not question our explanations regarding to destructive and
repair mechanisms that will be studied for each phase.

2.2.2  Specification

Written and signed by the client (the person who has proposed the
project), the designer (the person who creates the product based on the needs
expressed by the client), and sometimes the user (this word implies here the
human who represents the functional environment of the future product), the
specification formalizes the characteristics of the product to be created.
Figure 2.4 symbolizes this relationship between the three partners.

Figure 2.4. Initial Contract
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From an expression of the requirements, generally written in natural
language, this initial phase of the project establishes the formal or non-
formal specifications constituting a contract. This contract defines two
points:

o the mission, also called functional characteristics, of the product, that is
to say the function or service to be delivered by the product and the
duration of its operation,

e non-functional characteristics, dealing with product dependability
requirements (according to attributes such as reliability, availability or
safety) and constraints (such as temperature or radiation) of the non-
functional environment of the future product.

The specifications include the formal definition of the relationships
between the product and its environment (functional and non-functional). In
particular, the role assigned to the product and the constraints of the
environment for which this role is desired must be defined. For example, the
contract defining a program can have to specify the constraints on its
executive environment in order to guarantee a good functioning. If a user
acquires a workstation which integrates this software, other constraints are
expressed (the temperature of the room, etc.) to guarantee a good functioning
of the hardware. Too often, non-functional environment parameters are
missing or incomplete, leading to numerous ulterior problems.

In addition, the expected trust in the service delivered by a product, that
is its dependability requirements, has to be quantified in terms of a set of
attributes the values of which have to be specified. The effective values will
then be established at the end of the development process. For example, we
will specify the reliability of a certain circuit with a probability lower than
107 that the product will have a failure during a mission defined for 1000
hours. Then, this requirement will have to be compared with the estimated
reliability of the final produced circuit.

Let us note that the two aspects of the non-functional characteristics are
correlated. For instance, the mean time to first failure (reliability metrics) of
an electronic component is strongly correlated with the environmental
temperature. A required value for the mean time to first failure will not be
guaranteed if the temperature is too high!

In numerous cases, the client and the user are the same physical person.
Sometimes, the client is also the designer. However, these three partners
(client, designer and user) will be voluntarily distinguished here because
they correspond to different and sometimes antagonistic points of view. This
is the case concerning the notion of service delivered which corresponds to a
user vision of the functioning of a product. This vision has however to be
accepted and understood in the same way by the three partners.
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Unfortunately, very often the contract is not a formal notion implying the
three partners: for most industrial products, the user who buys a product has
not participated in the contract which has been established by the client (who
imagined the product) and the designer (who created the product).

2.2.3  Design

2.2.3.1 Introduction

Design is a process transforming the specifications into a system which
constitutes an abstraction of the future product. What distinguishes the
modeling from the product itself is either its incapacity to execute itself
(being a simple description), or the fact that it does not take into account the
available execution means involved during the operational phase. For
example, it is possible to represent and to simulate an application carrying
out several tasks on a mono-processor without taking into account the
distributed aspect of the execution means (the final product has to operate on
a multi-processor network).

The product is rarely obtained directly from the specifications at one go.
It results most often from a succession of linked stages, the number and the
nature of which depend on the type of product considered and on the chosen
design process. Each stage leads to the description of the system by a model.
Thus, the more complex is the behavior described by the specifications, the
more numerous are the stages to be carried out. Actually, each stage refines
the results of the analysis of the previous stage (from a general design
towards a detailed design). In addition, this refinement process depends on
the implantation technologies chosen according to performance criteria
(which may favors electronics) or maintainability (which may lead to the
development of a software model) or others.

Sometimes, a step of realization providing a model of the product
concludes the design phase. This step produces a model which takes the
features of the execution technology into account. This could provide, for
example, an executable program when software technology is employed, or
a CMOS technology circuit for a hardware implantation. This step is
integrated into the design phase in order to facilitate our study. It should be
noted that this inclusion is justified, as the last phases of design using
technological means are often automated. For example, a program written in
a programming language is a model for which the implementation, that is to
say the executable code, is obtained thanks to a compiler.

We are now going to succinctly present the processes of design used for
hardware (section 2.2.3.2) and then software (section 2.2.3.3) systems, and
to finally conclude on their similarities (section 2.2.3.4).
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2.2.3.2 Hardware Design

The design process of an electronic circuit can be organized into three
successive levels implying different models and methods (Figure 2.5).

Figure 2.5. Creation steps of an integrated circuit

o The behavioral level (or system level) expresses the global functioning of
a product without any knowledge of its structure. For example, the used
model can be a finite state machine or a set of input/output sequences. If
no formal specification has already been provided, this level generally
involves a first stage of formalization of the system.

e The structural level, on the contrary, is supported by a structural model:
the system is structured into interconnected entities called modules. Here
we can distinguish three intermediary levels:

» The functional hardware oriented level HDL (Hardware Description
Level), such as VHDL (VHSIC Hardware Description Language, a
IEEE 1076.1 industry-standard) and Verilog, which are the principal
languages used nowadays in the industry); this level uses reference
hardware modules (Arithmetic & Logic Unit, registers, counters,
memories etc.);

» The logic level, which reveals the system as a structure of
interconnected elementary logical modules: gates (AND, OR, NAND,
NOR, XOR, etc.), flip-flops and various logic networks; the resulting
structure appears as a netlist of interconnected components;
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» The electronic level, which employs transistors (switching elements)
organized into networks (static and dynamic logical networks, etc.).

e The technological level (also called layout level) expresses the physical
reality of the integrated circuit in the form of a layout, that is to say a
topology of several layers. For example, the MOS technology uses P & N
diffusion wells, polysilicon gates, metal 1, metal 2, etc. This level breaks
itself down into two sub-levels:

» The symbolic level where the different technological layers are
represented by color lines, such as William’s classical N-MOS stick
diagram popularized by the Mead & Conway’s book: green =
diffusion, yellow = ionic implantation, red = polysilicon, blue = metal.

» The mask design level which expresses the real topology of the
different masks necessary to the production of the integrated circuit.

In the case of an electronic system with supply circuits and other
components associated with the electronics (sensors, actuators, magnetic or
optical disks, signal couplers, etc.), the design involves the preceding levels
(behavioral, functional, structural, technological) for each electronic part, but
also carries out integration and assembly stages, leading to several PCBs
(Printed Circuit Boards) interconnected by various connection devices.

2.2.3.3 Software Design

As for hardware systems, the behavioral model of a software system is
formalized if this has not already been carried out during the specification
stage. Following this, a structuring of the system by breaking it down into
sub-systems is established (preliminary design), then refined (detailed
design). According to the type of product, the control relationships between
the sub-systems are:

e Sequential relationships: sub-systems offering services called for in
sequence, eventually in a repetitive (loop) or conditioned (if
then ... else ...)manner,

e Parallel relationships: sub-systems are cooperative and/or competitive in
an independent way (parallelism) or being constrained by precedence
relationships (synchronization).

The design process is reiterated on each sub-system. The different
expression models, resulting from each design stage, are expressed by
notations (for example HOOD, UML or programming languages).

This work finishes by a programming stage which transforms the last
design model into a program. This operation is made easier due to the
automatic generation of a part of the source code by development tools.
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Finally, the executable program is obtained using a compiler and a linker.
It makes use of the services offered by the execution means: a
microprocessor interprets the basic processing services and an operating
system offers more abstract management services (management of
inputs/outputs, tasks, etc.).

2.2.3.4 Similarities

The presentations, carrying out separately the two implementation
technologies in the two preceding sections, show a similarity in the process
and the means used. Three design levels are implied: behavioral level,
structural level and technological level.

o First of all, a behavioral level of the description of the product formalizes
the specification in both cases). The models used are the same: automata,
Petri Nets, StateCharts, etc. This modeling allows the designer to
understand what the product needs to do, and to detect information lacks
and inconsistencies. For example, in the case of a Petri Nets model, the
designer can detect certain undesirable deadlock situations. It should be
noted that this work needs to be carried out during the specification stage.
This is sometimes impossible when the contract is written in natural

language.

e The structural level is also present in both cases. The module (or
component) notion represents the break down of a system into
interconnected sub-systems according to links of type ‘is composed of’
(composition relationships) and ‘calls to’ (service relationships). At the
beginning, these modules are abstract elements, and then they are
materialized at a logical level (HDL. modules or subprograms) to
progressively reach the technological level (transistor networks or
programming language statements).

e The technological level concerns the ‘materialization’ of the design
modeling to obtain an executable system. In the case of software, this
involves the translation of the features of the programming language
used. Two sub-levels exist jointly for the two technologies:

»> The symbolic level which gives an abstract view of the execution
means. We have already quoted the example of the stick diagram in
electronics. We can also quote the abstract machine associated with
the software programming language. For example, the use of
subprograms implies the use of a stack which allows the storage of
return addresses by the caller (stack machine).
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» The physical level which implements the concepts of the previous
abstract view. For example, according to the hardware used, the
abstract notion of stack necessary for the management of subprograms
will be directly offered by the microprocessor (PUSH and POP
instructions) or should be simulated by software features (stack
implemented as an array and a ‘top of the stack’ pointer). In electronic
technology, the integration means from the layout level to an
integrated circuit implies numerous phases which depend greatly on
the technological processes used.

To conclude, it should be noted that in numerous cases the first design
process phases are independent of the final implementation means (software
or hardware). Several phases of the classical functional approaches (SA-RT)
or, more recent object approaches (UML), can be applied both to hardware
and software products.

2.2.4 Production

The production stage ensures the physical realization of a manufactured
product having already been designed. Industrial constraints such as
standardization, productivity and quality influence this phase. The actual
means are very varied according to whether we are creating electronic,
mechanical, electromechanical or even software equipment.

In the case of electronic systems, it would involve buying and/or
manufacturing passive or active components (Standard components, ASIC,
or Full Custom Integrated Circuits) or even circuits integrating several levels
of functionality and power (like the System-On-Silicon - SOS), placing them
on printed circuits, interconnecting the cards by diverse connection means,
mounting these cards in racks, conditioning and packaging the final product.
The system obtained at the end of the design phase will probably be a little
bit modified in order to satisfy these production constraints. For example, if
a system model is too complex to be economically designed by a unique
integrated circuit, it is necessary to break it down into interconnected sub-
modules, which adds a supplementary stage. The reuse of available
components can also modify the result.

In the case of software, the implementation and adaptation of the product
(a program) in its final context must take into account the executive
environment: hardware platform (microprocessor, input/output unit, etc.) and
operating system (real-time kernel, drivers, etc.). Frequently, this activity has
been handled at the last stage of the design. The production of the software is
essentially the copying of files onto varied media supports (ROM memory,
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CD ROM, etc.) or even the transmission of data onto a distribution network
(specialized lines, local network, Internet, etc.).

2.2.5 Operation

Useful stage in the life cycle of a manufactured product, the operation of
the product is the outcome of the creation stages. The product is placed in
interaction with the user in order to execute the defined mission in its final
environment. The use duration is generally longer than the creation stages. It
implies relationships with humans (users, and maintenance agents).

The repairable products integrate another stage linked to the operational
phase. Actions processed on the product structure during its useful life are
named by the generic term of maintenance. The first goal of this stage is to
proceed to the operations of fault detection and removal necessary to reach
the satisfaction of dependability requirements (preventive and corrective
maintenance). 1SO 8204 defines corrective actions as actions taken to
eliminate the causes of an existing non-conformity, defect or other
undesirable situation in order to prevent recurrence. In addition, economic
competition leads to the adding of supplementary functionalities or to the
improvement of the product’s qualitative execution performances,
ergonomic properties, etc. of existing functionality. Hence, the specification
may be modified, leading to the design of a new version of the initial system
and an adaptation of the production process (evolutive maintenance).

From the product’s designer’s point of view, the maintenance phase is
very important although often underestimated. In effect, numerous products
have a creation which lasts 3 to 5 years and a life duration of 20 to 50 years
(it is the case of avionics products). This means that the maintenance costs
charged to the designer can often be as expensive as development costs of
the first version of the product.

2.3 PRODUCT MODEL

During the specification and design stages, the product is represented as a
system by using different modeling tools also often called languages (when
their semantics is formally defined) or notations (when their semantics is not
formal). For instance, Petri nets, FSM (Finite State Machines), Ada and C
languages are modeling tools. Elements of a modeling tool are called
Sfeatures.

A model is one instantiation (one use) of a modeling tool to express a
specific system.
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A system is a set of components or sub-systems that act together as a
whole to achieve a given mission, that is to say a given function for a
given duration.

The system reveals structural aspects and functional aspects introduced in
the following section.

2.3.1 Product Structure and Functioning

As introduced in section 2.2, most designs of complex products lead to
models structured into sub-systems called components interconnected by
logical links. We come back to this notion in order to precise its meaning at
a system level, independently from hardware and software aspects.

A component, also known as a module or as a sub-system, is an entity
of a system which carries out a precise function.

The abstraction level of this notion is relative: a component is for
example a part of an integrated circuit, a complete integrated circuit, a board,
a subprogram, a task or package, but also a computer or a network server. In
fact, a component is a system considered as a part of another system.

The logical links between the modules are of a very variable nature:
electrical wires carrying logical signals (levels or pulses), media transporting
messages, call mechanisms for subprograms with parameters passing or
synchronization protocols for tasks in software, etc.

The modeling which defines a system as a set of connected components
is the structure of the system.

As a module is a sub-system, the function which is associated with it is
specified with a classic behavioral model such as a ‘logical expression’ or a
‘finite-state machine’. As for a system, the module’s external interface has to
be defined by input and output variables. Its behavior also has to be clarified
as the module is reactive: it reacts to the application of new input values by
provoking an internal evolution, leading perhaps to new output values.

A module’s behavior is defined by attributes which characterize it at the
considered level of abstraction. If we take the example of an elevator, the
position of the cage is one of the attributes which can be useful when
identifying its behavior. The values taken by these attributes define the state
which is a characteristic property of a module at a given moment. For
example, the states of the attribute cage position could be ‘ground floor’,
‘first floor’, ... , ‘twelfth floor’. Another attribute could be the movement
having three states: ‘up’, ‘down’ and ‘stop’.

The behavioral model is therefore expressed by the changes of state of
these attributes. For example, a program’s internal variable can be assigned
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by values defined by a zype. The actual value evolves during the running of
the program, which illustrates the notion of state evolution. A circuit using
several flip-flops circuits provides another example. The state of this circuit
is therefore characterized by the binary configuration of these flip-flops
(each one switched ‘on’ or ‘off”) which evolves with time.

The global model of a system structured into interconnected modules is
called structured-functional model because it defines a system by its
structure (the modules and their links) and the behavior of its components.
This is illustrated by Figure 2.6 and is found as much in hardware systems as
in software systems.

Figure 2.6. Product structuring

2.3.2 Hierarchy

In a hierarchical structure, a ‘father’ module breaks down into
interconnected ‘children’ modules, which can themselves be broken down in
a recursive manner until reaching ‘leaf’ modules which do not have children.
As shown by Figure 2.6, the product breaks down into two children: M12
and M3 coupled by two links. M2 breaks down into two interconnected
children: M1 and M2. Hence, the system is organized according to a tree
structure, the leaves of which are non-structured modules. This hierarchy
makes three levels appear: the global system, the modules M12 and M3, then
finally the modules M and M2. Looking at this hierarchy therefore reveals
three interconnected modules: M1, M2 and M3.

This is a compositional hierarchy because the system can be uniquely
represented by the leaves of the tree. The intermediate model M12 is only
present in order to give an abstract view of a part of the product. A second
hierarchy, called use hierarchy, can be defined. It reveals the service
relationships linking the components. For example, M1 uses M2 in order to
provide a result sent to M3.
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Let us consider two software examples illustrating these two hierarchy
types. An Ada procedure may declare local procedures defining a
compositional hierarchy. An Ada program may use external functions (such
as input/output services), defining a use hierarchy.

The hierarchy notion leads us to express the relativity of what has been
defined as ‘product’, ‘users’ at the beginning of this chapter. Let us consider
the system shown in Figure 2.7: a controller is coupled to a process in a
given non-functional environment. The controller product is structured as a
regulation program (RP) running on a hardware platform (micro-controller
and interfaces). According to the design level, we will consider as product
the complete controller or the regulation software only.

Figure 2.7. Insertion of a product into a control system
2.3.3 Examples

Example 2.1. Regulator

A temperature regulation system has been designed by means of three
modules interconnected by logical Buses: an arithmetic and logic unit
(ALU), a control unit, and a memory. The control unit takes its instructions
and data from the memory and uses the ALU in order to calculate the control
signals sent to the process. This product is an illustration of the structure of
Figure 2.6: M12 is constituted of the control unit (M) and the ALU (M2),
and M3 is the memory. This is a compositional hierarchy.

Example 2.2. Software

The structuring notion applies also to software: a program calls
subprograms which call other subprograms, etc. The calls are correlated by
relationships:

¢ sequential (we execute A then B),

e conditional (if .. then .. else ..),
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e repetitive (for and while).

Hence, these modules are linked and they exchange data (variables).

As for hardware systems, software programs reveal structure and
hierarchy. Figure 2.8 illustrates a compositional hierarchy corresponding to
the following program:

begin
A;
B(X);
while C(X) loop
D(X);
end loop;
E(X);
end;

The link (1) represents the stream of control (B starts its execution after A
has signaled its completion). The link (2) adds a stream of data representing
the variable X. We should note that the component C’ corresponds to a
modeling of the statement ‘while’ in the programming language. This
integrates the component C and the selection of the relationship (3 or 5)
activated according to the Boolean result of the evaluation of C’.

Figure 2.8 Structural model of a program
2.34 Refinement Process and Primitive Components

As mentioned in the previous section, the function of each module
constituting the system is generally translated by a structure of sub-systems.
The functioning of each of these sub-systems is therefore specified. This
process is reiterated going down until reaching its ‘primitive’ components
(that is to say which are not broken down). The transformation of a product
behavior into a structure is obtained by successive stages leading to a
hierarchy of modules. The intermediate modules have a specific behavior
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which is put into work by the child modules. The modules at the lowest
levels also have a behavior which is meant to be available.

We only consider systems whose behavior can be represented by discrete
models which are the most used in computing. We put them into opposition
to continuous models which are often those of the controlled processes. For
example, the temperature or the speed of an engine may vary continuously.

Example 2.3. A software behavioral model

In section 2.3.3, we showed that a program constitutes a system’s
structured model. The bodies of primitive sub-systems (not broken down)
express a behavioral model. This model has attributes such as the parameters
and local or global variables of a subprogram. For example,

procedure Push(X in Element) is
begin
Top := Top + 1;
Stack(Top) := X;
end Push;
where Top and Stack are two variables external to this procedure
(global variables).

These two variables can take different values which define the states of
the behavior of Push. Thus, if Top is included in the range [0 ... 100], this
variable then introduces 101 states. The behavior of the statement Top :=
Top + 1; is then described as a state change associated with the states of
the variable Top. Thus, the execution of the procedure can be modeled as
state changing.

24 LOGICAL PART OF A DRINKS DISTRIBUTOR

To conclude this chapter, we consider a simplified version of a drinks
distributor. It has the following objects:

— User: the person who uses the distributor and the maintenance agent,

— Client: the person who launches the project of the distributor (who is
probably the distributor dealer),

— Designer: the person who creates the distributor.

In this section, we provide an overview of the different stages of the life
cycle of this product. Beforehand, let us examine the client’s expression of
requirements. It could be to earn money by selling drinks or to allow users to
quench their thirst. The choice between these two needs is not insignificant,
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since in the first case, a method of paying has to be specified and designed.
In addition, the possibility of obtaining a drink without paying is therefore a
failure of the product, which is not the case if the second need is considered.

2.4.1 Specifications

The specification defines the inputs and outputs of the system (interface)
and their relationships (behavior). This last behavioral model must contain
the checking that the chosen drink is available, and that the means for drink
distribution (cup, liquid, sugar, spoon, etc.) functions correctly. The chosen
drink should only be delivered if the user pays the asked amount. A cancel
button allows the distribution process to be stopped (if the drink has not
already been released) and the money to be given back.

We assume here that only one type of drink is delivered (Drink-Delivery)
and that only one type of coins is accepted (Coin). The drink is served as
soon as one presses on the Selection button and the change money is given
back (Change-Return). If a selection is cancelled (Cancel), the money is then
given back (Change-Return). The maintenance agent collects the money (by
the command Collect-Coins which leads to the distribution of the money
Money-Left) and fill up the doses of drinks (Add-Doses).

This global definition has to be formalized by expressing: the product’s
interface with the user (see Figure 2.9), and its expected behavior, here
described by an automaton (see Figure 2.10).

Figure 2.9. The Interface of a drinks distributor

This is obviously a specification model and not a design model, as it does
not describe the means of putting the automaton into action and other
necessary operations such as the addition of entered coins, the calculation of
the money to give back, as well as the ways of detecting the introduction of
coins, cancellation, the distribution of the chosen drink, the adding of doses,
or even the money collecting by the maintenance agent. On the automaton in
Figure 2.10, Sum stores the money introduced by the user, Total is the
accumulation of money entered in the machine, Amount is the price of the
drink and Stock is the number of available doses of drinks.
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The behavioral specification expresses that the selection of a drink for a
sum inferior to the amount required does not have an effect on its behavior.
The user can then add more money or cancel. On the contrary, this situation
could have been interpreted as having an effect equivalent to a cancellation.
This example therefore illustrates the importance of the specification stage
which implies choices which then influence the way of using the machine
and which therefore necessitate a discussion with the client. In defining
‘correct functioning’, the specification will also be the fundamental way to
state whether the product is failing or not when being used.

Figure 2.10. Behavior of a drinks distributor

24.2 Design

The formal behavioral description has been provided in the previous
stage. The structural modeling has to reveal interconnected modules.
Numerous refining choices are possible. Figure 2.11 proposes a structure
which makes two modules appear: a money device which manages the
money, and a drink delivery module which manages the supplies.

The ‘Money Manager’ module accumulates the change provided, gives
back this money when a valid cancellation is carried out and finally renders
all the money contained when a demand is made by the maintenance agent in
charge of the exploitation of the machine.
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The ‘Drink Delivery’ module makes the drink available when the drink
has been selected and when the drink is ‘selectable’, i.e. when a sufficient
sum of money has been received. This last point justifies the link Selectable-
Drink between the modules ‘Money Manager’ and ‘Drink Delivery’.

Figure 2.11. Structure of the distributor

In addition, when the drink has been served, the signal Delivered-Drink
is sent to the module ‘Money Manager’ before it gives the change back.
Then, each of these modules has to be studied separately and first of all its
behavior specified, for example, by using an automaton or an algorithm.

We reach therefore the technological level concerning the execution
means: hardware and software. The software will indeed be supported by
electronic devices (micro-controller for example) and will have to
communicate with mechanical devices (detection of the introduction of a
coin for example) thanks to other electronic components (an interrupt sent to
the micro-controller for example).

We will not refine this design here. However, we should note that the
software part of the design requires two types of studies:

e At the symbolic level, giving an abstract view of the means: for instance,
the two modules ‘Money Manager’ and ‘Drink Delivery’ will be
implemented by associating a task with each module and by expressing
their sequencing in relation to external events (Coin introduced, pressing
on the Cancel button) and their synchronization (for example by
Delivered-Drink signal).

e At the physical level, implementing the concepts of the preceding abstract
view: for example, the occurrence of the Cancel event could be
implemented by means of an interrupt sent to the micro-controller which
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supports the execution of the software associated with the part which
manages the money.

In the case of a uniquely hardware design, each module will be
transformed into a specific integrated circuit. The communication between
these two physical modules is ensured by a protocol based on the signals
Selectable-Drink and Delivered-Drink.

This example shows again the number of choices that the engineer has to
do, when designing a product.

2.4.3 Production

Inevitable adaptations of the product obtained at the end of the design
stage will be necessary to comply with production constraints and standards.
The production introduces specific notions such as the cost of the used
materials (in particular the electronic components, but also the royalties on
executive software or the graphical environments if such tools are used), the
assembly duration, time to deliver the product, and finally the yield of the
production line. It is clear that these constraints have to be considered a
priori as criteria intervening in the design choices. The production concerns
nonetheless specific capabilities. Thus, just as the engineer has dialogued
with the client during the establishing of specifications, he/she has to do it
with the people in charge of production during the design stages. The client
intervenes again at this stage to establish the standard documents of
assembly and use.

24.4 Operation

The final use requires certain complementary means and actions, such as
the product’s physical installation on the site of operation and the
information and the training of the users when the product is more complex
than a drinks distributor. It is necessary to resolve certain specific problems
such as the connection to an electric power network and the distribution of
water necessary to make the drinks.

Finally, it is necessary to define a maintenance policy in order to get the
money, add drink doses, and to detect and repair all eventual functional
anomalies, and also to improve the product performance and functionality.
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Failures and Faults

In this chapter, we begin the study of impairments to the dependability of
a product with the analysis of failures and faults. From the observation of
anomalies in the behavior of a product during its use, we define in section
3.1 the notion of failure relative to changes in the delivered service. In
section 3.2, we identify and classify the various causes of failures, known as
faults, according to several criteria. In section 3.3 we then explore the life
cycle of hardware and software products, looking for the diverse faults
which can appear. Some faults will be analyzed using the example of a
drinks distributor in section 3.4. We conclude in section 3.5, providing a
classification of faults, and assessing its interests and its limitations.

3.1 FAILURES
3.1.1 Definition

As stated in the introduction, experience shows that a certain number of
issues can appear during the useful life of any product, just as well an
automobile, as a television or a drink distributor. Functioning anomalies of a
product are observed during its use in its application context. Figure 3.1
shows some examples of incorrect behavior of drink distributors.

Firstly, we reckon a product presents a failure during its use if the
delivered service does not conform to its requirements. This notion of failure
is however ambiguous, as an expression of needs can lead to diverse
interpretations, that is to say to diverse expectations of the service to be
provided by the product. The expectations of people intervening (client, user,
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designer or manufacturer) can vary somewhat. A client’s or user’s point of
view in terms of requirements is not necessarily the same as that of the
designer or the manufacturer!

Figure 3.1. The distributor does not function correctly

A user of a drinks distributor, can effectively reckon the service he/she
expects is not given because the spoon or the cup does not fall into place, or
the machine takes the money and does not give back change, or else the
coffee does not have enough sugar or is too bitter or even that it is too
expensive. The manufacturer of the machine can have a different opinion,
refusing as failures the last three cases (Figure 3.1). Moreover, the
requirements interpreted by one of the partners of the initial contract can
evolve as time goes on: the user tastes evolve.

What could be said about a distributor which only accepts %$ coins,
whilst still providing a pleasant drink? From the client’s point of view, the
system responds to a need: to gain money honestly. Moreover, it does not
satisfy the user who only has a ¥2$ coin; this distributor does not respond to
his/her needs at this time. This point of view may be acceptable if the three
partners participated effectively in the initial contract. We often meet
different situations for which the designer-client couple defines a product
responding to a need, the user adhering to the contract latter on. This is the
case with the majority of consumer goods: the user of a television did not
participate in the contract which led to the design of the appliance!

We therefore understand that such a definition of failure is often subject
to conflicts between the partners: this is a usual problem of user-seller
relationships in everyday life, and all of us have had this experience.

This source of conflict is eliminated as soon as the service that has to be
delivered is expressed in a complete and clear way, and if all the partners
accept its definition. The needs are then translated in the form of contractual
service delivery, established during the specification stage. The needs to be
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considered integrate at the same time those of the client (“earn money from
its product”, “low maintenance costs”, “reduced appliance costs”, etc.), those
of the future users (“be able to use all types of coins”, etc.), and those of the
designer and the manufacturer (“fairly high price in order to cover the costs
implied by the product study”, etc.). The specification makes appear not only
functional aspects interesting to the user (use of the distributor), the client
and the designer (large stocks of coffee in the machine in order to reduce the
refilling operations), but also non-functional aspects demanded by the user
(for example the aesthetic appearance) or by the client (price of the
distributor).

The first definition of a failure which will be retained afterwards in this
book is the one proposed by J-C. Laprie in, “Dependability. Basic Concepts
and Terminology”, Springer Verlag, 1992:

A failure occurs when the delivered service no longer
complies with the specifications.

We should note that the notion of mission, which is the first aspect of the
specification, integrates both functional aspects (what the product is intended
for) and the length of its mission. In addition, the specifications define
constraints on the non-functional environment.

These points appear in the definition provided by N. Leveson in
“Safeware”, Addison-Wesley, 1995:

A failure is the non-performance or inability of the system or
component to perform its intended function for a specified time
under specified environmental conditions.

Figure 3.2. Failure definition

Thus, the failure stems from a comparison between the delivered service
and the product’s functional specifications as represented in Figure 3.2,
assuming the respects for non-functional constraints on the environment
during the specified operational lifetime.
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3.1.2 Characterization of Failures

The failures which can affect a product are various, and present multiple
aspects. In this section, we introduce characteristics which are independent
from the functionality of the product or the technology used. We could thus
seek to develop general ways to treat the causes of failure in each class.
These classes are often called failure modes. They represent abstract
viewpoints on failures, independently of the particular system function.

We qualify the failures by three parameters a priori independent; each
one can take two exclusive values:

e static opposed to dynamic,
e persistent opposed to temporary,
e consistent opposed to inconsistent.

Most of the system’s behaviors reveal two aspects: a function elaborating
the outputs from the inputs, and temporal constraints associated with the
occurrence of outputs. This corresponds to the classic notion of static and
dynamic response of a system. A stafic failure, also called a value failure,
provokes a false result. The provided data are erroneous. A dynamic failure,
also called here a timing failure, provokes a transient response which is
incorrect, either too fast or too slow.

Consider a screen displaying information in a car. The displaying of
wrong data illustrates a static failure. If the displaying task produces data
whose values are correct but delayed, a dynamic failure occurs. For instance,
data on the screen must be refreshed every 1/50 second whereas some of
them are displayed after 1/10 second.

A product’s mission takes place during a certain period. The second
parameter corresponds thus to an observation of the product’s behavior
during time. A persistent failure alters the product’s functioning for an
important duration in comparison to the duration of the mission or definitely
after a certain time. For example, let us consider a product regulating the
temperature of a balloon. A systematic bad regulation due to a blockage of
the electro-valve acting on the heating device is an example of persistent
failure. On the contrary, a temporary failure presents a bad behavior at a
certain moment during a short time. An erroneous control error of the
electro-valve which appears at a given moment of the mission and will never
happen again is an example of temporary failure.

The notion of consistency or inconsistency o a failure is relative to its
external perception by several users. A consistent failure is perceived in the
same way by all users. The failure is said to be an inconsistent failure in the
opposite case. For example, several users of an office network complain
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about not being able to access a printer from their workstation, whilst other
users have no problem whatsoever. Inconsistent failures are also called
Byzantfine failures.

Figure 3.3 shows some examples of failures of the drinks distributor.
Note that a failure can be static, temporary and consistent at the same time!

Figure 3.3. Examples of failures of the distributor

Other items can also be used to qualify some failures:
e stopping failure when the product’s activity is perceived as no longer
evolving, a constant value being delivered to the user,

® omission failure which is a particular case of the preceding definition
when no values are delivered,

e crash failure which is a persistent omission failure (the system is
definitely blocked).

Another way of classifying failures consists in considering the
seriousness of their consequences on the application (user or environment).
Actually, these consequences on the mission can greatly vary according to
the application domains. We distinguish three main categories of failures:

® benign failures which can be ignored,
e serious failures which lead to a change in the mission with a certain cost,

® catastrophic failures (also referred to as accidents) which are not
acceptable and stop the mission.



44 Chapter 3

In the case of a temperature regulation system, the regulation can be
badly assured (decrease of the production, the mission therefore not being
stopped) or not assured (the mission is endangered with a loss of production,
even a risk of accident). These consequences are known as external; they
will be analyzed in Chapter 4.

3.2 FAULTS

Failures arise from a large number of causes which are informally named
as faults. We find also in technical literature the terms defect for hardware
technology and bug for software technology.

I A fault is an adjudged or hypothesized cause of a failure.

Even if fault seems to be a fuzzy notion, some important characteristics
can be brought out.

3.2.1 Difficulties in Identifying the Causes of a Failure

The identification of a failure’s cause (or causes as there could be
several) is a difficult operation which requires important investigation
means. Its complexity depends on the level of knowledge and observation
that the analyzer has on the product, its functional and non-functional
environment, but also on the process which has transformed a specification
into a product.

According to the degree of accuracy of the observation, one can, by
refining the analysis, come back to very long chain of causalities, sometimes
without significance. For example, the cause of a failure of a hardware
product could be found at the level of an integrated circuit or in a certain
logical network of this integrated circuit or again a certain MOS transistor in
the logical network and so on. Moreover, this refinement analysis can reveal
potential multiple sources that are sometimes contradictory and the diagnosis
of which is impossible or without interest. For example, if the previous MOS
transistor is the cause of the failure, this is perhaps because it was abruptly
blocked (this is then a hardware fault) or because the designer incorrectly
dimensioned this transistor (this is then a different fault: a Auman fault). The
initial cause can be due to the entropic hazard (e.g. component ageing), or a
bad design which leads to a local overheating reducing the reliability, or else
an excessive temperature in the final application.

In the same manner, the identification of the software fault which has
provoked a failure of an executable program leads to the investigation of
relationships which link the different subprograms making up the software.
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This analysis will be more or less refined according to the degree of
precision required for the fault’s localization and the investigation means
used (e.g. the observation of the variables). Furthermore, the software
necessarily has relationships with an operating system and other software
tools which manage the resources; this will complicate the analysis even
more. Finally, the support of the software’s execution is an electronic
component, also susceptible to being affected by a fault!

As a result, the pertinence of the cause’s designation is linked to the
means which are mobilized in order to remedy it. Consequently, faults are
often called adjudged or hypothesized causes.

In Appendix D we provide a study relative to the diagnosis of the flight
control system fault of the first flight of Ariane 5 rocket. This study
highlights the difficulty to specify the causes of a failure. This case is also
interesting, as it shows a situation where the two technologies (hardware and
software) intervened in the failure occurrence.

3.2.2 Fault Characterization

Faced with the difficulties evoked in the previous section in identifying
faults, we are now going to highlight some significant criteria to characterize
the faults. As for failures, it is useful to define a set of criteria which permits
the classification of faults. Such a classification allows the proposal of
generic means of fault handling adapted to each class, instead of researching
specific means for each particular fault.

We will analyze faults according to two main viewpoints: their origin and
their nature. Each of them is defined by several criteria.

The origin of faults characterizes:

e where is located this fault, that is which is the affected object (the
product, the user, their environment)?

¢ when was the fault introduced into the life cycle (during the product
creation or during the operation)?

e who is the author of the fault?

The nature of faults identifies:
e its type: functional / conceptual faults opposed to technological faults,

e its intention: accidental faults opposed to intentional faults,

e its duration: temporary faults opposed to persistent / permanent faults.
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These fault characteristics are illustrated in Figure 3.4. We thus define a
space with two viewpoints and several criteria that will be analyzed in the
following sections.

Figure 3.4. Fault characterization

3.2.3 Fault Origin

The origin of a fault is characterized by three criteria studied in the
following sub-sections:

o The object at the origin of the fault, by asking where?
e The step of the life cycle at which it appears, by asking when?

¢ The entity responsible of its occurrence, by asking who?

3.2.3.1 The Infected Object: Where

Relatively to the product’s point of view, we consider two classes of
faults (see Figure 3.5): internal and external faults.

Internal faults affect the product and are introduced during its life cycle:
specification, design, production and use. For example, a software design
error in an airfighter control system provoked the turn over of the plane
during its first flight to the equator.

An internal fault is for instance an erroneous statement in a program or a
short-circuit in an electronic component. If their effects in the form of
failures always occur during the operation phase, their causes could originate
from any stage of the life cycle. This concerns the design step in the first
quoted example (an erroneous statement), whereas the short-circuit in the
second example could have been introduced by the manufacturing.
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Figure 3.5. Internal and external faults

External faults affect the user or the non-functional environment:

e the user: e.g. a system controlling a flexible manufacturing workshop is
blocked whilst waiting for a drilling machine (belonging to the process)
which will never fulfill its task because of a rupture of a drill, an input
value out of range, or a sequence of events not in accordance with the
expected scenario;

e the non-functional environment: e.g. the coffee distributor provides cups
filled only with powder because the water supply has been cut off, an
integrated circuit does not work due to an excessive temperature.

The external faults affect the expectations defined by the specifications.
They are often called perturbations or aggressions or else disturbances.

We should insist on the fact that in all failure cases, the product does not
deliver the expected service, but the object at the origin of this failure is the
product itself (internal fault) or not (external fault). Consider as a last
example a ‘heavy ion’ bombarding a satellite whose functioning is altered.
The origin belongs to the environment whereas it is clearly the satellite
which is affected.

3.2.3.2 Occurrence Phase: When

Even if failures only occur during the operational phase, faults which
provoke these failures arise during the diverse phases of the product’s life
cycle: specification, design, production and operation.

During the specification. It might seem strange to talk of faults arising
during this stage as the specifications constitute the reference document
which defines the expected services (cf. Figure 3.2). However, some
problems are actually possible. For example, an incomplete definition of the
service, which has to be delivered by the product, leads to different
interpretations by the client, the designer and the user. The user notices
failures in the service provided (the service understood by the designer) as it
is different to the one expected (the service understood by the user).
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During the design. All designers have encountered these faults. They
can arise during each one of the design steps, from the architectural
definition until the final implementation: at behavioral, structural and
technological levels.

During the production. An example of fault affecting software
technology is about a change in the characteristics of an execution
environment (a new hardware processor or operating system) whose
performances are no longer sufficient to respect the deadlines of tasks of a
real-time application. When hardware technology is concerned, a failure can
be due to a short-circuit or to a rupture of a wire during the production phase
of a PCB (bad insertion, bad soldering).

During the operation. Such faults can come from an elevation of the
environment’s temperature which provokes modifications of the electronic
equipment’s capability.

Note. Faults appearing during the first three stages are also known as
creation faults.

3.2.3.3 Entity Responsible: Who

Faults result from:

e the human activity which intervenes in the transformational process
(specification, design, production) used to create the product: erroneous
choice of methods and technologies, bad interpretation of specifications,
wrong application of chosen methods, etc.;

e the automated frools used during this process: automatic design of a
logical circuit, compilation of a program, insertion of electronic
components by a production machine, etc.;

e the product’s technology: a weak resistance to aggressions of a
component (this resistance depends on the hardware technology used),
the use of a programming language which has an imprecise semantic may
lead to different interpretations by the user and the compiler’s creator;

o the user of the product (a human user, an industrial process), associated
with environmental constraints.

3.2.4 Nature of the Fault

We will successively consider the zype (functional, technological), the
intention (accidental, intentional), and the duration (permanent, temporary).
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3.24.1 Type: Functional and Technological Faults

A second parameter permits the classification to be refined. Whatever
their origin is, the faults can be separated into two categories:

e The functional, or conceptual faults (also called human-made faults),
which affect the way a product is specified, designed, produced or used.
An incorrect design implied by an omission of one piece of specification
is an example of functional fault.

e The technological faults (also called physical faults, or hardware faults
in the case of electronic components), which affect the implementation
means during the production and/or utilization. A cut in a wire linking
two components is an example of technological fault.

Functional faults

Functional faults concern the intrinsic functionality of a product. They
can be present when the product is supplied (for example a design fault) or
could be due to incorrect use of this product (an operational fault).
Functional faults have a precise cause, upon which one could have acted at a
given moment in order to avoid them. This group contains faults coming
from bad interpretation and/or transformation made during the life cycle:

e specification and design faults due to humans (the partners of the initial
contract and the persons in charge of the design) and to the means used to
model or to transform the models,

e production faults due to humans and technical means involved
(essentially the manufacturing equipment),

e operational faults due to the functional environment of the product
(human users, process, etc.).

Failures due to functional faults are named systemic failures.

Technological faults

Technological faults affect the implementation means. They can result
from random or temporal problems, such as a transient problem of the
machine manufacturing a component, or a physical defect occurring in this
component due to an ageing problem or an external aggression.

This group concerns the physical components (electronic or mechanical)
employed in the manufacturing of the product. This could imply hardware
breakdowns occurring at any moment during the production and/or operation
by affecting a product which functions correctly: for example, a transistor
which is suddenly blocked in a ‘non-conducting’ state, or an electrical line
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which is influenced by an electromagnetic perturbation. The probability of
occurrence of such events depends on the chosen technology, the production
techniques, as well as the non-functional environment of the product
(temperature, mechanical shocks and vibrations, etc.). These faults are
assessed by statistical studies on reliability. We should note however that the
design and production have an influence on the final product’s reliability due
to the choice of technology, the electronic structure of transistors and final
mounting and assembly techniques.

We often speak of hardware faults and physical faults where
technological faults are concerned, as they essentially affect the hardware
technology (electronics in our case). In effect, there is no real software
ageing phenomenon, and the potential problems due to the manufacturing
are negligible. However, phenomena similar to those of hardware technology
nowadays affect more and more software applications. Such a situation is
illustrated by a program whose production necessitates the use of non-
adapted components, or whose behavior varies during the course of time.
This is the case of applications supported by an operating system whose
version changes as the producer modifies slightly the characteristics (e.g.
temporal), leading finally to modification of the delivered service.

Failures due to technological faults are named disruptive failures or
disruptions.

The perturbations due to the user (a human or a machine) induce mainly
functional faults (bad use), whereas the perturbations due to the non-
functional environment induce mainly technological faults (such as in the
case of a raised temperature which could lead to a breakdown of an
electronic component). Once more, the ultimate reason for a failure is often
very difficult to establish: normal ageing of the component or excessive
temperature aggression?

3.2.4.2 Intention

Faults can also be classified according to their accidental or on the
contrary intentional character.

Accidental faults are the most frequent and the ones which will be
considered in this book. For example, they can stem from a bad
understanding of a document’s information during the development phase,
or from a bad analysis by the designer which led to an erroneous solution or
incorrect use of the technology means at his/her disposal. For example, an
engineer has incorrectly used the programming language statements because
he/she has not understood the semantic properly. This class of faults also
includes keypressing faults.
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The intentional faults are due to voluntary human aggressions, such as
intrusion, sabotage or piracy. They lead to the modification of a system’s
structure or of a product’s behavior. Today, there are numerous examples
regarding computing networks.

The border between these two classes can be vague. For example, some
technologies are reputed to be dangerous and their use increases the number
of faults. This is the case, for example, with a programming language such
as C which:

e does not favor a programming style which renders the program readable,
e disposes of few fault detection means during compilation,

e proposes features, such as the goto statement, which makes checks
difficult.

As these features are known, designers should not use such technology
which leads to an increase in the number of faults produced. Therefore, it is
difficult to say whether such faults are accidental or intentional!

3.2.4.3 Duration

Like failures, faults have temporal attributes leading to two classes:

e permanent faults, also called static faults, for example, a power supply
breakdown which makes an equipment unusable,

e temporary faults, also called dynamic faults for example, a bad electric
contact which depends on the product’s position, or a temporary
saturation of a computing network.

Temporary faults are divided into two sub-groups, according to their
origin.
o Transient faults have external causes. For instance, a too numerous
number of pieces of data are sent to the system during a short period.

o Intermittent faults are due to internal causes. For instance, a parasitic
signal emitted by a part of an electronic system disturbs another part
during the operation.

3.3 FAULTS OCCURRING IN THE LIFE CYCLE

In this section, we consider the faults occurring during the various stages
of the product life cycle: specification and design faults, production faults,
and operational faults. This presentation shows the diversity of the types and
origins of faults.
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3.3.1 Specification and Design Faults

Faults introduced during the specification and design stages are various,
and the reason for their existence is diverse and often difficult to identify.
One commits faults by ignorance, by negligence or omission, by
incompetence, by misfortune, and even voluntarily in some cases (an aspect
which is not considered here). Nonetheless, the origins of these functional
faults can be classified into three groups:

e initial faults arising from incomplete or incorrect specifications,
o faults arising from the top-down design process,
o faults arising from non-functional constraints.

These three groups are not totally independent. Faults can therefore
belong to several groups corresponding to complex situations. This
decomposition, refined in the following paragraphs, simplifies our study.

3.3.1.1 Specifications

Stemming from the contract generally written in natural language and
established between the client, the designer and the user, the specifications
are therefore rarely formal. A lot of incompleteness and inconsistency cases
remain. They are at the origin of numerous faults. After their detection, it is
necessary to precise missing information or to modify bad elements, in order
to improve the specification.

Incompleteness characterizes a product’s definition that can lead to
several interpretations. The ‘non specification’ of a system’s behavior for an
input data or a sequence of input values is an example of incompleteness.
Incompleteness is therefore associated with the semantic of specification
elements. An incompleteness situation leads to a fault if the missing piece of
information is useful and generates a bad interpretation. Otherwise,
incompleteness avoids the expression of non-useful information or gives
some degrees of freedom to the designer. For instance, the output value
associated with a given input value can be absent if the user never applies
this input value. When a piece of information is missing, the designer is free
to interpret this ‘non specification’ in the best interests of the product (cost
optimization, execution speed, etc.). On the other hand, if the missing
element comes from a mistake, the final product can behave incorrectly.

Due to a lack in the specifications, the system obtained at the end of
design can have a functioning greater or equal to that of its specifications.
For example, an electronics circuit accepts all input data (as long as the input
sequence stays in a functioning mode which guarantees sufficient time
between two successive input values to produce an output), even if these
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values have not been defined in the specifications; hence, it provides an
output value for each input value

These incomplete specifications can, on the contrary, lead to a
dysfunction if the actual operation does not support use outside of the
planned domains. For example, in the case of software, the supplying of an
input value non-planned by the designer, due to a restrictive interpretation of
too vague specifications, can lead to the following situation:

e a persistent failure if the program execution stops,

e adynamic and temporary failure due to a random transient behavior if the
program is re-initialized after the failure.

The inconsistency characteristic corresponds to another variety of
problems. An inconsistency expresses a contradiction between several
definitions or properties of one or several elements of the specifications. An
example is the definition of two different behaviors for the same input
applied to a system being in the same state. The technology implementation
will perhaps solve this conflict:

e Whether by giving advantage to one of these contradictory behaviors; for
example, if we simultaneously act on the ‘Set’ and the ‘Clear’ (or Reset)
inputs of a flip-flop, it is the ‘Clear’ which is dominant.

e Or by creating a third behavior (by combination of the values which lead
to a new value); for example, if we simultaneously switch on the red light
and the green light of a traffic light system, therefore the two lights
switch on simultaneously by OR combination of the two light control
vectors (Red, Orange, Green): (100) OR (001) = (101).

3.3.1.2 Functional Design

At design time, a system is modeled by expressing a structural
composition of components also called modules or sub-systems. Faults
introduced in the design phase belong to two classes: component faults or
interaction faults.

Component faults (or module faults). A component fault occurs if a
functional component does not fulfill the mission which has been defined
during its specification; for instance, a floating point multiplier or a
calculating subprogram gives an erroneous result for a particular input
configuration or on the contrary in a systematic way.

Interaction faults. The components are correctly designed, but their
interactions can cause problems:

e the interface specifications are erroneously taken into account: e.g. there
is an incompatibility between data formats, or the constraints on the order
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of the subprogram calls have not been considered (for instance, the
subprogram init of a package must be called before other subprograms
offered by this package),

e the inter-relations are erroneously implemented: for example, the design
specifies an exchange protocol between two tasks which is not correctly
realized.

The interaction faults become increasingly preponderant due to the fact
that a large part of design today consists in assembling acquired components
(COTS: Components On The Shelf). The faults are due to an erroneous
assembling or to a correct assembling of the components whose effective
functionality has been badly understood by the designer. During a
development, the complexity of the designed system and the diversity of
technologies used often necessitate the separation of the work into teams
distributed into several companies. Numerous integration faults, that is
interaction faults, therefore occur.

3.3.1.3 Technological Constraints

Often unknown or badly formalized, the technological constraints
imposed on a product’s development are sources of numerous faults. We
introduce in the following sub-sections two types of constraints: technical
constraints and reusability constraints.

General technical constraints
General technical constraints are often included in the design

requirements. They precise:

e certain technological choices of components: for example CMOS
components for the electronics implementation, or Ada language for the
software programming,

¢ design means, e.g. the use of UML design model,

e constraints on the size of a product (volume of software code, surface of
the integrated circuit),

e constraints on the electrical consumption (important constraint for
isolated or embedded systems),

e assembly constraints, cost constraints, etc.

Moreover, other constraints, non-necessarily expressed during the
specifications, appear during the design phase. They are constraints on the
available resources. For instance, the program task number is limited by the
executive software, the number of units which can be addressed on a Bus
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depends on the Bus characteristics, the size of available main memory, the
number of authorized interrupts are constrained by the hardware platform,
and so on.

If these constraints are not well known, or if they are not correctly taken
into account at design time, then a faulty system is produced. For instance, a
memory overflow is raised at program run-time when the memory top is
reached. This example shows again how fault location is difficult: is the
failure due to a too small memory size or a too large program memory
allocation?

Reusability

Whether in hardware or software domain, the designs are lengthy and
expensive. It is therefore tempting and interesting to reuse the components
already designed for other projects by adapting them to a new context: a
circuit or a calculation subprogram, a special register or counter, a FIFO
memory, a BUS coupler, etc.

This reuse is sometimes obligatory. For example, a software application
runs under a given operating system. This application reuses the
functionality offered by this system such as the input/output primitives. This
obligation to reuse arises also from the constraints of portability. For
example, the embedded programs do not generally access directly to the
hardware resources of the electronic board which supports them. These
programs call the primitives of a BSP (Board Support Package) which
provides an abstract view of the hardware. For example, the applicative
program makes use of a primitive function to write on a port without the
knowledge of the physical port address. Hence, the software is more portable
as the hardware may be changed as long as it uses a BSP offering identical
functions. In this way, the set hardware plus BSP constitute a reused module.

Certain functions of the reused module can be of no use in the new
context or can be used in a particular restrictive way: they are therefore
redundant (we will discuss this word later). The redundancy resulting from
the reuse of modules is frequent. For example, in order to carry out an
addition operation in a circuit we reuse an arithmetic addition/subtraction
unit: in this context, the redundant subtraction function will not be used.

Reuse is frequently employed because it is convenient and it is supposed
to reduce costs and faults. This argument is globally true, but it should be
emphasized that reutilization can typically lead to new sources of problems.
On the one hand, the insertion of a component whose subtleties and
weaknesses are not known leads to interaction faults; on the other hand, the
induced redundancy creates large verification problems, which we will study
afterwards. This is why the modules inserted have to be perfectly defined
and possess standard interfaces.
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In order to avoid these problems, we could perhaps a posteriori think to
get rid of all parts that are functionally or structurally redundant and
therefore useless to a system’s mission. In reality, this suppression is not
desired, as it is likely to introduce new faults.

3.3.2 Production Faults

We will analyze separately the two hardware and software domains, as
they present problems which are completely different during production.

3.3.2.1 Hardware Technology

Integrated circuits

We consider first of all the particular and very significant issues of the
manufacturing of an integrated MOS circuit. The design stage provides a
geometric model of different masks used in manufacturing. Roughly
speaking, and in order to simplify, each technological layer has a design
associated with it: N and P diffusions define the transistor channels and
some conduction lines, the polysilicon level defines the gate electrodes of
the transistors and some conduction lines, the metal level defines the
interconnections between transistor structures and the links with the input
and output pads. The manufacturing is going to interpret this information so
that it can structure a slice of pure silicon wafer (disk of silicon of some
15cm in diameter and less than 1mm thick) in the form of an array of
identical chips, each chip making the desired product. The process which
transforms the silicon wafer into an electronic structure is long and calls for
very sophisticated specialized technological equipment (ionic implanters, e-
beams, diffusion ovens, epitaxy machines, deposition and etching machines
and many more), and it has to function in extremely severe conditions
(temperature, duration, dusts, etc.).

After the wafer processing, the resulting wafer is cut into dies which are
then mounted in their final plastic or ceramic packages (dual-in-line, flat
pack, surface mounted, etc.). This implies mechanical and soldering
operations before obtaining the final chips that will be put on the market.

As previously mentioned, faults come from the use of manufacturing
equipment. The information provided by the design of masks has of course
got to be compatible with the equipment used during manufacturing. A
machine’s control file has to be understood correctly: compatibility of
description formats or correct initialization of machines, etc.

This sophisticated equipment needs precise and frequent settings
(treatment duration, temperature, flow, intensity, position), as do the gauging
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operations. The quality of the physico-chemical hardware used (crystalline
structure, fluids, etc.) also conditions the quality of the circuit produced.

Moreover, this process has to take place with an extremely strict control
of the environment: temperature, hygrometry degree, elimination of all dust
or particles which could provoke flaws (hence, different classes of dust
removing techniques of white rooms have been defined). Thus, the dust can
create flaws by optical or chemical interference. If the complexity of
integrated circuits is meant to double every 18 months (according to Moore’s
empirical law), this then implies that the manufacturing costs will double
every 4 years!

As a consequence of this complexity, numerous faults can be introduced
during the production of integrated circuits.

Electronic board systems

The manufacturing of an electronic product involves a succession of
assembly stages and the integration of components and equipment. Each of
these stages is an occasion for faults to appear, and this occurs despite the
use of specialized equipment and qualified personnel. For example,
electronic components are inserted on printed circuit boards (PCB) by
automatic insertion machines, eventually aided by an operator. Insertion
faults can therefore be produced: incorrect mounting, a pin folded, an
incorrect electrical contact. This is also the case with incorrectly soldered
pins by the component’s welding machine. Boards are linked together thanks
to diverse and varied connectors defined by different standards. Thus, the
connector industry causes numerous problems due to bad quality contacts
(mechanical problems, oxidation problems, etc.).

3.3.2.2 Software Technology

We consider that design ends by the providing of a program written in a
language (Ada, C, etc.). The production therefore consists in obtaining an
executable program for the execution machine and then by duplicating it
onto physical medium (magnetic disks, CD-ROM, ROM, EEPROM, etc.).
Naturally, these two phases are both sources of faults.

The executable code is generally produced automatically from a source
program by a compiler. The code generated has to be semantically
equivalent to the code source. That is, its execution by the target computer
has to produce a behavior equivalent to the one obtained by the
interpretation of the source program using the language semantic (described
in the reference manual of this language.) Two major causes thwart this
result:

e failure of the compiler,
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¢ hazards in the programming language’s semantic.

Compilers are not always safe tools, in particular when the language or
the compiler is recent. For these reasons, a lot of firms prefer to use an ‘old’
language and a compiler whose bugs have been fixed or are well known,
than to access to up-to-date technological means.

Hazards are associated with the semantics of the programming languages.
The significance or interpretation of their features can present uncertainties.
We have seen that in the design phase, these lacks of precision can generate
failures of the system designed because the client and the designer of the
system (or sub-system) can have two different interpretations, although in
agreement with the imprecise specifications. The same situation exists for
language users (e.g. program designers) and the people carrying out the
compiler: they can give two different interpretations to imprecise features of
a programming language. Incompleteness situations do not however imply
flaws in the language; sometimes they are on the contrary indispensable. For
example, the execution duration of a statement such as ‘I :=J+K ;’ is not
defined by the standard of a programming language, whereas the actual
duration of execution will have consequences on the application’s
performance and could lead to a failure if the performance is too weak (such
as in real-time applications). Now, to fix a standard in a language regarding
the execution time of each statement would be stupid, as this would not
allow it to benefit from the permanent improvement of processor speed.
Although indispensable, the imprecise factors of the semantics of
programming languages can therefore lead to failures.

The duplication of executable files to market the software onto diskettes
or optical disks is another source of faults, as the physical media of
recording either magnetic, optical or other, inevitably provoke flaws:
parasitic signals during the recording or transmission, flaws by punctual
alteration of the media and other problems. This class of faults will be fairly
easy to manage using redundant coding techniques intensively employed by
all information supports, magnetic tapes, magnetic or magneto-optical disks,
audio or digital CD ROM, electrical or Hertzian transmission means.

3.3.3 Operational Faults

We are now at the ultimate stage of the product’s life cycle, and new
problems arise! During operation, technological faults appear on hardware
devices, and perturbations are provoked by the non-functional environment
and the user (process and/or human operator). They are called operational
Jaults.
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3.3.3.1 Technological Faults

Hardware faults affect the product during its active life. They are linked
to the used technology and assembly techniques, but also to the conditions of
the environment. Reliability permits us to predict in a statistical manner
whether a population of products has the capacity to survive. This notion
will be discussed in detail in Chapter 7. However, we do not know what the
next breakdown will be and when it will appear in our product.

The occurrence of faults can be considered as a probabilistic process,
function of time. In general, we make the hypothesis that the interactions
between the product and the user do not have an influence on the probability
laws. However, this is not always true: for instance, a light bulb has a higher
probability of breaking down when it is ‘switched on’ than when it is ‘on’,
‘off’, or ‘switched off’. Knowledge of reliability allows us to anticipate
failures, but not to prevent them during the active life.

Non-functional environment has an influence on the technological fault
occurrence. For example, if the temperature increases, the reliability of a
circuit is degraded. If the environment’s parameters do not correspond to
those specified for the product, faults could then occur as a result. Thus, if
the utilization temperature exceeds the norm associated with the product (for
example, maximal temperature = +70°C), this product cannot then be used
due to a strong degradation of its reliability. Another example is that of the
standards of space radiation for products embedded in satellites. In
particular, magnetic media cannot be used in an efficient manner without
costly and drastic protection.

3.3.3.2 Faults Caused by the Functional Environment

Functional faults are caused by the user whose behavior is not
conforming to that planned by the specifications. For example, if an
electronic thermometer has:been designed to display temperatures with 2
decimal figures, it will not function correctly if it receives from sensor
values superior or equal to 100°C!

Another type of functional faults is due to the human user. Consider for
example a product whose characteristics and user instructions are described
by a user manual. The user may commit faults. For example, a video
recorder whose channels have not been set cannot record a TV program. The
user should have first performed a channel setting.

The integration of a product into its final context introduces different
problems. For example, a program correctly designed and produced is badly
adapted to the application’s environment (the operating system incorrectly
manages this program). Another example is an automatic control system
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which functions badly because it does not receive a correct initialization
from its environment (resetting the internal state and some variables).

The specification may be correct but the physical insertion of the product
incorrect: for example, a connector is incorrectly plugged or the selected
connection port is not the right one, and so on. This is the case of a video
recorder badly connected to the television: the user cannot watch the film, or
the sound and image will be of bad quality.

34 EXAMPLES OF FUNCTIONAL FAULTS
ALTERING A DRINKS DISTRIBUTOR

This section deals with the study of the drinks distributors already
discussed in Chapter 2. It shows some examples of specification and design
faults as well as their consequences. The specifications have been slightly
modified in order to reveal some interesting faults.

34.1 Description of the Product

Consider the distributor represented in Figure 3.6, which has to provide
hot drinks such as coffee, tea or chocolate. The machine has a slot to put
coins, three selection buttons for the drinks (1: coffee, 2: tea, 3: chocolate), a
cancel button, a place where the change is delivered and/or the money is
returned, and a place where the selected drink is delivered.

Figure 3.6. Drinks distributor
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The distributor behavior specifies a cyclic treatment. One should first
insert the money, then choose a drink, recuperate the change and finally take
the drink. If we press on the cancel button, the coins inserted are given back
and the cycle is cancelled. Then, a new cycle can be processed.

3.4.2 Faults Due to Functional Specifications

These first specifications are sources of problems because they are
incomplete. Indeed, as no deadline is defined for cancellation, an
interpretation of this specification could lead to a machine giving back coins
inserted when the drink has already been distributed, if the user presses on
the cancel button after this distribution.

What will happen if the user inserts new coins before the cycle has
finished? What will happen if the user changes his/her selection? The
specifications do not give any indication. Therefore, several interpretations
are possible, leading to different products and uses. In particular, if the
distributor user and manufacturer make divergent interpretations, a failure
will occur at operation time.

These specifications are therefore insufficient. We complete them, saying
that cancellation cannot be taken into account if the choice of a drink has
been made (or validated by a special ‘validation button’ which should be
added). We add a red/green light that indicates that the machine is being
handling a delivery. When the light is green (indicating that the machine is
ready), the cycle starts by the insertion of money; this light then goes red
until the end of its current cycle. We specify that the first selected beverage
is the only one to be taken into account, or we add a validation button.

3.4.3 Faults Due to Technological Constraints

We finally examine the influence of certain resource constraints. This
distributor effectively manages resources: change, cups, spoons, sugar,
coffee, tea, chocolate and water. The previous specifications, even consistent
and complete, do not take into account the natural limitations of these
resources.

What should be done when the resources run out? To prevent access by
switching the red light on? If there is no more coffee, why not allowing
access to the other available drinks (tea or chocolate)? In this last case, the
machine must authorize the choice to be modified or cancelled with money
returned if the desired drink is not available. If all the coins necessary for
any change are not available, the machine should be used with the exact
money amount: thus the service delivered is extended.
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In all these cases, the cancel button allows the user to get his/her money
back as long as a drink has not been selected to be delivered. Cancellation is
an essential feature of such machine.

Each omission of constraints in the specifications can lead to a failure in
the service delivered to the user, leading him/her to be unsatisfied: loss of
change, missing cup, incorrect choice which cannot be cancelled, etc.

3.4.4 Design Faults

The design is going to lead to a structure of interconnected modules, such
as the one introduced in Chapter 2. Here the design proposes four modules:

¢ a module managing the cyclic treatment, asking for services provided by
the others modules,

e a module getting the coins inserted, computing the sum introduced, and
managing the money to give back,

e a module responsible for the drink delivery,

e and a module in charge of the management of the resources and the
anomalies.

An example of a module’s design fault could lead to a bad calculation of
the sum inserted and the money to be given back. The consequences could
be to ask too much or too little money, or to give back too much or too little
money.

A first example of synchronization flaw between modules could result in
a blockage in the cycle: the management module waits forever the end of the
work of another module. On the contrary, the passage to the next stage when
the current stage is not completed is a second example of failure cause. For
instance, the end of the cycle occurs when the service has not yet been
carried out, allowing a new client to be served at the same time.

Figure 3.7. Global functional graph of a distributor
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As faults are introduced during the various stages of the product life
cycle, it is difficult to determine the source of a failure just from a simple
external observation. It is necessary to master all the stages, including the
initial specifications and their multiple amendments often required by the
design. Formal design models bring help to the research of faults, with the
aim to eliminate them. The study of a behavioral graph modeling the stages
and their transitions can help us to imagine different types of functional
faults. Figure 3.7 shows an example of such a graph. Exercise 3.2 proposes
the analysis of this graph.

3.5 INTERESTS AND LIMITS OF FAULT CLASSES

3.5.1 Simplified Classification

As causes of failures, faults are numerous and varied, sometimes
predictable but always difficult to identify. They are directly due to human,
the tools he/she uses, the ageing phenomena, or aggressions coming from the
functional and non-functional environment. Faults are produced during the
specification, design, production and operation stages of the life cycle. The
effects of these faults as failures are however uniquely perceptible during the
product’s operation phase. After this broad exploration of the fault classes
made in the preceding sections, we are going to simplify the classification
given in Figure 3.4, in order to facilitate the presentation of the following
chapters. Hence, we will put aside the ‘who’ sub-classes of the ‘origin’ of
faults, and the ‘intention’ and ‘duration’ sub-classes of the ‘nature’ of faults.

These characteristics will be discussed when necessary. Three main
criteria remain:

¢ the type: functional and technological faults,
e the origin: the product, the user and the non-functional environment,
e the occurrence stage: specification, design, production and operation.

A first study consists in establishing if relationships e:.ist between the
values taken by these three criteria, that is to say knowing if they are
independent or not. Figure 3.8 summarizes these relationships. Functional
faults appear principally during the specification and design stages, and
sometimes during production and operation due to external perturbations.
Technological faults happen during the production and operation stages; they
are influenced by perturbations from the non-functional environment.
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Figure 3.8. Synthesis of failure causes

Figure 3.9. Caricature of fault classes

Figure 3.9 shows a caricatured example of problems affecting the life
cycle of a ‘box’: three functional faults arise at specification/design, during
the production and use, and a technological fault affects the operation.

The fault classification and the study of the relationships between the
classes allow therefore the clarification of problems to be treated according
to the stages of the life cycle and the agents at the origin of the faults. We
will thus be able to select the means of fault handling appropriate to each
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case. The definition of fault classes facilitates the research of generic means,
that is to say, which are valuable for all faults belonging to one class. If no
fault classes were defined, no general solution would be possible because
each solution would be unique to each particular fault. The mastering of
faults would therefore be a collection of individual experiences.

3.5.2 Limitations of the Classification

We should note again that it is often difficult to identify the exact cause
of a failure. Several faults can lead to identical effects and therefore be
equivalent. In the same way, it is not easy to precise the origin of a given
fault. For example, the absence of a connection between two logical
electronic components could be due to a functional fault during design, or
because of a production fault (a forgotten connection), or to a hardware fault
(breakdown leading to a rupture of the electrical wire), or even due to an
external perturbation, or else to sabotage! The most often, the diagnosis, that
is to say the research of the failure cause and/or of the fault origin, is limited
by the investigation and the observation means available to the external
operator (called the tester).

The border between the defined classes is often vague. Even if a fault has
been clearly identified, it can be difficult to put it in a given class. For
example, a technological fault such as a cut in the connection between two
components could be due to the environment (because of a too high
temperature), a production problem, or even a bad design choice.

Moreover, faults have a cumulative character which complicates the
analysis. Faults occurring during the different stages of the life cycle will
persist and, by combining amongst themselves, will create failures during
the operation phase. It is only when they reveal themselves as failures that
we see their negative and even catastrophic consequences on the application.

The limits which have just been exposed as well as all the particular
cases of special malicious faults do not however change the significance of
our classification which has an educational interest, and facilitate the
organization of means to fight against faults.

3.5.3 Protection Against Faults and their Effects

Even if they correspond to complex problems and phenomena, faults are
not a fatality that has to be endured. They have an origin upon which we can
act. Indeed, fault appearance is not independent of the methods, techniques
and technologies used all along the product’s life cycle. Experience shows
that some methods, techniques and technology produce fewer faults than
others. This knowledge will allow the improvement of the dependability of
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products by reducing the probability of the appearance of faults and
therefore failures. We will come back to this point in the second and third
parts of this book.

Faults depend also on the technologies used to built the product. We
consider here computer systems which have hardware parts (e.g. electronic
components) and software parts. Now, these two types of logical products do
not have the same type of faults: in particular, the hardware ageing fault
phenomena which affect electronic components during their functioning
with statistical laws do not exist in software parts.

In Chapter 5 we will provide information on the main fault models used
for hardware and software technologies.

3.6 EXERCISES

Exercise 3.1. Failures of the distributor

Imagine several failures of the drinks distributor presented in section 4.
1. A static failure.
2. A dynamic failure.
3. A temporary failure.
4.

A static and persistent failure.

Exercise 3.2. Faults of the drinks distributor

Go back to the study of a drinks distributor, looking at the global
behavioral graph (see Figure 3.7).
1. Imagine several types of functional and hardware faults and show how
they transform the graph. What failures do they lead to?

2. Which type of faults (and on which part of the graph) affect the user’s
satisfaction by altering the functioning of the money management
(accepting and giving back coins)?

3. Find a functional transformation which allows this distributor to serve
several drinks with the same initial amount of money or to give the
change back by pressing on Cancel (you can add a Return-Money
button).

Exercise 3.3. Study of a stack

This exercise studies the influence of internal and external faults on
failures of a hardware stack. This product, carried out with the aid of a
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logical circuit, allows to store data by PUSH operations, and to read them in
the opposite order of their recording by POP operations.

A typical failure which can affect the stack consists in an overflow, that
is to say executing a PUSH when the stack memory is full. To avoid this
problem, we add an output signal called Stack_Full which takes ‘1’ when
the memory is full and ‘0’ when the stack still has free space. We can
nonetheless imagine several faults leading to an overflow despite the
presence of this signaling mechanism:

¢ an internal functional design fault: the size of the stack has been
underestimated by the designer,

¢ an internal hardware fault: a breakdown affects the Stack_Full signal
and maintains it at ‘0’ value (no signaling) despite an excessive piling up,

e an external fault: the external circuit uses this stack and ignores the signal
Stack_Full.

We should note that a software implementation of this stack could have
been carried out using a package which exports the subprograms PUSH and
POP and the exception signal Stack_Full. We can imagine similar internal
and external functional faults as the preceding ones. A fault equivalent to the
technological one of non-transmission of the Stack_Full signal will arise
if the program language used does not dispose of the exception mechanisms
to treat it.

1. For each one of these faults, find a functioning sequence which provokes
a stack failure. Does one functioning sequence exists which reveals the
presence of one of two different faults (producing the same failure)?

2. Imagine several failure situations that would require the use of a
Stack_Empty signal.
Exercise 3.4. Study of a program

We consider a program which declares two global variables, A and B, of
Integer type and the two following functions:

function Fl1 return integer is

begin
A :=A+1;
return A;
end F1;
function F2 return integer is
begin
A :=2*A;

return A;
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end F1;

Determine the value of B after the execution of the following statement,
assuming the initial value A = 1:

B :=F1+F2;
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Faults and their Effects

In the previous chapter, faults have been identified as the generic sources
of failures which can modify the operation of any given hardware and/or
software product. In this chapter we will continue the analysis of
dependability impairments by specifying the fault notion and introducing the
degradation mechanisms. These mechanisms gradually transform a fault into
one or several errors (internal effects), then into failures which finally have
consequences on the functional environment and thus deteriorate the mission
entrusted to the product (external effects).

The internal and external effects of faults are examined in sections 4.1
and 4.2. Section 4.3 synthesizes the degradation phenomena considered here.

4.1 INTERNAL EFFECTS

4.1.1 Fault

In Chapter 3, faults were defined as adjudged or hypothesized causes of
failures. The real causes of failures are often difficult to determine and
express. Their precise localization and identification depend on the
investigation means used to analyze the faulty product. When these
investigation means allow the system structure to be examined, faults can
often be specified as structure alterations. In this case, a fault can be more
precisely defined as follows:

A structural fault is a non-adequate
alteration of the structure of a system.

69

J.-C. Geftroy et al., Design of Dependable Computing Systems

© Springer Science+Business Media Dordrecht 2002



70 Chapter 4

Such a specific structural definition of faults is considered when dealing
with general-purpose design models and more specific gate or transistor
hardware models and program models. For example, consider the following
program extract:

if (A>B) then
else
endif;

Let us suppose that the programmer has written ‘A>B’ instead of ‘A>=B’.
This is obviously a fault, as the program structure is inadequate.

In the case of electronic circuits, a fault occurs for example if the
designer has forgotten a connection between two components, or has used a
NAND gate instead of a NOR gate.

One fundamental property of faults in both hardware and software
technologies is that they are generally not identifiable as such. A simple
observation of the structure of the product cannot help the observer to decide
if a fault is present or not. In the first example, the condition ‘A>B’ is
syntactically correct. In the second example, the presence of a NAND gate
may be adequate or not. Hence, to judge that a structural element of the
system is a fault, other pieces of information are necessary to justify this
hypothesis. In fact, to definitely say that a fault exists, the notion of “non
adequate alteration” must be explained, specifying what is adequate or not.
Sometimes, a reference model provides properties on the adequate or
acceptable structures. The syntax of a programming language defines such
properties by means of grammar rules; for instance, the omission of the
character ‘)’ in the first line of the previous program extract is a fault:

if (A>B then

Moreover, the elements of a structure are frequently considered as faulty,
not in an absolute way but because they produce inadequate or undesirable
effects in operation.

The preceding examples illustrate permanent faults affecting the structure
of the product. In electronics, many other faults can be found which are
temporary like an electrical interference creating a pulse on a wire.
Temporary faults are much more difficult to identify than permanent ones.
Some transient or intermittent faults can be modeled as temporal structural
modifications of the electronic product. For instance, a parasitic induction
between two electrical wires can be considered as a temporary shortcut
between these wires.

The fault occurrence is generally invisible from the outside of the
product. This fault has no immediate effect on the delivered service of the
product. For example, the cut of a wire of a Bus connecting several
electronic components does not modify the functioning of the whole product,
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as the altered element is not presently used. Unfortunately, during the
operational life of the product, this fault will probably provoke a cascade of
events leading to one or several failures. We distinguish three main phases in
the life of a fault (Figure 4.1).

e The fault is dormant or passive, i.e. it is present in the product but the
functioning inside the product is not disturbed. For example, an electronic
component is not used although a fault occurred inside it, or an incorrect
programming statement has not yet been used at run-time.

e The fault is active, i.e. it has an effect on the product functioning. This
effect will be defined in the next section as an error in an internal
component or module. For example, a fault causes an output signal of an
electronic component of the product to be wrong, or a programming fault
produces the assignment of a bad value in a program’s variable or an
erroneous branching.

o The error is propagated inside the product till it reaches the outputs of the
product, hence creating a failure.

The transformation of a fault into an error is called the fault activation.
The mechanism which creates several errors in the product till provoking a
failure will be called the error propagation mechanism.

Figure 4.1. Internal effects

4.1.2 Error

As explored in section 2.3 of Chapter 2, the modeling of the behavior of
each module of a product structure makes use of attributes which
characterize this behavior. These attributes can be the external input/output
variables and the internal variables memorizing data and control events of
the module processing. At run-time, various values are assigned to these



72 Chapter 4

attributes. At a given time, the set of values associated with the attributes
defines a state of this module. The actual functioning of the module is then
defined as transitions from state to state. A defective functioning is
perceived when some properties on the state value or on the state evolution
are violated. For instance, if the state of a program is defined by the value of
a variable Temperature_of_the_Ice, then the property:
‘Temperature_of_the_Ice <= (0.0 is expected.

An error occurs in a module when its actual state deviates from its
desired or intended state.

An error is due to a fault. Thus, a fault modifying the structure of the
product will change its functioning, and produce an error.
Let us now consider the following small program extract:

F1(A,B);
F2(A,B);

if (A>B) then Temperature_of_the_Ice
else Temperature_of_the_Ice

endif;

We assume again that the programmer has written ‘A>B’ instead of
‘A>=B’. Every time A and B have the same value, the faulty program
executes function F2 instead of F1.

Due to the definition of an error, its characterization depends on the
selected attributes and the chosen properties defining the desired or intended
states. Consequently, several errors can be associated with this fault
according to the attributes and properties chosen.

If Temperature_of_the_Ice is considered as an attribute of this
program, any variation of the processed value from the expected one could
create an error. Unfortunately, the expected value is not a priori precisely
known as the program was created to calculate them. Therefore, properties
must be defined in order to identify the presence of an error, such as
‘Temperature_of_the_Ice <= 0.0’. This property characterizes the
acceptable states. Other properties concern state evolutions. Thus, another
property could have been: ‘the difference between two consecutive values of
Temperature_of_the_Ice is bounded by 1°C’.

For the same program, one could define another set of attributes, the two
parameters A and B of function F2, and choose the following property: ‘the
specification of F2 assumes that A # B’.

Concerning hardware, let us consider a NAND gate with two inputs, A
and B, and one output C. In this case, we have a behavioral reference model
expressed by the property: C = (A .B)’, where the symbols ‘.’ and
respectively represent the logic AND and the logic complement. Thus, any
fault of the transistor structure of this gate producing a wrong value on C is
perceived as an error if C# (A . B)’.



4. Faults and their Effects 73

On the contrary, the property ‘Temperature_of_the_Ice <= 0.0’ of
the software example is not a complete formal model of the expected
behavior of this program. Hence all wrong state values produced by this
program cannot be characterized as errors by this property.

So, the notion of error is relative:

e to the knowledge we have about the modular structure of the product and
about the selection of the attributes of each module,

e to the properties associated with the attributes which define the internal
expected state evolution.

In the same manner as failures, errors have temporal characteristics
classified according to two independent criteria:

e static error which corresponds to stable undesirable state (e.g. a false
signal ‘1’ instead of the correct one ‘0’) or dynamic error or transient
error which provokes transient undesirable states (e.g. a transient
oscillation on an electric line),

e permanent error which alters the module for a long duration (e.g. the
output of a module is ‘stuck-at 0’) or temporary error which alters the
module for a short duration (i.e. the error presence is limited in time).

For instance, consider a system including a sensor which gets data. We
assume that disruptions, such as electrical parasites, may alterate the
sampled values. If the system acquires this input value only once (for
instance, at initialization time), then a persistent error occurs. If the sensor
makes periodic sampling, the error can be present only during one period. In
that case, it is a temporary error.

4.1.3 Error Propagation

Once a fault has been activated as an error in one module, degradation
mechanisms can propagate this error through the product structure until
reaching its output variables, thus producing a failure. The propagation (or
error diffusion or contamination) is conducted through one or several error
propagation paths. This process depends on the initial error, the module
which has been first disturbed, the structure of the product and the external
input sequences applied to the product since the fault has been activated.

For example, let us examine the structure of Figure 4.2 infected by a
fault located in module M;. This fault is activated as the initial error inside
this module (error 1). Then, it passes to module M, (error 2), i.e. at the level
of module M, and finally reaches M; and provokes a failure.
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Figure 4.2. Example of error contamination

It should be noted that another description of the product structure by
using another modular organization would have modified the sequence of
the various errors (error 1 - error 2 - error 3) taking part in the contamination
process. In particular, the absence of knowledge about this structure would
have suppressed all internal errors! Thus, the propagation mechanism
depends on the modular structure of the product and the observation level of
the analysis.

A same fault can produce different errors and different failures at
different moments of the product’s useful life. These effects depend on the
fault location and the activity of the product during and after the fault’s
occurrence. In particular, faults do not necessarily raise errors, and errors do
not necessarily imply failures. It depends on the structure of the product and
the input sequences which are applied to the product during its use. Let us
illustrate this aspect with the program extract example of sub-section 4.1.2.
For a given value v of A=B, we suppose that F2(A,B) is erroneously executed
instead of F1(A,B). If F2(v,v) = F1(v,v), then there will be no error and,
hence no possible failure. Hence, in that case the error contamination is
stopped.

The qualifiers static and dynamic are associated with errors and failures.
These properties are not necessarily preserved along the propagation paths in
the product’s structure. Thus, a dynamic error can be propagated as a static
error. For example, a register receiving a pulse on the data Bus (dynamic
error) can record wrong data (then it becomes a static error).

Moreover, an error created at any moment can evolve with time
according to the product activity:

e it can disappear, the operation becoming correct again (this error is also
called overwritten error),

¢ on the contrary, it can become worse by a degradation mechanism.
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The reasons for these phenomena are to be found in:

e the intrinsic evolution of the initial fault with time, e.g. temporal drift of
the response time of electronic components,

e the normal evolution of the product operation, i.e. the activity of the
modules evolves with the input sequences coming from the functional
environment, hence fault activation and/or error propagation conditions
can also be modified.

An error may be temporary, either because the fault is itself temporary, or
because the operation of the product activates the faulty module during a
short duration. Let us take the example of a parasitic signal in a control
circuit: an alpha particle may change the state of a RAM (a word is
erroneously changed) and induce a wrong value of a variable storing the
value of a sensor used for a control algorithm. This error is temporary
because, it will disappear at the next actualization of this variable.

A permanent fault of a computing component (such as a ‘stuck-at’
electronic fault) may lead to incorrect processing for very special and rarely
applied input values. Here also, the error may be temporary.

The degradation of the behavior of a product is due to cunulative effects
involving several faults and errors which progressively affect more and more
functions of the product. For example, the presence of faults in a
communication Bus connecting several processing units can progressively
disturb the operation of these units when they are using the Bus.

4.14 Latency

A fault remains passive until an error is produced in a module of the
structure of the product. We call initial activation the first occurrence of an
error provoked by the fault (illustrated in Figure 4.3). This error is known as
primitive error or immediate error. In the case of the example of Figure 4.2,
the initial activation causes ‘error 1’ in module M.

Latency is the meantime between the fault occurrence and its initial
activation as an error.

Where software systems are concerned, faults are generally introduced
during the development phases. On the contrary, faults can also occur at any
time of the operation phase of an electronic product. For the two
technologies, errors occur at run-time.

The latency value depends on four main parameters:

e The module containing the fault: the latency is high if this module is
rarely used during the mission of the product.
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e The moment of the apparition of the fault, e.g. the module altered is used
only at the initialization of the mission, hence its latency is small during
this period and high during the rest of the mission.

¢ The way the product is used at the occurrence of the fault, e.g. the latency
is high because the product does not presently use the infected module.

e The ‘observation’ level given to the product, that is to say the precision of
the state definition and the properties associated with these states; for
instance, a false signal or a wrong variable value may be considered as an
error or not according to their action or not on the state attributes and the
ability of the properties to perceive them as wrong.

Figure 4.3. Latency

By generalization, latency can be extended to the meantime between
the occurrence of a fault or an error in a given module and the raising
of an error in another given module.

Hence, this latency notion is related to the observability notion.
Frequently, the latency is referred to as the observation of the fault as a
failure at the primary outputs of the product. In this case, the internal states
of the modules are not examined and thus no errors may occur.

The assessment of the latency is essentially a statistical process, typically
obtained thanks to measurements conducted on samples of the product under
investigation. However, it can also be estimated by reference to other
products already developed. For example, in the case of software, knowledge
coming from past designs allows the latency of the software under
development to be estimated.

Some products have an intensive internal activity with a low latency. It is
the case of a sequential circuit which counts the average number of external
events arriving at high speed (e.g. a particle counter): this circuit has a low
level latency (e.g. 1ms). On the contrary, a fire detector can remain in the
same waiting state for years, till the occurrence of a fire. Therefore, the
presence of a fault may be never observed. This is the reason why fires are
periodically simulated. Another example is an ABS car system, which



4. Faults and their Effects 71

avoids the blocking of the wheels. Its latency can vary according to the way
the driver uses his/her car.

Latency is related to the destructive mechanisms, which transform faults
into errors and propagate errors to the product’s outputs. In all cases, it
delays the appearance of a failure, i.e. the perturbation of the delivered
service. This evolution is symbolized in Figure 4.4.

Figure 4.4. Latency caricatures

4.2 EXTERNAL EFFECTS: CONSEQUENCES

4.2.1 External Consequences of Faults

At the end of the contamination mechanism, if propagation has not been
stopped, a fault has been transformed into a failure, that is to say a non-
desired service delivered by the product in the general framework of its
mission. Thus, the product gives incorrect pieces of information (incorrect
values, too high response time, spikes, etc.) to its functional environment
(the controlled process, the human operator, etc.). We will now analyze the
external consequences of the failure on the mission, in terms of seriousness
or severity of the perturbations. We identify four main grades of
consequences of failures on the mission: benign, significant, serious and
catastrophic.

® Benign. The failure has no serious consequences on the mission which
carries on normally. For example, if a text-processor fails, the user can
enter his/her text again from the previous back up of the file text (if such
back-up file exists). It is also known as minor failure.
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e Significant. The mission is disturbed and the efficiency of the delivered
service is reduced; for instance, the failure has economic consequences in
terms of costs (fixed or proportional to the immobilization duration). This
failure is also called major failure.

e Serious. The mission is greatly disturbed, the security margins being
dangerously reduced; for example, an automated process control has been
stopped for a day inducing production loss. This failure is also called
dangerous failure.

e Catastrophic or disastrous. The effects are unacceptable: the mission is
stopped with destruction of the product and/or the controlled process (e.g.
explosion of a heated distillation balloon) or with human injuries or
deaths (e.g. because of the explosion or the emanation of toxic gas).

The severity grade assigned to a given failure is relative. For instance, if
the text-processor failure does not allow an industrial project proposal to be
completed before the deadline, then this failure is at least significant and not
at all benign.

Independently from their seriousness, the consequences of failures can
be:

¢ human (loss of confidence in the product, injury of an operator, etc.),

¢ economical (for example, a significant consequence is expressed in terms
of cost implied by the recovery of the altered function, the diagnosis and
the repair of the product and its environment),

e environmental (e.g. air or water pollution).

Three parameters influence the severity of the consequences of a failure:
e the nature of the failure,

o the functional environment which makes use of the product,
¢ the moment when the failure appeared.

The first parameter concerns the characteristics of the fault which caused
the failure, the module which was first altered and the activity which
propagated the errors and contaminated the product. One must firstly try to
evaluate the loss of functionality of the altered mission. For example, let us
consider a regulation system made up of a control unit, an arithmetic
processing unit, a memory and an external interface unit. A fault in the
control unit can block all the product activity; a fault in the arithmetic unit
can, according to the activity, have benign effects (if the application does not
make use of it) or severe effects (erroneous computation leading to a
dangerous action on the environment).
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A same failure of a product has different external consequences
according to the functional environment with which the product interacts
(second parameter). A hardware fault in a given micro-controller can have
quite different effects whether this circuit is used for a game or is integrated
in an embedded flight control system.

The precise moment when the fault is revealed as a failure may also be of
importance (third parameter). The effects are different whether the product
operates in a critical phase (for example, during an aircraft takeoff), or in
normal phase (cruise flight), or else is stopped (the aircraft is parked).

During the useful life of the product, the severity of the failure’s
consequences can evolve and become more critical due to:

¢ internal reasons (evolution of the errors, appearance of new faults and
errors);

e external reasons (modification of the operational conditions, e.g. due to
an evolution of the functional environment); for example, a faulty text-
processor is firstly used for a non urgent letter (benign consequences),
then for an urgent contract proposal (significant or serious);

Let us finally insist on the fact that the seriousness notion is frequently
subjective. For instance, let us consider a short breakdown of a TV
transmission system embedded in a satellite during an Olympic game
program. This failure has minor consequences for people not interested in
sport programs. It can be considered as significant by the fans. Finally, the
economic cost of this failure can be catastrophic for the program producer
because he/she will have to return money paid for the non-delivered
advertisements.

Example 4.1. Regulation of a balloon’s temperature

To illustrate the notions introduced, let us consider a product intended to
control a distiller’s temperature. It receives sampled data from sensors and
controls the heating gas flow by acting on an electro-valve. Let us suppose a
fault in this product which opens the electro-valve at 20% instead of 10%.
This fault can arise from a functional design fault (bad specification
interpretation, wrong control algorithm, bad hardware design, etc.), a
functional or technological manufacturing fault (bad integrated circuit
manufacturing, fault during the insertion of a component, etc.), a
technological fault occurring during operation (stuck-at fault in a
component) or a perturbation coming from the environment of the product
(electromagnetic interference). We can imagine several kinds of
consequences:
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e significant consequences: the temperature is incorrect, so the treatment
has a smaller yield than the expected one, implying a loss of income,

e catastrophic consequences: after a few minutes, the high temperature of
the balloon provokes an explosion that destroys the process.

Note that the bad electro-valve control can firstly lead to a decreasing in
the yield, and later, by degradation, reach a total loss of the production,
obliging to halt the mission.

4.2.2 Inertia of the Functional Environment

In general, the external consequences of a failure do not occur
immediately because the functional environment connected to the product
presents inertia phenomenon (illustrated by Figure 4.5). Hence, the
explosion of a distillation balloon due to a failure of the heating control
system may occur a few minutes after the incorrect electro-valve opening.

The inertia is the duration between the occurrence of a failure and the
beginning of its external consequences on the mission.

According to the considered application domain, the inertia varies from
milliseconds (case of electrical processes) to hours (case of processes from
iron & steel industry or civil engineering). Often, for a given failure, the
duration between the failure occurrence and the occurrence of its
consequences varies. Therefore, inertia is defined as the meantime of the
duration values.

Figure 4.5. Inertia of the functional environment
4.2.3 Completeness and Compatibility

In a first study, the reader may ignore this sub-section as well as sub-
section 4.2.4 dealing with emergence.

Let us suppose that the initial contract between the designer, the client
and the user has correctly expressed the specifications of the future product:
function, duration, non-functional constraints on the environment and
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dependability attributes.
Let us also suppose that no fault has been introduced during the
development phases. In that case, the following functional relation is true

P=3% =35, where:

— §, 2 and P respectively express the specifications, the functionality of
the system resulting from the design phase, and the functionality of the
final embedded product,

— and the symbol ‘=" represents the functional identity (i.e. the provided
function is the same as the expected one, taking the operational
constraints into account).

The final product used for the mission is now infected by faults that can
produce errors and failures. Therefore, P is not identical to S. However, it is
useful to separate the three following cases: P >S, P <Sand P #S.

e P > S: the functionality of the product is greater than the one given by the
specifications. The product is able to do more things than given by the
specifications: it is said to be compatible with them.

e P <S: the functionality of the product is smaller than the one of the
specifications. The product can do fewer things than given by the
specifications: it is a case of implementation incompleteness.

e P #S:the product does not satisfy the specifications. It is a case of
incompatibility.

The interest of this distinction lies in the interpretation of the failure’s
seriousness. One generally accepts the first case as benign, as no failure will
be produced. Frequently, the specifications are not formal. They are for
example expressed as an English document. So, some situations may be
unspecified. It can be deliberate if these situations are known not to occur
during the final mission. On the contrary, they may result from omissions in
the specifications. Then, the designer will interpret these inaccuracies during
the design step. As a result, the product might have more functionality and
be able to react to input data that will never be applied by the process.

In the second case, the product may be unable to handle some expected
external stimuli (or the reaction may not be predictable), a situation which
may be considered as serious.

Finally, the third case is the classical one of failure production already
considered.

Note. Reuse techniques are increasingly employed in hardware and
software design in order to simplify the design process and standardize the
production. They can lead to the first case (P >S) if some elements of the
functionality provided by the reused module are not presently activated.
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Unfortunately, the two other situations exist, being at the origin of numerous
errors. For instance, a subprogram is reused, as it provides an expected
function. However, its designer assumed constraints about the parameters,
which are not satisfied in the new utilization.

4.2.4 Influence of the Functional Environment:
Emergence

The external faults due to the functional environment which interacts
with the product are often much more difficult to identify and to master than
the internal faults which alter the product. Indeed, modeling of the
environment is often-very complex (mathematically speaking) and implies
numerous variables and parameters with much inaccuracy. Moreover, these
models are not static: influence of time, temperature, etc. Here, we will not
treat faults specific to the functional environment but we will analyze the
influence of the interactions between the product and its environment.

The functional relations between the product and its functional
environment place constraints on the actual functioning of the product. We
call emergent functionality the functional part of the product which is really
used in the context of the mission. This part is smaller than or equal to the
total functionality of the product considered alone without external
constraints. We express this property as:

Em( P/ IT) < P, where Il represents the functional environment.
Embedded in its environment, a well defined and designed product must

have a resulting emergent functionality greater or equal to the functionality
defined by the specifications. We express this property:

Em(P/IT)2S.

This expresses that the real behavior provided by the product in its
environment must at least include the specified (i.e. expected) one. So, new
sources of functional failures appear, which are connected to the notions of:

e reuse of a product already designed and involved in new applications
(software functions and packages, integrated circuits), and

e robustness of the product faced to perturbations arising from a changing
environment.

Reuse. A product P which has been developed for a given known

environment ITis embedded in a different environment IT *. Two situations

might occur:

o the functioning of the product is compatible with the new environment,
then Em( P/IT*) =S,
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» the functioning of the product is incompatible or incomplete according to
the new environment.

The incompatibility comes from faults introduced during the design,
production and/or operation stages of the product.

Robustness. The product is supposed to be correctly specified, designed,
produced and used. We suppose the occurrence of an external fault, also
called perturbation, arising from the environment. This environment
changing is noted AIT (IT becomes IT *). We say that the product accepts this
perturbation if Em( P/ IT * ) 2 S. Then, the product is qualified as robust
with regard to this perturbation. In the opposite case, the fault will produce a
failure sooner or later.

The robustness is the property of a system that defines its capability,
when it is aggressed by the environment, to provide a function which is
acceptable to the user.

Certain standards define robustness as the characteristic of a product
which guarantees that its functionality is maintained even if specified
operational and utilization requirements are violated. However, it assumes:

e ¢ither a definition of the expected functionality, that is an extension of the
specifications of the system,

e or a temporal inactivity of the product which preserves its current state
for future normal use.

Our definition does not require a precise expression of what must occur,
but just the expression of its acceptance or its rejection, for example using a
property. For instance, if a traffic light controller detects a bad use, such as a
faulty signal sent by a sensor, the yellow light must wink (specified safe
behavior) or the two lights must not be simultaneously green (safe behavior).
Furthermore, for this controller the non-reaction and the state preservation
may also be adequate to react to temporary faults. The concept of robustness
can be linked to the fail-safe property developed in Chapter 17.

4.3 CONCLUSION ON THE EFFECTS OF FAULTS

Figure 4.6 sums up the destructive mechanisms linking faults, errors,
failures and external consequences. A fault appears and is activated as an
error. The error propagates and contaminates the product until reaching the
output; hence, it produces a failure. Finally, the failure has external
consequences on the environment.

The vocabulary used in this book was selected from the various hardware
and software domains of computer sciences. Unfortunately, dependability
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science has not been developed jointly by specialists from these domains.
Hence, the keywords have not always the same meaning. In Electronics, the
word failure often refers to operational values of parameters of a component
being out of range. For example, a ‘failure’ of a MOS transistor will disturb
the operation of a logical gate. In that context, the failure of the MOS
component would precede an error in the product. Therefore, these notions
are recursive. In any case, the notions of fault, error and failure are always
relative to the observer’s point of view. Thus, a ‘stuck-at 0’ of a logical
output gate may be considered as a fault of the circuit using this gate, an
error of the gate module in the complete circuit, or a failure of the gate
component. It depends on the investigation level considered.

Figure 4.6. Internal and external effects of faults

Latency and inertia are phenomena which delay fault effects: latency
delays the internal transformation of faults, and inertia delays the external
effects of failures. So, these two phenomena seem to have always positive
effects on a mission’s dependability, because they delay the issues and give
more time to the protective mechanisms, hence avoiding for example a
catastrophe. This opinion is really true for inertia.

Concerning the latency, the property is unfortunately not always true. As
a matter of fact, latency may have negative effects on the product’s
dependability because of the lack of observability about faults inside the
product. This means that a fault may exist which eventually produces errors
that cannot be observed from the outside of the product. In some cases, a
high latency may produce an accumulation of invisible errors which, later,
may inhibit the protective mechanisms. Such mechanisms are, for example,
off-line and on-line testing methods used during the maintenance periods or
fault-tolerant techniques embedded in the product to avoid failures. For
example, consider a product containing a fault-tolerant mechanism used to
handle exactly one error. Thus, if such an error exists at the end of the
development process, the presence of the associated fault is masked. For
instance, it is not transformed into a failure during a testing operation.
However, a second fault occurring and/or activated during the operation will
not be tolerated.
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Figure 4.7 summarizes the positive and negative effects of latency and
inertia. Latency and inertia measurements are fundamentally statistical
information difficult to assess with accuracy. Therefore, the practical interest
of their analysis is more qualitative than quantitative.

Figure 4.7. Positive and negative effects of latency and inertia

Example 4.2. Analogy with the human pathology

The observation of living beings gives an endless source of examples to
illustrate and enlighten the fundamental notions implied in the destructive
and the protective mechanisms we are studying here. Faced with the
relentless degradation mechanisms, life has cleverly developed a wide range
of protective mechanisms to detect and correct the problems.

A virus (considered here as the analog of a fault) penetrating our body
will at first be latent (passive fault). Later, according to our physiological
evolution, this virus can disturb the functioning of one organ (the fault is
activated as an error in a module). Then, the infection may develop and
propagate until it becomes an illness (propagation of errors and failure
occurrence). The main detection mechanism is pain. Temperature is also
used to detect an illness but it is fundamentally a protective mechanism.
Here also, latency plays a major role by delaying the effects of the virus. The
consequences of latency are positive. For instance, the illness is delayed for
months or even years. However, it has also negative effects. For example, it
may mask the presence of an infection that will develop inside an organ and
will be very difficult to cure later.

4.4 EXERCISES

Exercise 4.1. Latency of an asynchronous counter

Let us consider a 16-bit asynchronous counter which counts pulses
coming on the input / and gives the result on the output O with a natural 4-
bit binary code (a, b, ¢, d). A stuck-at ‘0’ of the variable a occurs while the
counter is in the initial state (0, 0, 0, 0). Hence, the counter will now evolve
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with constrained configurations (0, b, ¢, d).
Determine the average latency of this fault for a 2ms average-time
between input pulses.

Exercise 4.2. Latency of a structured system

We want to analyze the latency of the 3-module structured product
considered in Chapter 2 (represented again in Figure 4.8).

Figure 4.8. Structured system

Calculate the latency at the different levels of the structure by adding
local latencies:

initial fault at time 0, latency L/ at the level of module M1, propagation

through M2, M3 (latencies L2 et L3), and then failure at the output.

Numerical values: L1 = 10 ms, L2 = 100 ms, L3 = 30 ms.
Exercise 4.3. Consequences of failures

A given product may be infected by one of the faults of a set of ten faults
{F; .. Fip} having the same probability of occurrence p. The maintenance
contract which has been accepted for this application specifies that the repair
time is equal to 4 hours.

An analysis of the application showed that the external consequences of
the ten faults are as follows:

F;, F,  :benign consequence,

F3-Fs :significant with a ‘fixed cost’ of S5ku

(u being a given monetary unit),

Fs- F;  : significant with a ‘variable cost’ of 6ku per hour,

Fg-Fjy : significant with a ‘fixed cost’ of 1ku plus a ‘variable cost’ of

3ku per hour of immobilization.

What is the average maintenance cost?
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Exercise 4.4. Fault-Error-Failure in a program

The following procedure extract aims at counting the number of sheets in
a book. At first, it computes the number of the last right page.

procedure Count_Number_of_Sheets (Sheets_Number:
out positive) is
Last_Right_Page: positive;
begin
Last_Right_Page := ...;
Sheets_Number := (Last_Right_Page + 1) / 2;
end Count_Number_of_Sheets;

We assume that the expression which calculates the Last_Right_Page
(noted ... in the program) contains a fault. We use this procedure in a book

editing processor to analyze a book whose actual last right page number is
325.

1. Is there a failure if the faulty expression gives 326 as a result? Answer the
same question with 327 and 328.

2. Is there an error in the three cases?

3. What do you conclude from this experiment?



SECOND PART

PROTECTIVE MECHANISMS

Confronted to the destructive mechanisms shown in the first part of
this book, faults - errors - failures and their external consequences,
designers, producers and users have developed numerous formal and
empiric protection means. Their principles are introduced in this part. The
associated practical methods and techniques will be studied in the third
and fourth parts of this book.

We firstly introduce in Chapter 6 the three large groups of
dependability means allowing faults and their internal and external effects
to be mastered: fault prevention, fault removal and fault tolerance. The
methods, which correspond to these approaches, are presented and
organized according to several groups.

In Chapter 7 we consider the dependability assessment which allow us
to measure the efficiency of the use of the previous methods. We study the
quantitative approaches considering the principal criteria (reliability,
testability, maintainability, availability, safety and security), as well as
methods which permit us to evaluate them. We also discuss qualitative
methods.

Redundancy is a fundamental notion which plays a major role in
dependability techniques, principally for fault suppression and fault
tolerance. In Chapter 8 we define this notion and its many diverse forms.




Chapter 5

Fault and Error Models

5.1 DEFINITIONS

5.1.1 Structural and Behavioral Properties

We have presented the mechanisms which transform faults into errors,
failures and external consequences. We will now examine a fundamental
question: how can faults and errors be expressed by means of mathematical
modeling tools and what is the relevance of such models? The answer to this
question is important because it affects the means that will be used to
prevent, detect, or tolerate faults.

Faults were defined as adjudged causes of failures with regard to the
system structure: a fault is a non-adequate alteration of the system structure.
The identification of faults therefore depends initially on the modeling
means used to express the studied system. Thus, for a given product, faults
associated with a representation by state graphs are different from those
associated with an electronic modeling based on MOS transistors. In the first
case, a transition from a state to another may be a fault, whereas in the
second case, it may be a short-circuit connecting two lines. In practice,
numerous representations are used during the life cycle of a
hardware/software product: from the behavioral model of its specification to
the technological model of its implementation.

Moreover, the examination of each feature of a structure does not allow a
precise fault prediction. We illustrated this fact by signaling that a
connection linking two elements of a circuit can be considered as desirable
(necessary to obtain a good functioning) or not (short-circuit). Similarly, the
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simple reading of the program fragment ‘if (A>B) ...’ does not permit
the conclusion that ‘1f (A>=B) ...’ should have been written instead.

In fact, faults depend on the tool used to model the system, but also on
the functionality that must be expressed by the system model. For instance,
(A>=B) must be written instead of (A>B) because this last condition will
not allow the expected behavior of the system to be obtained.

This discussion leads us to conclude that faults are as varied as the
number of representation models and modeled systems! If an exhaustive list
of all possible faults existed, it would certainly be huge. Consequently, what
could be proposed to help design engineers in their fight against faults? To
answer this question, faults must not be identified by their individual
specificity but by common characteristics. Such common characteristics will
allow fault classes to be defined, and thus techniques to be proposed to
handle all faults of a given class. The issue is now the definition of such
common characteristics.

As faults are defined as non-adequate modifications of a product’s
structure, we must express what is expected or required. This is generally
difficult. Indeed, as the faults being considered in this book are
unintentional, the knowledge of what is correct would prevent any fault
creation during the development phases. Instead of precise expectations on
the structure’s characteristics, we will express intended properties. These
properties are ordered into two main families:

o physical properties, also called structural properties, which deal with the
static structure of the system or the product,

o behavioral properties which deal with the function performed by the
system or the product.

5.1.2  Structural Properties

Properties of the first group, that is physical/structural properties, are
expressed without any knowledge of the studied system’s function. Where
hardware technology is concerned, examples of such properties are: a wire
connecting two components has been cut, components have not been
mounted on a printed circuit board, or a board has not been properly plugged
into a rack. Inspection tools can generally perform the detection of these
faults. Concerning the domain of software technology, the properties deal
with syntax faults such as a wrong keyword, a grammar fault, etc. A syntax
fault is defined as the violation of properties on keyword and identifier
sequences defined by the language grammar rules. Each property violation
defines a class of potential faults and not one particular fault. For example, if
an Ada compiler detects that a program calls a non-existent function, it
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identifies a class containing numerous possible faults e.g. the called function
is missing in the file, the name of the called function is wrong, or the called
function specification has not been previously declared, whereas the body is
written after the calling program.

A fault model defines a set of faults characterized by
physical/structural properties, that is properties on the desired model
structure.

The properties can be generic, that is to say not specific to any given
system. Generic properties are related to the modeling tools, even if they are
applied to each particular modeled system. For instance, the previous syntax
fault class is characterized by the generic property: ‘a called subprogram
must be previously declared’. This requirement is a generic feature of the
programming language. Each subprogram call can be at the origin of a
specific fault belonging to this type.

5.1.3  Behavioral Properties

On the contrary, the second group of properties, that is the behavioral
properties, characterizes faults by their effects as errors. For example, the
occurrence of a ‘1’ logical value at the output of an AND gate when a ‘0’
value is applied at one input reveals an error. This error may be due to
numerous faults: wrong operation assigned to the variables (e.g. a NAND
instead of a AND), or wrong connection (e.g. the cut of an input). The
property ‘an assigned value must belong to the type range’ defines a
behavioral property for programs. It is a generic property as it is expected for
all variables of any program. A particular error is raised when a variable
assigned by a value does not belong to the range defined by its type. Thus,
we put all the faults producing the same sort of errors together in the same
class of an error model. These faults are characterized as violating the same
behavioral property, that is, defined on the states intended to be reached
when the system runs.

An error model defines a set of faults characterized
as errors by a property on desired or intended states.

This distinction between fault model and error model is not always easy
to establish. In particular, relationships exist between the two notions. For
instance, in the case of the preceding AND gate error model, a more precise
investigation would discover a physical fault such as a short-circuit between
the output line and the ground line, that is, a fault model. In the literature,
most authors speak of fault model as a generic term. The term error typology
is also appropriate.
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The variety of the means used to model the systems in addition to the
variety of expressed properties do not allow an exhaustive list of fault/error
models to be provided. Our presentation focuses on examining faults and
errors relevant to the last phases of the development process, which are
associated with the implementation technologies. We examine the families
of fault/error models relevant to hardware and software technologies.

In section 5.2, we present examples of significant fault/error models of
electronic circuits and software programs. We then discuss their relevance in
section 5.3. We analyze, in section 5.4, some faults altering two simple
examples: functional and hardware faults affecting a hardware addition
circuit (section 5.4.1), and faults of a small program and of its runtime
resources which support its execution (section 5.4.2). These pieces of
information will be useful to understand the protection mechanisms
explained in the following parts of the book.

5.2 SIGNIFICANT FAULT AND ERROR MODELS

5.2.1 Faults and Errors at Different Representation Levels

Table 5.1 presents some classes of faults and errors for modeling means
used at different steps of the design of an electronic product.

Table 5.1. Faults and errors at various representation levels
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These 6 levels illustrate the significant steps of the design process:
abstract, program, functional HDL (Hardware Description Level), logic,
electronic and technological. Then, in Figure 5.1 we provide some simple
examples of faults and errors for these six levels.

Figure 5.1. Fault examples at several abstraction levels

We need means to identify the numerous faults which can affect the
structured models expressed during development phases. As previously
mentioned, due to the large range of possible faults and due to the difficulty
involved in considering a fault as the presence or the absence of structural
elements, the faults could be classified according to the errors they generate.
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Unfortunately, we are again in a similar situation: the possible errors are
innumerable and they strongly depend on studied products. For instance,
when software applications are concerned, properties specific to each
application can be expressed correlating the internal state values:

e relationships between the values of the variables of the program, for
example the value of X must be located between those of Y and Z,

e or relationships on the sequencing, for example a subprogram P/ must be
called before P2.

The proposal of an ‘universal’ classification of the faults therefore
requires expected properties which depend only on the system’s modeling
means, that is, independent of each specific modeled system. For instance, if
the programming level is considered for a software system, the following
property is generic:

the values assigned to a variable must belong to the set defined
by the type associated with the variable.

All the program faults leading to this generic error belong to one class of
the error model. We insist again on the fact that we defined an error model
and not a specific error: each occurrence of an ‘out-of-range’ assignment of
a given variable is one error; hence, being valid for any variables, the
property defines an error model.

The following two sections are dedicated to the study of some significant
fault and error models concerning the hardware technology (section 5.2.2)
and the software technology (section 5.2.3).

5.2.2 Hardware Fault/Error Models

5.2.2.1 General Error Models

Hardware fault effects can be characterized independently from any
precise system modeling tool. For this reason, this error modeling approach
is qualified as ‘general’. Five independent properties that take two opposite
states are generally used to classify errors at this level:

e logical or non-logical,

e static or dynamic,

e permanent or temporary,
e single or multiple,

e symmetric or asymmetric.
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Logical errors are characterized by transformations of logical values: ‘0’
becomes ‘1’ and vice versa. On the contrary, non-logical errors provoke
alterations of the logical levels outside the specification domains. The altered
signals take a value between ‘0’ and ‘1°.

Static errors correspond to stable undesirable state, for example a gate
output ‘1’ instead of ‘O’. Dynamic errors represent faults which provoke
transient undesirable states, for example an oscillation of a signal before
reaching a correct stable value.

Permanent errors affect the functioning for a long time or in a definitive
way, whereas temporary errors have limited operation duration (sometimes
very short). Concerning this notion, another set of definitions is found: hard
errors corresponding to permanent errors and soft errors corresponding to
temporary errors resulting from external causes (transient faults). These
terms are used to characterize some errors altering RAM (mainly Dynamic
RAM) for memory testing. Soft errors can be induced by cosmic rays or
alpha particles.

Single errors disturb only one element (for instance a transistor), when
multiple errors disturb the functioning of several elements (for instance a
problem in the electrical supply circuit affects all the components). The
order of a multiple error is the number of elements which are altered.

Finally, symmetric errors provoke state modifications with the same
probability (for instance, ‘O’ to ‘1’ and conversely), whereas asymmetric
errors have not the same probability to switch to ‘0’ot to ‘1’: for example,
several lines are switched to value ‘1’ due to the energy provided by an
external particle disturbing a component.

These five parameters taking two values, we define ten error classes.
Thus, logical, static, persistent, single and symmetric errors identify a class
of faults leading to these kinds of errors. Note again that these properties are
actually generic as they are independent of the modeling tool and thus of the
analysis level considered and also of the modeled system. From this first
characterization of the properties, more precise classes of faults will be
defined taking the system modeling tool into account.

5.2.2.2 Error Models at Logical Level

The expression of a system using a model at logical level is based on
interconnected gates. We assume that these gates implement the following
elementary logical functions:

AND, OR, NOT, NAND, NOR, EXCLUSIVE OR (noted XOR).

This level is then extended, handling more complex objects such as
multiplexers, decoders, latches, registers, counters and other simple
functions to store or process data. Thus, the HDL level is reached. At this
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level, the fault effects are characterized by alterations of internal states of
components or alteration of signals on wires linking logical components.

All technological faults affecting gates are observed at their input and
output level. A very old but still popular error model is the single stuck-at
0/1 model. This is defined as an input / output wire (or node) having a
persistent ‘0’ or ‘1’ assignment.

Figure 5.2-a) illustrates this model for a two-input AND gate. Each one
of the 3 input and output ports can be stuck at ‘0’ or ‘1’; hence there are 6
persistent single logical errors. Two of them are represented in the figure
(stuck-at ‘0’ of b and stuck-at ‘1’ of c¢). By generalization, we define a
multiple stuck-at fault as any set of single stuck-at faults, for example the
stuck-at ‘0’ of line b and the stuck-at ‘1’ of line ¢ in Figure 5.2-a).

a) Stuck-At faults b) Unidirectional faults

Figure 5.2. logical faults/errors

What we identify as ‘stuck-at fault’ represents in reality a set of unknown
technological faults which can alter the electronic components inside the
gate. This set of faults is strongly dependent on the technology used to
realize the gate. We could also say that the ‘stuck-at’ model is an error
model corresponding to the activation at the input/output level of internal
‘real’ faults. This apparent divergence of interpretation is a matter of
observation about the gate module. It has no influence on any propagation
analysis outside the module.

A unidirectional error is a multiple asymmetric error such that all altered
lines are stuck at the same value. An example is given in Figure 5.2-b): two
lines, b and d, are stuck at the same value ‘1’. This model is realistic when
expressing situations like a power failure of a MOS circuit or a line cut in a
Bus connecting several units or else a parasitic phenomenon altering a
transmission line.

5.2.2.3 Fault Models at MOS Switch Level

At the MOS switch level representation, a circuit is expressed as a
network of interconnected MOS, each one being considered as a simple
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switch whose state is ON (conducting) or OFF (blocked) according to the
signal applied to its gate input.

This model is naturally closer to the physical reality than the logical or
the HDL levels. Hence, the related fault models are more realistic, that is to
say closer to the likelihood of electronic faults which disturb the
components. Unfortunately, these fault models are also much more complex
in terms of number of faults.

In the two following sub-sections, we will examine some examples of
fundamental fault models, first at MOS network level, then at MOS gate
level. Two kinds of faults are specific to this level of representation:

e shorts between lines,
® opens paths on conducting lines.

A particular case of a short fault, called a bridging fault, implies a ‘wired
logic’ functioning. This kind of faults can occur in certain gate structures
when the output lines of two gates are accidentally connected together. Then,
the resulting signal on this line is the logical OR (or the logical AND
according to the technology) of the fault-free output lines.

Elementary fault models at switch level

A very simple and basic MOS fault model supposes that each line can be
stuck-at ‘0’ or ‘1°, and each transistor can be:

e stuck ON when the transistor is always conducting, or
e stuck OFTF if the transistor is always open (no conduction).

The fault is ‘single’ if only one element is altered. On the contrary, it is
‘multiple’ if several elements are faulty. In Figure 5.3, fault FI (transistor T/
is OFF, hence its equivalent switch is open) is an example of such a single
fault.

Figure 5.3. Faults of a MOS network
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Without fault, this network implements the logical function R = a.b’ +
b.c, where the symbols ‘+°, ‘., and *’’ represent the logical functions OR,
AND, and NOT. When fault FI occurs, the function becomes R/ = b.c
which produces a wrong output for two input vectors (a, b, ¢): 100 and 101.

This basic model can be improved by adding shorts between lines. For
example, fault F2 of the network of Figure 5.3 is such a short. The resulting
function of the networkis: R2 =(a+c¢). (b’ +b) =a + c.

One can easily show that the modified function R2 is different from the
good one R. Exercise 5.1 analyzes in greater detail the influence of switch
level faults on the behavior of this network.

Fault models at CMOS gate level

CMOS electronic circuits are generally organized as structures comprised
of two wired networks: a Pull-Up network connected to the ‘+’ power line
and the Pull-Down network connected to the ‘-’ power line (Figure 5.4).
According to the input values, either the Pull-Up network is conducting and
the Pull-Down network is blocked, forcing the output to a ‘1’ value, or the
Pull-Down network is conducting and the Pull Up network is blocked,
forcing the output to a ‘0’ value.

Figure 5.4. CMOS gate structure

Figure 5.5 shows two simple fault examples affecting a NAND gate:
e SI, short-circuit in a transistor, is equivalent to a stuck-at ‘1’ of input a,

e 52, short-circuit in a transistor, is equivalent to a stuck-at ‘0’ of input b.

The resulting two faulty functions, f5; and fs,, are compared to the normal
one fin the truth table of Figure 5.5:

S1 =¥ fs;: this fault can be detected by the input vector (a b) = (0 1),
S2 =» fs,: this fault can be detected by the input vector (a b) = (1 1).
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Unfortunately, many physical faults cannot be reduced to such simple
logical transformations. In some cases, the altered circuit can even be
transformed into a sequential circuit, as presented now.

s1
]

a—
£ ab ff51fsz
00 111
01 101
10 111
b 11 001

52

Figure 5.5. Faults of a NAND MOS circuit

Stuck-Open Model. The stuck-off or stuck-open model considers that a
transistor is blocked in the OFF state. An example is given by fault O of
Figure 5.6 a). In this case, if we apply the input vector (01), the two Pull-Up
and Pull-Down networks are blocked (not conducting) and the output value
depends on the preceding state of the circuit because of its output equivalent
capacitance. Hence, this circuit becomes sequential.

The exhaustive input sequence <00, 01, 10, 11> does not detect this fault.
To detect the fault, it is necessary to apply the two ordered vectors <11, 10>:
then, f remains at value ‘0’ instead of going to ‘1°.

+
a —
(0]
f b 4_70‘
NOR f
S 80
a) Stuck-Open ) b) Stuck-On

Figure 5.6. Stuck-Open and stuck-On faults in a NAND circuit

Stuck-On Model. The stuck-ON model considers that a transistor is
blocked in the ON state. An example is given by fault SO of Figure 5.6 b).
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In this case, if we apply the input vector (00), the value of output f is not
defined because both networks are conducting, producing an electrical
conflict between the power supply and ground lines. To reveal this fault,
specialists traditionally use the IDDQ testing method which consists in
measuring the power supply current passing through the circuit during
quiescent states.

Short-Circuit Model. The short-circuit model considers that two outputs
of gates are wired together. This fault category also creates situations where
the outputs cannot be easily specified to ‘O’ nor ‘1°.

Other fault models. The simple fault models previously introduced can
be completed by taking into account other considerations such as the notion
of ‘electrical force’ or ‘response time’ of the components. The temporal (or
timing) fault/error models deal with incorrect response time of components:
they are more realistic but much more complex to implement, in particular
for test applications. However, some timing fault can be actually induced by
crosstalks between wires. A delay fault occurs when a signal propagated
through a circuit is slower than it should be. This term defines a specific
temporal fault. In many cases, delay faults do not affect the functioning of a
device, but merely skew the results in time. This type of performance change
can, however, be totally unacceptable if it causes the violation of timing
specifications.

5.2.24 Error and Fault Models at Technological Level

At the technological level, faults can be analyzed with more accuracy.
We mention hereafter some significant classes of faults or errors.

o Defects of the crystalline structure of the Silicon; the quality of the
wafers which are at the origin of all integrated circuits can be altered by a
certain number of crystalline structure defects: area defects, line defects,
or spot defects (fault model). These defects may induce cuts, shorts, etc.

e Punctual or global fabrication defects due to dust, optical or chemical
fabrication problems, etc. (fault model).

e Defects occurring during the use, e.g. aluminum electro-migrations, line
cuttings, layer-to-layer shorts, thin oxide shorts (MOS gates), floating
nodes, soldering defects (fault model).

e Aggressions during the use: parasitic signals due to crosstalk between
wires or external electro-magnetic induction, alpha-particle
contamination, X-ray action, etc. (error model).
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5.2.2.5 Other Integrated Circuit Faults

The preceding fault/error models cannot directly express a great number
of faults that alter electronic components. However, these actual faults have
to be considered during the component’s production stage. We provide some
examples of such faults that have mechanical, chemical or other nature.

e Encapsulation: Integrity, waterproofness, traces of welding.

e Package: integrity, support quality, dimension, leaks, thermal and
mechanical resistance.

e Internal cavity: humidity, free particles, and quality of the support.
e Contact points: spacing, short-circuits, passivation remains, scratches.

e Die: corrosion, width, short-circuits, scratches and holes, alignment,
cover, chemical defaults, passivation.

e Electric quality: continuity and short-circuits, electric stability and
characteristics, temperature performances and stability, sensitivity to
electrostatic discharges, sensitivity to radiation, design quality.

o Pins: strength, aptitude to welding, airtightness, materials and finishing,
resistance to heat, resistance to humidity, spacing and length, damages.

e Support of the die’s fixing: strength (adhesion), consistency - uniformity,
cover, humidity, die orientation, excessive accumulation of materials,
free particles, dissipation, thermal and mechanical constraints, support
type, re-processing, general manufacturing quality.

e Connection wires: strength, position, height and curve, spacing, adhesion,
uniformity, size, current density, re-processing, metallic contamination,
thermal constraints, cuts.

5.2.3 Software Fault and Error Models

In this sub-section, we consider fault and error models relevant to
software technology. We firstly present a general error model. Then we
discuss fault and error models at source code level. Finally, we introduce
error models at executable code level.

5.2.3.1 General Error Models

The first general error models introduced in section 5.2.2.1 for hardware
systems are also applicable to software technology. In practice, three of the
five parameters presented are relevant for this technology: static or dynamic
errors, persistent or temporary errors, and single or multiple errors.
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Static or dynamic errors. Let us consider a system which handles
sampled data coming from a sensor. The new input value is stored in a
variable x every 10ms. If the program that implements this sampling
function puts a null value in x at the end of the using of the last sampled
value (e.g. for process control purpose), the variable x contains a wrong
value null till a new value is sampled and stored. This is a dynamic error as
the final value of x is correct. An example of static error would be an
erroneous Analog-Digital conversion that would store a wrong static value.

Permanent or temporary errors. To illustrate this property, we now
consider a multi-task program. A consumer task 71 treats a shared variable x
assigned by a producer task 72. When the program execution starts, x is not
assigned to a pertinent value. If 72 assigns a correct value to x before T
reads it, no problems occur. On the contrary, if T1 reads the value before it
has been assigned by 72, an error occurs. If the tasks 7/ and 72 are
cyclically executed, this error disappears at the next cycle (after x has been
assigned by 72). On the contrary, if x is read by T only once, the error is
permanent.

Single or multiple errors. Single errors are errors that affect only one
element of the software product. The term ‘element’ depends on the model
used. At programming level, it may be a variable, a subprogram, a package,
etc. At design level, it may be an object, a resource, etc. On the contrary,
multiple errors occur when several elements are affected.

5.2.3.2 Fault Models at Source Code Level

The syntax of a programming language is defined by rules of a grammar.
A grammar does not specify a unique sequence of keywords or identifiers.
Otherwise, only one program structure could be written. The rules define
constraints, that is properties, on the acceptable sequences. For instance:

<statement> ::= <if-statement> | <loop-statement> |

enumerates the various possible statements, by using the standard BNF
(Backus-Naur Form) representation.

Thus, the first role of a compiler is to check that the compiled program is
in accordance with the properties required by the programming language
grammar. Any violation of such a property highlights a fault.

Consequently, each programming language defines a fault model.
Therefore, the choice of a programming language must take into account the
features it offers, but also the fault model it provides, that is the verification
actions processed by its compilers.

Let us consider the following C language extract:

if (A>B) A';
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if (A>C) C**;
else B*Y;

The syntax of the program does not impose syntactic constraints on the
definition of the beginning and the end of programming blocks. Hence, the
previous program may be erroneous, the expected correct program being:

if (A>B){
A++ ;
if (A>C){
C++ ;
}
else {
B++ ;
}
}

On the contrary, the use of the Ada language makes necessary the
expression of the end part of the statements (end if). For instance, the
preceding algorithm becomes:

if (A>B)then
A:=A+1;
if (A>C) then
C:=C+1;
end if;
else
B:=B+1;
end if;

Note. The else part is not required by the syntax but it is strongly
recommended by Quality Guidelines. When nothing is to be done, a null
block must be used:

else
null;
end if;

5.2.3.3 Error Models at Source Code Level

As previously mentioned, a program is a structure made up of an
assembly of features provided by a language. These features are defined by:
their syntax, allowing fault models to be expressed, and their semantics
specifying their behavior.

Such as in electronic technology, we are searching for expected
properties which must be generic, that is, applicable to any program
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whatever its functionality may be. The negation of properties associated with
the semantics of the programming language features therefore defines such
an error model. We present five examples.

1. A function does not return a value. This is an actual error of the program
execution. Indeed, unlike the other subprograms called procedures, each
function must return a value to conclude its execution. Such a property is
defined by the semantics of the used programming language. As previously,
we do not want to express the fault which is at the origin of this error. It is
maybe a simple case of negligence: the author forgot to write the statement
return X;. This statement may exist, but another fault in the previous
statements leads to a control flow path which is not concluded by the
execution of this return statement.

2. An input parameter of a subprogram is not assigned by an actual value at
subprogram call. This error occurs if Push(X); is called with an non-
initialized value of X.

3. An output parameter of a subprogram is not assigned at the subprogram
body execution completion. For instance, no value is returned in Y after the
execution of Pop (Y).

4. A variable whose type is constrained is assigned by a value not belonging
to the range specified by this type. Example:

subtype Ice_Temperature is integer range -70 .. 0;
Freezer_ Temperature: Ice_Temperature;

Freezer_Temperature := . . . expression . . . ;

where the expression evaluation returns +270 at runtime.

5. A first task calls the service of a second task which does not exist. This
occurs when the second task was not previously created or if, when being
created, it was then achieved. The potential faults which are at the origin of
this last error are numerous:

¢ the source program design explicitly expresses that the second task must
be completed before the call,

o the second task was achieved due to an error raised during its execution,

¢ the second task was unintentionally killed by another task.

5.2.3.4 Error Models at Executable Code Level

As usual, the error models highlight the violations of expected properties.
However, the properties now concern attributes of the executable code.
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The fact that the execution of a called subprogram is not terminated by
an instruction ‘return’ is such an example. This instruction is absolutely
necessary to pop the call context in order to restore the caller context.
Numerous causes can be at the origin of this error. For instance, it may be
due to the execution of a jump instruction of the subprogram body whose
associated address was corrupted. The fault which has provoked such a
situation may be:

e a bad expression used to calculate the branching address due to a
compiler failure,

e a bad constant address coming from an electromagnetic disturbance of a
bit of the memory word where this data is stored, etc.

The execution stack overflows is a second example of error model at
executable code level. A stack is used at runtime to manage subprogram
calls (for instance, local variables and return addresses are temporally
stored), to handle interruptions, etc. Here again, various faults can be at the
origin of this class of errors such as:

e infinite recursivity of a subprogram due to bad design or programming,
e bad assessment of the stack memory size requirements due to:
> the compiler whose generated code does not optimize the stack use,

> the runtime executive (operating system) which does not master
correctly the dynamic memory allocation.

5.3 FAULT AND ERROR MODEL ASSESSMENT

We introduced the most significant fault and error models used for
hardware and software technologies. Of course, these models are very
different from one another as they reveal different realities (hence, different
system models). Each one makes assumptions about the possible faults
errors that may affect the system’s representation or its operation. Moreover,
they often present a probabilistic character coming from statistical data or
measurements from samples. The fault occurrence probability is an
important piece of information accompanying the qualitative and technical
characteristics of this fault.

5.3.1 Assessment Criteria

The engineers using these models for dependability purposes have to
answer the question: “How can I choose the best fault/error model and how
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do I assess its relevance and efficiency?”. Even if we cannot provide precise
grades to each model, several criteria to assess them can be established. We
have identified 6 main criteria which allow the evaluation of the quality of
fault and error models: relevance, fault expression capability, fault
partitioning, distribution equilibrium, genericity / specificity and tractability.

1. Relevance

At first, there is not one good model, as each one is associated with a
development phase and therefore is appropriate in order to characterize the
faults and errors occurring or acting at this phase. For example, a physical
defect of a MOS transistor will certainly provoke a dysfunction of the
microprocessor which contains this transistor and finally lead to an error at
the application software level. However, an error model at software level
may be able to detect the resulting error, but not to diagnose the faulty MOS.
For this diagnosis purpose, a switch level fault model is more suitable! The
‘realistic’ notion of a fault model reveals its accuracy to identify faults. The
more precise the model is, the more pertinent and efficient the fault analysis
is. A fault not expressed by the model cannot be interpreted, and the
protective means used to detect and handle it can be inefficient.

2. Fault expression capability

A fault/error model defines classes of faults. Such a model has a high
fault expression capability if it allows a great number of faults to be
characterized. Each fault belonging to this set of faults is identified in at least
one fault/error class.

3. Fault partitioning

A third characteristic is the fact that the model makes a mathematical
partition of the considered faults into several classes. This means that each
fault is identified in exactly one class. Otherwise, faults are difficult to
identify precisely.

4. Distribution equilibrium

A good model must induce an equilibrated distribution of the considered
faults into its classes. This property makes the fault diagnosis easier.

5. Genericity or specificity

In order to be used in many different contexts, a fault/error model must
be generic. Even if they are applied to specific systems, fault/error models
depend on the modeling tool used to express the system (gates, programming
languages, Petri nets, etc.), but they do not depend on the modeled system.
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For example, the ‘stuck-at 0/1 fault model’ is based on a gate level
representation and may be applied to any logical structure, independently of
any final technological implementation. However, even if these fault models
are useful, they do not allow the handling of numerous errors specific to the
particular functionality of each system. To illustrate this point of view, we
consider the following subprogram extract:

procedure Min_Max(L: in List; Minimum, Maximum: out
Element) is

begin

We assume that this subprogram returns the values Minimum and
Maximum of the elements of a given list (L). Certain presented fault models
assume that a list can be unassigned at call-time or that the subprogram body
execution can omit to return values in parameters Minimum and Maximum.
However, these fault models are not specific to this subprogram. They only
depend on the semantics of the language features ‘in’ and ‘out’.

On the contrary, ‘the Minimum value is lower or equal to the Maximum
value’ is a specific property: it depends on the functionality of the
considered subprogram.

6. Tractability

Finally, the fault/error models must be tractable, as automatic or semi-
automatic tools generally use them. Unfortunately, certain models that are
technologically pertinent are often unrealistic for practical reasons. For
instance, the CPU time consumed by a computer or the memory size that is
required by the tools to analyze or to simulate these fault models or to
generate test sequences is prohibitive. So, in order to use tools, we often
make many restrictive assumptions such as ‘the logical faults are permanent
and single’, whereas the reality shows that most of the faults are temporary.
A rate of 80% of temporary faults in electronic systems is often given.

5.3.2 Relations Between Fault/Error Models and Failures

As we noticed, different fault/error models can be associated with a
modeling tool of a system, and it is very important to measure their relative
significance according to their use (such as testing). Figure 5.7 illustrates
this notion. For a given modeling tool, the normal functioning is represented
by a sub-set F of all theoretically possible behaviors (universe U). In the
general case, two different fault/error models reveal two sub-sets (noted
EM1 and EM?2) of this universe. Some failures belonging to this universe
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(and caused by unknown faults) are represented by both fault/error models,
some failures are represented by one model only, and some other failures are
not represented.

Figure 5.7. Fault models and failures

Different and various modeling tools are used along a project
development, involving various fault/error models. The pertinence and the
consistency of these models is a real issue.

To highlight these notions, we will consider a very simple logical gate
circuit and show some relations between the fault/error model and the
resulting failures.

Example 5.1. Fault/error models and failures

Let us consider the system of Figure 5.8 represented at gate level. This
correct system expresses the logical specification f = a.b + c. If we assume
that the theoretical behavior is combinational (restrictive hypothesis), the set
of possible correct and incorrect logical functions is constituted of 1 correct
function and 2% - 1 = 255 incorrect functions. So, this circuit has 255
different failures in the combinational universe.

Figure 5.8. Redundant wire

As a first fault model, let us consider the ‘single stuck-at 0/1° fault/error
model introduced in 5.2.2.2. As there are 5 lines (gate inputs/outputs), this
model represents 10 faults. We want to deduce the failures associated with
each fault. Analytic and structural methods allowing to do this will be
explained in other chapters of this book. Here, for this very small circuit, a
simple method (formal analysis) consists in expressing the logical function
corresponding to each fault and draw the truth tables. For example, if input b
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is stuck at 1, the function becomes: z = a.1 + ¢ = a + ¢. If we apply this
method to all faults, we observe that several faults produce exactly the same
failures: the stuck at O of lines a, b, d, and the stuck at 1 of lines ¢, d, z. Thus,
we find 6 different erroneous functions (classes of failures). The important
consequence of this analysis is to show that 249 theoretically incorrect
functions, hence failure configurations, are not covered by this fault model!

Now, suppose that a functional fault has transformed the AND gate into a
NAND gate. This new fault does not belong to the previous stuck-at fault
model. This fault provokes a new incorrect function, so a new failure class.
Many failures cannot be provoked by any of these two fault models. So, the
question is: can all theoretically possible failures occur?

The answer to this question depends on the reality of the faults that might
occur during the stage considered. The good new is that, according to actual
used technologies, most failures have a very small occurrence probability.
Exercise 5.3 proposes a deeper analysis of this example.

54 ANALYSIS OF TWO SIMPLE EXAMPLES

To conclude this chapter, we consider some functional and technological
faults altering two simple examples and analyze the failures they imply. The
first example is a full adder described at gate level, and the second example
is a small program which computes the average value of a set of numbers.

5.4.1 First example: Hardware Full Adder

5.4.1.1 Specification and Design of the Circuit
The examined circuit is an academic three input ‘full adder’ whose
specifications are given by Figure 5.9:
e the output S is the ‘modulo 2’ sum of the three input bits (‘exclusive or’
of theses bits, noted ®: S=a @ b @ ¢),

e the output C is the carry of the input bits, i.e. the Majority function
(C=ab+ac+bc).

S=a®bDPec
C=Maj(a,b,c)

Figure 5.9. Specifications of the Full Adder
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A modular design of this circuit at functional level uses two modules
‘half-adders’ (noted 1/2A) connected as shown in Figure 5.10 where the
apostrophe ’ represents the logical complement. Each half-adder is made of
an XOR gate (T = a © b) and a NAND gate (U = (a.b)’). The resulting
logical circuit has two XOR gates and three NAND gates (Figure 5.11).

Figure 5.10. Design of the adder at functional level

Figure 5.11. Resulting gate circuit

54.1.2 Fault Examples

We will examine the two examples of faults of Figure 5.12: a functional
fault (fault 1) and a technological/hardware fault (fault 2).

Figure 5.12. Fault examples of the adder
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Functional fault (fault 1)

During the design phase of the half-adder, the correct NAND function
(U = (a . b)) has been erroneously transformed into a NOR function
(U = (a + b)’). As a consequence, this fault affects both half-adders and can
produce an error at the U output of one module or both, depending on the
input values (a, b, ¢). These errors cannot be propagated towards S. On the
contrary, they disturb the C output variable which becomes a OR function (R
= a + b + ¢) instead of the desired Majority function. Hence, a failure occurs
for three input vectors: (0 0 1), (0 1 0) and (1 0 0). For each case, C provides
the value ‘1’ instead of ‘0’.

It should be noted that this fault belongs to a class of functional faults
that alter the gates of the half-adder module. In general, it may be very
difficult to identify all the faults belonging to this class.

Hardware fault (fault 2)

The circuit carried out is now supposed to be correctly designed. Let us
imagine that during the operation of this circuit, one NAND input (Figure
5.12) is stuck at ‘1’. This fault will be activated as an error each time a ‘0’
value is expected to arrive at this point. This error has no effect on output S.
On the contrary, it can be propagated towards output C and it provokes a
failure for two input vectors, (0, 1, 0) and (1, 0, 0), giving a wrong ‘1’ value
instead of ‘0’.

Let us note that this fault belongs to the stuck-at error model of the global
gate structure of the adder. This model identifies 30 classes of faults as the
resulting gate circuit given in Figure 2.10 has five 2-input gates (hence, the
number of errors is 5x3x2 = 30).

54.2 Second Example: Software Average Function

Functional faults of software are introduced during the creation phases:
specification, design and production. They are numerous and difficult to
model. Moreover, during the operation phase they are mixed with
technological faults coming from the executive context of the programs:
software environment (runtime executive, etc.) and electronic components
(micro-controller, I/O interface, etc.). As an example, let us consider an
average function implemented in a control system.

5.4.2.1 Faultless Program

The faultless program computes the average value of a set of N elements
previously stored in an array A. If A contains the float numbers (-12.0, 3.0,
26.0, -4.0), the program gives the correct result 3.25.
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function Average(A: in Set) return Element is
Sum: Element :=0.0;
begin

for I in A’'range loop

Sum := A(I) + Sum;

end loop;

return Sum / (A’last - A’first + 1);
end Average;

5.4.2.2 Fault Examples

We will firstly consider three functional faults; then, we will examine
some technological faults induced by the hardware and/or software
environment of this program.

1. Functional faults
Fault 1

A fault introduced during the programming affects line 5 which becomes
‘Sum := A(I) - Sum;’ (see Figure 5.13).

¢ 9

The programmer keypressed a ‘-’ character instead of a ‘+’ character.
This very simple mistake of one character totally modifies the result. With
the previous values we obtainAverage = - 3.75, instead of +3.25

Except for very special configurations of the numbers stored in A (e. g. if
they are all null), this fault is activated and the function fails. If, for example,
the function is used as a filter in a flight control system of an aircraft, the
consequences of this fault can be catastrophic for the mission.

waip> Average=-3.75
(totally false)

Average =4.33..
(¢ small if N big)

Figure 5.13. Specification/design faults
Fault 2

Let us now consider a second fault that alters line 7 as follows (Figure
5.13): return Sum / (A’last - A’first);
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This fault is not activated into an error only if the sum of all elements is
equal to zero. In fact, the average is computed by dividing the sum of all
elements by their number minus 1. From the initial numerical values, the
result is Average = 4.33... The error seriousness depends on the number of
elements: it will be small if this number is high. Hence, the consequences of
the fault on the mission can be small or important according to the specific
case.

Fault 3

We assume that the declaration of variable sum does not include an
initialization to 0.0. Therefore, the returned value is:

(Init+ A(Q1) + ... + A(V)) /N,

where Init is the value located in the memory when Sum is allocated.
Due to this fault, the returned result is hazardous, that is to say, it
depends on the actual value of Init at each function call.

Error models

After the presentation of these three fault examples, we now study the
error models that allow the faults to be characterized.

Concerning fault 1, let us assume that the following constraint exists on
the type of ’Element:

subtype Element is float range 0.0 .. 10.0;

This constraint leads to a first error model. The first fault assigns to Sum a
negative value if the first set is A = (4.0, 3.0, 2.0, 1.0). The returned value is -
2.0/ 4.0 = - 0.5 which does not belong to the range 0.0 .. 10.0. An error will
be raised when the value will be returned.

Therefore, the definition of a constrained type seems to be an efficient
error model. However, this does not mean that it will always highlight the
presence of faults! As an example, let us consider the second set of values
(1.0, 2.0, 3.0, 4.0). The returned value is 2.0 / 4 = 0.5, which is included in
the defined range 0.0 .. 10.0.

Fault 2 leads to an error if the following equation is true: (sum of the N
elements) / (N — 1) 210.0, that is, (sum of the N elements) = 10.0 x (N -1).

For the two previous sets, the sum of the N = 4 elements is 10.0, which is
less than 30.0, so no errors will be detected, even if a fault exist.

To characterize fault 3, an error model is defined by the following
property: “A variable used to evaluate an expression must possess a
previously assigned value”.

Thus, the first loop execution will process the statement ‘Sum := A(1)
+ Sum’, and will raise an error, as the right side term Sum is undefined.
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2. Technological Faults

Let us now suppose that no specification and design faults have been
introduced. The average function is processed by the software executive
system on a hardware platform (Figure 5.14).

Figure 5.14. Faults due to the execution context

The division of the Sum value by the number of elements is necessarily
rounded. In order to illustrate roughly the error, we assume that the result is
3.2 instead of 3.25. Such rounding error may have several causes:

e hardware fault of the arithmetic co-processor (one frequently refers to the
first version of the Pentium microprocessor which had an ALU bug),

e production fault: the compiler uses a math library having insufficient
arithmetic performances, due to natural limitations of the arithmetic
processor and the number representation coding (e.g. the IEEE 754
floating point standard).

The activation of such faults, and the error propagation through the
hardware/software structure is difficult to analyze because it depends on the
real implementation which is generally unknown. Even if the errors seem not
to be significant (the precision of one value is not so bad), their cumulative
effects can produce significant failures of the mission. Exercise 5.6
illustrates such a situation.

It is very difficult to propose properties allowing floating precision errors
to be detected. For this reason, this issue is eliminated, considering two
points of view:

e The expected precision is defined during the design and is implemented
at programming level. For example, the Ada language features authorize
such a definition. Then, studies are carried out on the program in order to
analyze the effects of the well-known precision value and the run-time
system is considered by providing correct computation.
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e The use of floating point representation is forbidden. Only fixed
representations are authorized. This restriction is required for the high-
dependable systems.

5.5 EXERCISES

Exercise 5.1. Faults of a MOS network

We consider once more the MOS network presented in section 5.2.2.3
(see Figure 5.15).

1. Compare the three logical functions performed by the circuit:
o for a faultless circuit,
e for fault F1 (a MOS is stuck-OFF),

e for fault F2 (short between two lines).

Figure 5.15. Faults of a MOS network

2. The logical function of the faultless circuit is not modified if inputs b and
c are permuted. What is the influence of this permutation on the failure
induced by fault F2?7

3. What is the influence of the ‘stuck-ON’ of transistor T/ (the transistor is
always in an ON state)?

Exercise 5.2. Faults of a full adder

Let us consider the full adder of section 5.4.1. We want to study the
influence of functional and hardware faults on the behavior of the circuit,
and to determine the resulting failures.

1. Study the following functional fault, noted FI, introduced during the
design phase: the EXCLUSIVE OR gate has been transformed into an
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IDENTITY gate (its output is ‘1’ if and only if the two inputs have the
same value).

2. Study the hardware fault, noted F2, occurring during the operation: a
‘stuck-at 0’ noted o in Figure 5.16.

3. Compare the failures provoked by these two faults.

Figure 5.16. Full Adder
Exercise 5.3. Fault models and failures

Consider again the circuit of Example 5.1.

1. Determine by formal analysis the failures provoked by each fault of the
single stuck at 0/1 model. Draw and compare the resulting truth tables.

2. Make the same analysis with various functional faults transforming the
AND and OR gates.

Exercise 5.4. Faults of a sequential circuit

Figure 5.17 shows a Moore sequential synchronous circuit having one
input (x), one output (z), and two internal variables (y/, y2) materialized by
two synchronous D Flip-Flops.

Figure 5.17. Sequential circuit
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1. We suppose that a functional fault made during the design of this circuit
has led to the transformation of the NAND gate denoted A into a NOR
gate. Analyze the new circuit in order to determine all induced failures.

2. Now we consider the hardware ‘stuck-at 1’ fault of the line noted o in the
figure. Analyze the altered circuit to determine all failures.

Exercise 5.5. Software functional faults

This exercise refers to the program computing the average value of a set
of numbers, presented in section 5.4.2.

Figure 5.18. Design faults
1. Consider the two design faults of lines 5 and 7 shown in Figure 5.13.

Analyze these faults and determine all the input vectors which provoke
failures. Compare the seriousness of these failures.

2. A third fault has led to the following program (Figure 5.18). What are the
input activation conditions and their relative failures? What external
consequences could result from these failures?

Exercise 5.6. Software technological faults

We want to develop a program which calculates and prints the sum of the
float numbers (1.0 / float (J)), for I varying from 1 to a given value N. The
following algorithm performs such calculus:

procedure Serie (N: in integer) is

Sum : float := 0.0;
begin
for I in 1..N loop
Sum := Sum + (1.0 / float (I));
end loop;

Print (Sum);
end Serie;
Then, execute this program for different increasing values of N. You may
conclude that the series X 1/I, I = 1, N is convergent. This conclusion is
mathematically wrong. So, your program fails. Where is the fault?
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Towards the Mastering of Faults and their Effects

The science of dependability is closely linked to the mastering of faults
and their internal and external effects. It firstly implies the analysis of
destructive mechanisms (problem identification). They were studied in the
previous chapters. Then, protection methods (use of means) must be
proposed. This aspect is introduced in this chapter. Finally, one must assess
the efficiency of the use of these methods on the dependability of the final
product. This last aspect (performance evaluation) is exposed in Chapter 7.

6.1 THREE APPROACHES

In Chapter 3, the causes of product failures were classified into several
groups:
o internal functional faults (or creation faults) of specification, design and
production,

e internal technological faults (or physical, or hardware faults) of
production and operation,

e external functional faults (or perturbations, or disturbances) due to the
functional environment,

e external technological faults (or perturbations, or disturbances) due to
the non-functional environment.

We have also observed the transformation of faults into internal errors,
then into functional failures, and finally their external effects called
consequences. We have insisted on the remarkable properties of faults: they
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seem to be inevitable, their occurrence follows statistical rules, they can
accumulate throughout a life cycle, and they are difficult to master. We
identified a destruction process having two steps:

e the occurrence of faults produced at the three first stages of the life cycle
considered (specification, design and production), and/or faults due to the
product’s environment in operation,

e and then, during operation, a transformation into several stages, from
faults to errors, then to failures, which finally have external consequences
on the application.

Therefore, in order to face these problems, we will use several actions,
operating on the fault causes as well as on their effects. Traditionally, the
different dependability techniques are distributed according to three
complementary approaches illustrated by Figure 6.1:

e fault prevention,
o fault removal,
e fault tolerance.

We should note that the fault prevention and fault removal approaches
are sometimes regrouped by the term fault avoidance.

Figure 6.1. Protective mechanisms

The objective of this chapter is to briefly explore these three
dependability approaches in sections 6.2 (fault prevention), 6.3 (fault
removal), and 6.4 (fault tolerance). Each section aims at defining the goal of
the related approach and at giving an overview of the main techniques. Then,
we introduce the dependability assessment problems in section 6.5. Fault
prevention, fault removal and fault tolerance techniques will be analyzed in
the third and fourth parts. Thus, this chapter provides an overview of the
means which will be detailed in the following chapters of the book.
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6.2 FAULT PREVENTION

The fault prevention approach consists in avoiding or reducing the
introduction of faults during the specification, design, production, and
operation stages, and/or in reducing the occurrence of faults during the
product’s use. Two complementary action groups limit fault occurrence:

e mastering the stages of the process used to create a product and to use it,
¢ and acting on the technological means.

The first group of means acts on the faults committed by humans or by
the tools they uses during specification, design, production and operation.
The second group, which is independent of the first one, is dedicated to the
faults which are due to the technological degradations of the product, or
which are introduced by environmental aggressions.

Fault prevention techniques aim at obtaining and maintaining a product
‘without any fault’. However, even if these techniques are efficient, residual
faults frequently exist before the operation step or faults appear during this
operation step. Hence, this remark justifies the use of fault removal and fault
tolerance techniques.

6.2.1 During the Specification

The initial contract that binds the different partners of a project must
firstly express, in a complete and correct manner, all the product’s functional
and non-functional aspects of the needs that the final product has to satisfy.
Any incompleteness in the product definition can lead to failures in the final
product. Indeed, such a product cannot offer the expected functionality and
performance if they have not been expressed by the client or by the product’s
user. However, all missing specification information does not necessarily
imply a future failure; it could represent a degree of freedom for the
designer. For example, the specification of a coffee distributor is to deliver
the coffee and give back change without defining in which order the two
operations need to be carried out. A particular design will make a choice
which will be accepted by clients and users.

Moreover, the contractual base has to be understood in the same way by
all the partners: the specifications have to be non-ambiguous. The ambiguity
expresses the fact that precise yet different definitions can be given by the
client, the designer and the user, which represents a potential source of
failures. The removing of all ambiguity requires the use of a formal
specification language, for which the semantics (the feature meanings) has to
be precisely defined. In practice, the majority of clients and users is not
familiar with such languages. Therefore, we will firstly define specification
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needs written in a human language by using terms which are clear and
precise as much as possible. These terms need to be defined by a glossary.

We should note that the transformation of requirements into formal
specifications is not systematically carried out previous to a design. In many
industrial projects, informal specifications are the designer’s principal source
of information. On the contrary, in other cases, formal specifications are
requested which are established by a specialized team, after consulting the
client and possibly the user. The formal specifications provide therefore a
new expression of the requirements. Hence, this activity appears redundant
and therefore useless to certain persons. On the contrary, when aiming
towards dependability, this rewriting allows the needs to be correctly
understood (because they have to be reformulated in another language) and
to detect possible incompleteness or ambiguity.

6.2.2  During the Design

Fault prevention is obtained in diverse ways, by acting on the product
that is being designed, and/or by acting on the creation process itself. The
designer has to apply a ‘good’ method and apply it ‘correctly’.

Firstly, it is necessary to master the design process, from the
specifications until the system is designed. The design is a top-down process
of several stages, which begins with the specifications and ends with a
system by successive transformations. We should remember that the system
is an abstract vision of the future product. In order to avoid the appearance of
faults during this process, we have to choose transformation models and
methods that guarantee that the obtained system conforms to the
specifications or is compatible with them. According to the notations used in
Chapter 4, we must have XY= S (or 2 = S), that is to say the functioning of the
system has to be equivalent to the specifications (or greater: to perform more
functions). The choice of models, methods and tools is fundamental.

Secondly, the modeling tools and design process being defined, the way
they are used must be mastered. For instance, programming languages are
modeling tools used for software design. Their features can be assessed,
taking dependability criteria into account. Thus, the ‘best’ (most suitable)
language can be selected. Moreover, a bad-programming style will be at the
origin of numerous faults in produced programs.

6.2.3 During the Production

Fault prevention methods during production concern above all the
hardware products. These methods imply to master the manufacturing and
assembly process of electronic components. The techniques used depend on
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the nature of the components. Thus, for integrated circuits, it is necessary to
control the parameters of diverse machines, which compose the integration
chain and the environment conditions of the rooms that shield this
equipment. This particularly concerns dust removal, as dust constitutes an
important source of faults. In order to ensure that the production chain
functions correctly, several samples of the manufactured components are
then subjected to a rigorous control by means of electrical, mechanical,
microscopic and chemical tests. This quality control allows an improvement
of the quality of production.

Where software is concerned, the production phases are in general
automated. They use:

e a run-time environment associated with a programming language
composed of a compiler, a linker and an executive (real-time kernel,
input/output library, etc.),

e software components developed by other companies and which are often
called COTS (Components Off The Shelf).

The dependability of the executable application obviously depends
largely on the dependability of previous elements. The need for
dependability therefore has an important impact on their choice and their
implementation. For example, the choice of an execution environment
associated with a programming language has to prove that it has successfully
passed standard tests, if they exist. If these standard tests do not exist, the
developer has to write specific local tests and to apply them to the execution
environment to be evaluated. In the same way, the use of already developed
software and hardware components (called reuse) does not prevent their
analysis in terms of dependability before their integration in the product.

6.2.4 During the Operation

The creation problems having supposedly been resolved, the failures that
appear during the useful life arise from a bad utilization of the product or
from perturbations acting on the technology and due to the non-functional
environment.

The prevention of numerous external faults caused by the user can be
obtained by simplifying and making clear the use of the product in its
context, e.g. easy to understand user manual, user friendly interfaces, on-line
contextual help. This is the typical case of popular convivial software of
Macintosh’s Apple that we find today in many UNIX or Windows systems.

A second approach consists in designing protection means which
prevents the occurrence of errors, even if they are due to incorrect use of the
product. For instance, if a user has to select an action on a computer, the first



126 Chapter 6

approach consists in displaying a menu and in getting the keypressed
character indicating the chosen action. However, a wrong character may be
provided. A second solution displays a list of buttons associated with the
offered actions. Therefore, the user cannot give unknown orders. A second
example concerns the use of connectors, which cannot be incorrectly
plugged in. For instance, different categories of connectors are not
compatible together: electrical power, phone, printer, screen, modem, etc.

Concerning the faults associated with technological implementation
means and the non-functional environment, we can distinguish hardware and
software technologies.

Hardware faults appear during the operation phase due to component
ageing or external aggressions. Their occurrence follows statistical models
of reliability. The factors that determine the occurrence of these breakdowns
depend on the technology used and the environment (temperature,
vibrations, shocks, radiation, etc.). We can first of all reduce the occurrence
of faults by choosing design and manufacturing techniques which lead to
high reliability products: choice of components and mounting and assembly
techniques which reduce the probability of faults appearing. The electronic
components (ICs, PCBs, etc.) can also be submitted to burn-in operations
where they are used at high temperature for periods which can be longer than
24 hours in order to provoke faults of weak elements; only the components
which survived are put on the market. Thus, the infant mortality rate of the
used systems is drastically reduced.

Then, the faults induced by the environment can be prevented:

e by protection techniques, for example electromagnetic shielding, thermal
isolation, etc.,

e and/or active observation techniques of the environment’s parameters, for
example an on-line observation of a microprocessor’s temperature in
order to detect anomalies, such as a ventilator breakdown, which could
lead later to component faults.

Software technology does not age in the same way and is also not
subjected to external aggressions. However, phenomena having similar
effects can happen. The software’s operational life can sometimes be
relatively long (twenty to fifty years for a software used in an aircraft), and
the execution means can vary during time. For example, changing a
processor for a newer circuit which is quicker and has new functionality, can
lead to a modification of the execution environment. These evolutions can
have not only an impact on performance, but also on the behavior of
software which could provoke failures. For example, increasing the
frequency of a processor’s clock or the optimization of a code generated by a
new compiler can reduce the processing time and induce modifications of
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the sequencing of executed tasks and therefore the product’s behavior.
Where the programming technology is concerned, these faults can be
avoided if the language used has precise semantics. Thus, the diverse
execution environments of this language will produce applications which
have identical behavior.

6.3 FAULT REMOVAL
6.3.1 General Notions

Fault removal aims at detecting and eliminating faults present at the end
of each specification, design and production stage, as well as faults
appearing during use. The fault suppression techniques are different for each
one of these stages; however, three aspects are explicitly or implicitly taken
into consideration:

e fault detection which reveals the presence of faults,

o fault localization (or fault diagnosis or fault isolation) which identifies
the faults present,

e fault correction and/or repair operation which deletes these faults when
the systems allows it (such as with repairable products).

Independently of these notions of detection - localization - correction, we
identify two distinct groups of fault removal techniques:

¢ static analysis techniques,
® dynamic analysis techniques which are also known as test techniques.

Static analysis is carried out ‘without execution’ of the analyzed model.
This integrates:

» formal proof techniques by equivalence between the model which is
treated by the stage and the model obtained at the end of the stage, or
by researching particular properties of the obtained model, etc.,

> review techniques, greatly used in the software domain, which
consists of an analysis of the system by human experts.

On the contrary, the dynamic analysis or test is carried out by executing
the model analyzed. We test a system or a product by subjecting it to stimuli
from the outside. More precisely, we apply a sequence of data on the inputs
and then we observe the behavior on the outputs (sometimes, we observe
also some internal signals or variables). This is typically an experiment.
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In Chapter 2 we remarked that the transformation of requirements into a
product is carried out by a succession of phases. An elementary phase
transforms the model of the level i to the model of level i+1 (see Figure 6.2).
This process is therefore said to be top-down. The detection of faults could
consist in examining this transformation to see if the model obtained at i +1
level is in accordance with the initial model at level i. Whatever the
technique used, we are speaking here of verification which is symbolized by
a bottom-up process symbolized by an arrow in Figure 6.2.

Figure 6.2. Fault removal during one transformation

The faults introduced stem from a bad transformation of the initial model.
We are therefore naturally led to question the quality of the transformation
method chosen. If it is possible to establish that this method is bad, we may
assume that using a better method could have prevented faults. This
approach is different from that of verification. We do not seek to detect
faults but highlight the high risk of faults being introduced. For example, a
program review makes obvious that certain ‘programming rules’ have not
been respected. The means relevant to this process are qualified as
validation techniques. A top-down process symbolized by an arrow in
Figure 6.2 symbolizes this validation process.

We should note that the two words verification and validation
unfortunately have different meanings according to the domain considered.

Fault removal during the development phases of an industrial product is
very important but expensive in terms of human and technical means and
also time consumption. Faults must be detected and removed as soon as
possible according to the adage: “finding faults early in the design cycle
directly impacts the development cost and schedule”. Year after year, the
design of Integrated Circuits is improved, and their fault rate decreases;
however, as the complexity (number of transistors) of these chips increases
in the same time, the difficulty to pinpoint the residual faults increases:
Figure 6.3 illustrates this historical evolution with a symbolic ‘Fault - Test
complexity’ diagram.
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Figure 6.3. Fault removal rate

The following sub-sections introduce the objectives and principles of
static and dynamic analysis methods used during the stages of a life cycle.
These techniques are discussed and developed in the third part of this book.

6.3.2 During Specification and Design

The fault suppression methods applied during the specification and
design stages concern the functional creation faults.

6.3.2.1 Static Analysis

Detection

The modeling means used to specify or design a system offer features.
For example, the ‘finite state machine’ model is based on two features: the
state and the transition; the features of a programming language are
described in its reference manual. These constructions possess two essential
characteristics: the power of expression and the detection capacity.

The modeling tool features have essentially been introduced to facilitate
the expression of models for the levels where they are used. For example,
during the programming stage (which is part of software’s design), the
feature of the loop for was introduced to easily express repetitive
treatments. In electronics, the ‘register’ concept was created to express the
need to store data. Where the design of real-time systems is concerned, the
notion of ‘task’ was introduced to easily handle asynchronous events.

The features were then created to make the detection of modeling errors
easier. For example, in the programming domain, the notion of ‘type’ allows
the compiler to detect situations where an expression of a type is assigned to
a variable of a different type. In the same manner, we can quote the example
of the Petri nets whose analysis reveals potentially reachable non-desirable
states or deadlock situations. This second characteristic of these features was
introduced more recently, whereas it is essential when dependability is an
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important criterion of a product. Thus, the choice of modeling means has to
be made taking into account these possibilities of fault detection as much as
their power of expression.

Once a modeling tool is chosen, two classes of errors can be detected.

o The generic errors associated with the considered model means and not
to the characteristics of a particular modeled system. For example, a
blocking of a system’s behavior described by a Petri net can be detected,
whatever the functionality of the system is.

o The specific errors of each modeled system. An example has already
been quoted of the reachability of particular state of a graph that is
considered undesirable. Thus, for a rail regulation system of a level
crossing, the state ‘the barrier is open’ AND ‘the train is passing’
constitutes an error that we would like to detect.

It is really errors and not faults, which are made obvious since they are
about undesirable states and not structural elements which have led to these
states. For example, we do not know (for the moment) the piece of program
or circuit which provoked the opening and staying ‘open’ of the barrier
when the train passed.

Localization

The localization of a fault by a model’s static analysis will be easier if the
used modeling tool proposes features which favor the expression of specific
erroneous behavior. Indeed, the analysis could then detect an error close to
the original fault and not later, through errors induced by contamination
mechanisms (side effects). For example, if the model used allows the
detection of a blocked system, the designer would want without doubt to
know the functioning sequences which led to this undesirable situation. The
localization of the fault is therefore made easier. Here again, the choice of a
modeling means has to be taken by analyzing the facilities offered by the
model to reveal faults which are at the origin of the detected errors.

Correction

Once again, the characteristics of the modeling means and the way which
this means is used have an important impact on the facility and efficiency to
correct the localized fault. Consider, for example, a designed system made of
loosely coupled components, that is to say having few interactions and
whose actual interactions are explicit. Therefore, the correction will be
localized in a part containing the erroneous component. On the contrary, a
strong coupling between components makes the correction difficult, due to
constraining relationships which links them; it is therefore necessary to
modify several components in order to avoid the error occurrence. The risk
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is then to introduce other faults during this correction. For example, if a
program contains numerous global variables (shared by several procedures),
the modification of one part of the program (a procedure) risks having
indirect consequences on other parts of the program.

When a fault is introduced during the specification and design process,
we can ask ourselves if this results from an ‘unfortunate accident’ (absent-
mindedness, etc.) or if it originates from a fault in the development process
itself. This question is important, as in the second case several similar faults
probably exist. To correct these faults one after the other is inefficient;
therefore it is necessary to diagnose (localize) the fault in the development
process and correct or improve the development process. This case
corresponds to a validation process approach and leads to the introduction of
new techniques belonging to fault prevention. For example, if we state that
numerous faults found in a software product are due to an unclear distinction
between the variables which are ‘local’ and the variables which are ‘global’,
we would introduce a guide defining a programming ‘style’ which imposes
rules (or constraints) on the choice of variable identifiers.

6.3.2.2 Dynamic Analysis

Let us remind that dynamic analysis, often called ress, implies the
execution of a model. This supposes the existence of a formal semantics of
this model as well as associated execution means, and sometimes an external
model of the product’s behavior. We do not consider here the particular case
obtained at the end of the design where we dispose of a physical executable
product mock-up. This case will be examined during the production and
operation stages.

Detection
Fundamental fault detection principles of dynamic analysis consists in:

e applying a sequence of input data to the system model in order to
transform the faults into errors,

¢ and by detecting erroneous states by any mechanism which observes
generated states, including outputs.

The model therefore has to allow the expression of correct states and
those which are considered as incorrect. The execution of this model has also
got to include the comparison of the system’s real states, whether with those
expected (supposedly correct), or whether with the non-desired states
(supposedly incorrect). In the software domain, the definition of
‘constrained types’ has been introduced with this in mind. Consider as an
example ‘subtype Size is Integer range 28 .. 48;’. At the
program’s execution, the value assigned to a variable of this type has to
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belong to this type (the interval [28,48] for our example); the violation of
this assertion detects the error.

Another example, typical of dynamic analysis used for the detection of
errors, is the test by simulation: a functioning sequence is applied to the
product model and the outputs are then compared with the expected
predefined outputs. Such an analysis, which transforms faults into failures, is
applicable in numerous situations because it makes use of an external
knowledge of the system, independently from its structure.

The dynamic analysis confronts us with two problems: the controllability
and observability of faults. It is necessary to find a functioning sequence
which activates the faults into errors: this expresses the controllability
notion. However, this error creation is not sufficient for the detection; we
also have to be able to observe these incorrect states (errors): this induces the
observability notion. If we dispose of an ‘encapsulated’ product (only the
inputs/outputs are accessible), the dynamic analysis is totally carried out
externally: controllability and observability are minimal. On the contrary, in
the case of a software written in a language which has an ‘exception
mechanism’, a certain number of abnormal states are signaled; thus, the
violation of a constraint such as the one associated with a variable whose
type ‘Size’ was previously defined could, for example, provoke an error
message and stop the program execution. Then, the observability is high.

In conclusion, the detection of faults by the execution of a modeled
system reveals two problems:

¢ How can the system be brought into an erroneous state?
e How can we perceive that the system has reached such a state?

We should note that the fault models expressing the faults that can affect
the specification and design stages are generally difficult to establish
precisely. We often apply the analysis of erroneous behavior by detecting the
errors and not the faults which are at the origin of these errors.

Localization

Even if the existence of an error is signaled during the execution of a
modeled system, the localization of the fault which is at the origin can turn
out to be difficult. Indeed, we have to go back to the system structure, that is
to say to go from the failure or error to the original fault. It is clear that this
work is facilitated if the distance between the place where the error was
signaled and the place where the fault occurred is reduced. Consider an
example from the software domain. Let an assignment statement place the
result of a function in a variable P of size type:

P := function(Vl, V2, V3);
Suppose that the execution of this statement signals a violation of the
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constraint associated with the variables of type Size. If the input variables,
VI, V2, V3 are also constrained by types and if no type violation has been
detected in these variables, this suggests that the fault could be located in the
function and not backwards. However, this is not a certainty. For instance,
the function can be correct but should have been called at the wrong place.
Thus, localization is made easier by using executable modeling means
whose constructions have numerous and precise detection mechanisms.

Correction

The remarks made regarding static analysis could also be applied to
dynamic analysis.

6.3.3 During the Production

As the specification and design faults have now supposedly been
prevented or eliminated, we now look at the faults introduced by the
production process. Stemming from this process step, the product therefore
exists and we can subject it to dynamic analysis tests. The investigation
means are therefore generally applied through the normal inputs/outputs:
controllability and observability are a priori limited. However, where the
electronic aspects of production are concerned, we dispose of relatively
precise models of the faults which can affect the product, whether at the
production means level (manufacturing and assembly machines, etc.) or at
the level of the product itself (for example breakdowns could affect a
component). Finally, the production imposes certain constraints on the test
techniques: in particular the duration of the tests should not slow down
excessively the rhythm of production.

Detection

A product being by definition executable, we employ mainly dynamic
analysis methods: we apply a sequence of input values to the product, and
we observe the output values produced which are then compared with pre-
established values or with the output values of a ‘standard’ product which is
supposedly perfect. Static analysis methods also exist, such as the visual
inspection of a printed circuit board to detect insertion or welding errors of
electronic components.

The detection of production faults is known as production testing.
Whatever the methods used, this test is characterized by a short execution
period, contrary to design testing. Indeed, if the cost of design testing is
spread out over all the manufactured products, the cost of production testing
has to be added to that of each product. Therefore, it is necessary to detect as
quickly as possible the largest number of faults belonging to a technological
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fault model. This wager implies a compromise between the demands for
correctness of the manufactured products and the costs and delays in the
manufacturing.

Localization

The localization or diagnostic or isolation of eventual faults is generally
made difficult by the inaccessibility to the internal elements. This operation
requires a stricter and longer analysis of the product which is only accepted
by the manufacturer if the detected failing components are aiming towards
an improvement in productivity. In the domain of electronic circuit
manufacturing, we proceed to a quality control on component samples.
Therefore, we look for the causes of such failures:

e in the product (for example a breakdown due to a component
overheating),

e in the manufacturing process (for example the temperature of welding
equipment is badly regulated).

Correction

When the localization analysis reveals a flaw in the production process,
we have to act on the process in order to correct the flaw. In certain cases,
we can repair the detected failing product by changing a component, a
connector or by re-establishing a broken line, etc.; the product is therefore
said to be repairable. In the opposite case where the product is nron-
repairable, its failure constitutes a financial loss which reduces the yield of
the production since the product is excluded from commercialization.

6.3.4  During the Operation

During operation, we meet functional and/or technological and/or
environmental faults. The operation test also known as a maintenance test
corresponds to the same type of problems as the production test. However, it
is often more precise because it is longer, and is not subjected to the
temporal constraints of production. In the case of repairable systems, we
look to the diagnosis of the fault present in order to correct it rapidly.

The set of manufacturing or maintenance test techniques constitutes the
off-line testing. This test is called as such because the normal functioning of
the product has to be stopped in order to test it: for example, taking a car to
the garage for technical service.

On the contrary, we qualify the mechanisms which carry out self-tests on
the product during its functioning as on-line testing. For example, a light
turns on in a car if there is not enough gas or oil, or if the engine temperature
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is too high. More complex procedures are also applied at run-time on control
systems embedded in all recently produced cars.

In general, the detection or localization tests of average or high
complexity systems are very difficult to establish, and the sequences
obtained are very long. This has repercussions on the cost and duration of
the test during the life cycle. A certain number of solutions to introduce as
early as the design stage are proposed in order to make the final product
easily testable. In particular, error detection and fault diagnosis are
facilitated by using instrumentation techniques. Observation means are put
into place, which observe on-line anomalies and record typical variables;
hence, the final diagnostic carried out during the maintenance is made easier.
This is also referred to as monitoring.

6.4 FAULT TOLERANCE

The two approaches, fault prevention and fault removal, go towards the
development of dependable applications by providing:

e means which facilitate the expression of specification and design
modeling and transformation, hence reducing fault introduction or
occurrence by acting on the product’s creation process,

e means which permit fault detection, and means which avoids their
propagation along the development stages.

The fault tolerance strategy is different to those of the two other
approaches: it involves acting on the effects and not on the causes! We begin
with the realistic hypothesis that, despite the previous methods of fault
prevention and removal, the product used remains affected by the residual
faults arising from the design and manufacturing stages. Independently from
these residual faults, technological faults will probably appear during the use
of the product. Tolerance to faults is generally based on redundancy
techniques (for example by duplicating components) which act during the
product’s use, although they have been defined and implemented during the
specification, design and production.

It should be noted that the aim of fault tolerance is not to correct the
cause of the error (the fault) but to prevent the appearance of a failure. Thus,
if a program contains a design fault, the tolerance mechanisms do not modify
the faulty statements. In the same way, if an integrated circuit is affected by
a breakdown, the mission should carry on functioning despite this
breakdown.

In order to make our presentation clearer, we distinguish three significant
classes of fault tolerance techniques:
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e the failure prevention which proceed by error masking,
o the detection and correction of errors at their occurrence,

e the handling of faults and errors to prevent the occurrence of ‘dangerous
failures’: here we are speaking of fail-safe systems.

Briefly introduced and commented on in the following sub-sections,
these classes will be discussed in the fourth part of the book.

6.4.1 Failure Prevention by Masking

The error masking techniques involve redundant devices which inhibit
the effects of faults, thus preventing the appearance of failures. The most
popular example is the TMR (Triple Modular Redundancy) which
corresponds to a redundancy by ‘triplication’ (also called triplex) of the
hardware and/or software modules. The outputs of the global system are
obtained by a majority vote of the outputs of the duplicated modules. Thus,
an erroneous result of one of these modules has no effect on the final output.
This principle of redundancy is also used to secure the wheels of a lorry: by
placing several wheels in parallel instead of one single wheel allows the
effect of a burst tire to be masked.

The redundancy used according to this first approach is qualified as
passive redundancy because it does not require a mechanism to detect the
error or modify the product’s action in order to prolong its mission. The
corollary of this principle is that faults can hardly be detected externally.

This historic approach was used in the first space projects requiring high
dependability because it is simple. It is however abandoned today, in favor
of the second approach by active redundancy, which is more flexible and
efficient. This second approach is described in the following section.

6.4.2 Error Detection and Correction

Contrary to the previous approach, the techniques based on error
detection and correction mechanisms necessitate the explicit detection of
errors produced by the faults, then the use of means allowing the correction
of these errors. An example of this in daily life is the spare wheel in a car:
the driver has to sta
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The redundancy implied in this approach is qualified as active
redundancy, as it requires an explicit activity to detect the appearance of
errors and to handle them.

An illustration of this use of active redundancy is provided by the error
detecting and correcting codes presented in Chapter 15, and used for
example to code data stored in CD-ROM devices.

This approach calls for three groups of complementary techniques:

e self-testing or on-line testing,
e fault contention or error confinement,
e reconfiguration.

With the self-testing systems (or on-line testing systems), the presence of
a fault is detected by a mechanism which signals the occurrence of an error.

We can then, with the second group of techniques, called fault
contention or error confinement, prevent the error from reaching other
modules or functions of the product.

Finally, with the third group of techniques, called reconfiguration
techniques, the product is adapted to continue its mission, as long as its
resources permit this, with or without a degradation of its performance. For
example, the installation of a car’s spare wheel only allows one flat tire to be
replaced; the spare therefore constitutes a ‘resource’: a single puncture does
not therefore imply reduced vehicle performance (if we do not count the halt
of the vehicle and the time spent to change the tire.) On the contrary, if this
spare wheel is a ‘light’ type (that is to say a wheel of reduced width), the
vehicle whose tire has been changed will only be able to drive at reduced
speed: therefore this implies a degradation of performance.

6.4.3 Fail-Safe Techniques

The techniques which prevent dangerous failures concentrate essentially
on the product’s safety criteria, that is to say that they aim at preventing the
appearance of failures which have dangerous or catastrophic external effects.
We are speaking here of fail-safe systems. Take for example the electronic
regulator of traffic lights on a crossroad: the failure which provokes the
action ‘green - green’ in both directions is reputed to be dangerous. We
should therefore design this regulator in such a way that the probability of
occurrence of this failure is very low (below an acceptable level).

We should note that the prevention of dangerous failures is independent
of error detection and correction techniques of the previous approach.
However, we will see that the methods used are often close to the self-testing
methods.
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6.4.4 Resulting Fault Tolerance Classes

The objective of fault tolerance is clearly to prevent failures. For
pedagogical reasons, we are going to constitute three groups of techniques
classified by their increasing complexity:

o self-testing systems which ensure the simple detection of errors during the
product’s functioning and often constitutes the first stage towards fault
tolerance,

e the fail-safe systems which prevent failures considered as dangerous,

e fault-tolerant systems; this fault tolerance is either passive by masking,
or active by self-testing and error correction/reconfiguration.

6.5 DEPENDABILITY MEANS AND ASSESSMENT

Figure 6.4 integrates the different aspects of dependability: the
impairments, the handling means, as well as the techniques allowing the
evaluation of dependability. It is indeed necessary to be able to measure the
impact of the diverse techniques used on the dependability grade of the final
product. These measurements are introduced in the next chapter. The
dependability assurance is the set of scheduled and systematic actions
which are taken in order to guarantee that the final product satisfies the
dependability requirements.

Figure 6.4. Dependability summary
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Figure 6.5 illustrates the techniques which stem from the three
approaches, fault avoidance, fault removal and fault tolerance, throughout
the product’s life cycle. On the left, the problems are symbolized, that is to
say the types of faults and their cumulative incidence on the stages of life
cycle: Fs (specification faults), Fd (design faults), Fp (production faults) and
Fo (operation faults). On the right are represented the solutions used at each
stage to reduce or suppress faults and their effects.

It should be noted that the prevention techniques associated with a stage
of the life cycle concern uniquely the faults which can appear during this
stage; the removal techniques treat not only the faults introduced during the
stage in process, but also faults stemming from previous stages. Fault
tolerance mechanisms act on the product during its use, but their
implementation is associated with the product’s development stages
(specification and design).

Figure 6.5. Fault mastering



140 Chapter 6
6.6 CONCLUSION

The aim of this chapter was to provide the reader with an overview of the
different aspects of dependability science. Parts three and four of the book
develop the fault prevention, fault removal and fault tolerance techniques
introduced in this chapter. Part three deals with fault avoidance means (fault
prevention and fault removal). We separate the functional faults from the
technological faults, as the related techniques are often quite different. The
very important class of fault removal techniques related to technological
faults is studied with more details in three chapters of this part. Part four is
dedicated to the fault tolerance means: on-line detection and recovery of
errors during the operation stage.

Before analyzing these techniques, we will explain in Chapter 7 the
dependability assessment issues, and we will introduce in Chapter 8 the
basic notions of redundancy. Dependability assessment means are necessary
to evaluate the various techniques proposed to develop dependable products.
Redundancy is a fundamental concept of most of the protective means.
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Dependability Assessment

7.1 QUANTITATIVE AND QUALITATIVE
ASSESSMENT

Dependability has been defined as ‘a property such that reliance can
Jjustifiably be placed on the service delivered by a product’ in its utilization
context. Such a definition containing the word ‘justified’ implies means,
which allow the evaluation or measuring of the reliance. The numerous
assessment approaches which exist are typically classified into two groups.
The first one, called quanfitative dependability assessment, consists in
defining dependability measurements and techniques to obtain the values of
these measurements. The second one, called qualitative dependability
assessment, is based on dreaded events and techniques to evaluate their
effects and their potentiality. These events are faults, errors, failures and
their consequences. Naturally, some of these techniques can be used for
quantitative as well as for qualitative assessment.

7.1.1 Quantitative Assessment

To assess the dependability of a product in a quantitative way, several
attributes can be defined. They depend on the meaning associated with the
term reliance. These attributes define probabilistic values, as the occurrence
of a failure is generally not certain. This is due to two causes:

e The fault is due to non-deterministic phenomena affecting the product or
induced by the environment; for instance, the date of the arrival of a
heavy ion is unknown.
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e The fault is due to the development process, but its localization in the
product is not defined, otherwise it would have been removed. We only
know probabilistic values of these creation faults.

Attributes can be assessed three times throughout the product’s life cycle.

e First of all, the attribute’s expected values are defined at the beginning of
a project. These specification assessment values are associated with the
specifications of the future product. They are expressed in terms of
acceptable probability ranges for a given mission. For example, we
demand that a new model of a particular light bulb has a probability
greater than 0,999 to function correctly during 2000 hours. This demand
for reliability must be integrated in the requirements expressed during the
product’s specification.

e Techniques are then used in order to estimate the forecasting values of
the attributes during the design. This allows justifying the design and
technology choices made during the development stages. For example,
the use of goto in a program makes the verification of its behavior more
complex, and consequently, increases the probability of a program’s
failure. In the hardware domain, the choice of magnetic technology to
store data can lead to insufficient reliability for an embedded product
because of space rays.

e Finally, the attribute’s values are measured in the operational phase. We
then obtain the exploitation values. For example, the use of thousands of
light bulbs or the use of a program by thousands of users allows the
evaluation of the average operation duration without failure.

The evaluation of forecasting as well as operational dependability is
generally difficult and does not provide any certitude about a particular
product, but only statistical information about the behavior of a population
of products. This evaluation is based on several types of deterministic or
probabilistic models (Petri nets, Markov chains, etc.).

The forecasting evaluation is deduced from knowledge about the
product’s structure and components. This sometimes uses interpolation and
extrapolation techniques to take the final product and its environment into
account. Moreover, several candidate architectures could be compared
before any design choice. For example, the probability of a rupture of a
generator’s vapor tube in a nuclear site is 4,8 102 during one year. However,
the probability that this event leads to a fusion at the heart of the nuclear site
is only 1,5 107 This smaller probability is due to the setting up of protection
mechanisms, from the design stage, which handle the faults.

On the contrary, operational evaluation is based on experimental
measurements carried out on representative samples of the population of
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products studied; the results are then treated by mathematical tools. This
dependability evaluation aims at checking the dependability of real
production; in numerous cases, this evaluation is performed relatively to
previous products.

The reliability that is desired for the examples of light bulbs or nuclear
sites is not the only criteria used to assess dependability. Several other
dependability attributes exist. They are normalized by diverse national and
international organisms and professional groups, such as the IEEE (Institute
of Electrical & Electronics Engineers), the MIL-STD standards of the US
Air Force, the ANSI (American National Standards Institute), the IEC
(International Electrotechnical Commission), the ISO (International
Standards Organization), the (European standard organization), the BS
(British Standard) and AFNOR (French normalization organism), etc.

In sections 7.2 to 7.7 we define the following 6 quantitative attributes:
Reliability, Testability, Maintainability, Availability, Safety, and Security.
These attributes are then compared in section 7.8. Some evaluation tools are
introduced in section 7.9: the fault simulation approach, the reliability block
diagrams and the non-deterministic state graph approach.

7.1.2  Qualitative Assessment

The qualitative assessment approaches aim at examining dreaded events
and evaluating their potentiality and their effects. The studied events are
faults, errors or failures. The methods are distributed into two classes:

¢ The deductive approach consists in deducing failures from faults or
errors (dreaded events). The considered faults or errors often come from
previous quantitative studies.

e The inductive approach considers potential failures (dreaded events) and
establishes which faults or errors can be at their origin.

As for quantitative assessment, the qualitative assessment methods do not
handle occurred events but potential ones, whose occurrence must be
avoided. In section 7.10, the inductive method called Failure Mode and
Effect Analysis is presented. A popular deductive method, the Fault Tree
Method (or event tree method), is introduced in section 7.11.

7.1.3  Synthesis

The various qualitative or quantitative assessment methods assume
numerous hypotheses, and they are based on the use of models and analysis
and measurement means. Each one of these methods provides a particular
assessment of the reliance that can be justifiably placed on the services
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delivered by the products. Therefore, these methods must be used jointly.
Figure 7.1 illustrates the dependability assessment challenge.

Figure 7.1. Dependability evaluation

As shown in Figure 7.2, these techniques can be classified according to
the nature of the basic models (events such as faults, failures and their
consequences, system with functional and structural knowledge, and
physical such as a prototype on which experiments are applied), and the
treatment which is applied (probabilistic or statistic). Some of these methods
are explained in the following sections.

Figure 7.2. Dependability assessment methods
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7.2 RELIABILITY

7.2.1  General Characteristics of the Reliability of
Electronic Systems

Reliability has initially been defined for physical systems which are
submitted to the law of increasing entropy which postulates that these
systems have a tendency to degrade throughout time. Reliability is an
attribute of dependability with regard to the continuity of the delivered
service. The international standard IEC85 defines reliability as:

the aptitude of a device (product) to accomplish a required function in
given conditions, and for a given interval of time.

In a quantified way:

reliability is a function of time which expresses the conditional
probability that the system has survived in a specified environment till
the time #, given that it was operational at time O.

A product’s reliability is a function which does not increase with time.
This decreasing tendency is due to the subjacent phenomenon of the
degradation of electronic devices. On the contrary, in the case of software
technology, this function stays constant, due to the absence of ageing
phenomena (not considering the maintenance operations).

Several statistical reliability models exist. Their pertinence depends on
the technology domain being considered. In electronics, the breakdowns are
cataleptic (that is to say they appear abruptly, without an external warning
sign), and the wearing out phenomenon, classic in mechanics, are considered
as minor. The degradation phenomena lead to breakdowns, which are
generally represented by models which depend on the environment’s
parameters such as temperature, radiation, vibrations, etc. The temperature is
the dominant parameter: the reliability decreases according to Arrhenius or
Eyring degradation models of physico-chemical processes, applicable in
electronics.

Reliability studies call for:

e practical mortality experiments on samples representative of the analyzed
product’s population,

o mathematical techniques of judgment on samples to deduce quantifiers
(reliability parameters) applicable to the whole population.

The first group of studies consists in noting the number of failures appearing
during time on the batch of products tested. Following this observation,
statistical description tools allow to draw reliability curves. Then, statistical
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mathematical tools allow estimators to be deduced such as, for example, the
mean lifetime of a circuit, or the failure rate. These tools also allow
hypothesis and likelihood tests to be carried out which measure the
confidence that can be placed in these quantitative statistical results.

Different types of reliability tests are carried out on the populations of
components to perform reliability evaluation:

e curtailed tests whose duration is fixed a priori,
o censured tests which stop when a given number of faults is reached,
e progressive tests whose decision to stop depends on the results obtained,

e progressive curtailed tests which are identical to the progressive tests
with a maximum duration constraint,

e step stress tests which provoke a progressive acceleration of the
degradation mechanisms, in general by increasing the temperature which
permits an accelerated test.

7.2.2  Reliability Models

7.2.2.1 Exponential Law

Reliability is analyzed by reliability models which are mathematical
functions of time. The exponential law is the simplest of these laws. It
expresses the probability of survival by an exponential function which
decreases in relation to time (see Figure 7.3):

RO =e ™,

where A is the failure rate expressing the probability of failures
occurring per hour, for example 107 failure per hour.

Figure 7.3. The exponential law

A is generally considered to be constant throughout time. For example, a
computing system with a CPU, a Memory, and an I/O unit has a failure rate
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of 107 failure / h. This property correspond to faults following homogeneous
Poisson process (the average number of faults by time unit is constant).

The preceding exponential law has to be defined for a given temperature,
for example 18°C (environment’s parameters). Special abacuses (Henry’s
curves) permit the deduction of the failure rate of an electronic component of
a given technology at any temperature belonging to a given range.

This R(¢) law is often associated with simple estimators called:

o MTTF: Mean Time To Failure (also called MTFF, Mean time To First
Failure) for non-repairable products, for example a mission which
terminates as soon as a breakdown happens.

e MTBF: Mean Time Between Failures, for repairable products, for
example the product which has broken down is repaired and put back into
service.

If an exponential law has a constant failure rate, the average value of this
function is:

MTBF (or MTFF ) = 1/A.

This is expressed in exponential values of 10 hours: for example 10° H.

This estimator is often used as commercial arguments in a misleading
way: if someone declares that a product has a MTTF of 10°, this does not
mean that it will survive for this duration! Indeed, in Exercise 7.2 we will
see that, at the end of a period of time equal to MTTF, the product in fact
only has a survival probability inferior to 37% (1/e = 36,7879 %). This
remark justifies the observation about the worth of a product only based on
its MTBF/MTTF. Many specifications of high dependability projects (for
example in the aerospace domain) demand a probability of survival at the
end of the mission much higher than the reliability at the MTBF/MTTF
value: for example, R = 0.9999 at the end of 10° hours of mission!

7.2.2.2 Weibull Law

The Weibull model is the most interesting reliability law because of its
flexibility in describing a number of failure patterns concerning electronics.
A simplified version with two coefficients, 1 and B, is given by the relation:

R = P

When B = 1, this law reduces to the exponential law with n = 1/A.

In the following part of this book, we will only consider the exponential
law, which is the simplest and the most frequently used law for electronic
systems.

Other more precise laws, such as the Weibull’s law, are unfortunately
more complex to understand and manipulate.
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7.2.3 Failure Rate Estimation

Failure rate estimations are generally determined from survival tests
applied to significant large samples of components. The duration of these
tests is short as compared with a product’s normal life cycle; this reduction
of the test duration is due to an increase in the environment’s temperature.
Then, by using an acceleration factor we can perform a conversion from high
temperature stress test to equivalent nominal operating system temperature.
Thus, the failure rate of the circuits is deduced. These experiments are thus
called accelerated tests. The component’s degradation process can be
accelerated by increasing the temperature, and also by increasing the value
of the power supply.

Most Integrated Circuit failure mechanisms are based on physico-
chemical reactions that are accelerated by temperature in accordance with
the Arrhenius equation. According to the MIL-HDBK-217:

Ao =A exp(-E/ (k T)), where:

— A is the process failure rate (base or intrinsic failure rate depending on
the technology),

— E s the activation energy for the process (in electron volts - eV),
— ks the Boltzmann's constant (8.6 x 10-5V / oK),

~ T is the temperature in Kelvin degrees,

— A s aconstant,

— exp is the exponentiation operator.

The real value of the A of a given circuit is deduced from A, by a relation
A = A A1, which integrates numerous A, factors characterizing the influence
of the manufacturing process.

7.2.4 Reliability Evolution

In reality, experiments conducted on physical products (mechanical
devices or electronic components) show that the failure rate A is not constant
during time. It is assumed that this number is high at the beginning of the
product’s life (infant mortality), then it drops and becomes more or less
constant during its useful life, and finally it increases substantially during its
wearout phase.

This evolution is typically presented by the A(t) curve, which is described
as a bathtub curve, shown in Figure 7.4. So, the hypothesis that A is
constant generally corresponds to the ‘active life’ stage only.
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Figure 7.4. Bathtub curve

7.3 TESTABILITY

We should note that the test is one of the fundamental means of fault
suppression. Used during the design, manufacturing and operation stages, a
test consists in subjecting a product or its model (a model during the design,
as the product is not yet a physical product) to an experiment from the
outside, e.g. by a tester. The test is conducted through functioning sequences
which are made of input/output vectors. A test allows:

e to show the presence of faults (detection test),

¢ and eventually to localize them (diagnosis or localization test).

We will not develop these test methods here, as they will be analyzed in
Chapters 12 and 13.

Testability measures several factors:

o the ease with which a given product can be tested, that is to say the
facility with which we can determine detection or localization test
sequences, and the facility with which these sequences can be applied.

e the length of the obtained test sequences, that is to say the number of
input vectors to be applied to the product and the number of
corresponding output vectors to be observed,

e the coverage or efficiency of the obtained test, that is to say the
percentage of detected faults in relation to the total number of faults
which could affect the product according to a predefined fault model.

A product with a ‘good testability’ allows to rapidly determine a test
sequence having a short number of vectors and a high fault coverage. As
certain technological choices have an influence on the final product’s
testability, design or production choices can increase or decrease the
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testability. For example, the injection of observation means in the heart of
the product greatly facilitates the detection of errors during functioning (on-
line detection), but also during test operations. This is the case of systems
which integrate error detecting codes or programs instrumented by
executable assertions.

Several methods have been developed in order to evaluate the testability
of a product. They are often based on an analysis of the product’s structure
and an estimation of its controllability and observability. These two ‘system
level’ notions of controllability and observability are linked to the ease with
which the internal states of the system can be controlled from the input
variables, and their real values observed at the external output variables.

Testability is assessed on a product, but also on the used technology. This
notion has recently been applied to software technology. For example, the
ISO 15942 standard evaluates each feature of the Ada language in terms of
the ease of verification of programs using this feature. Each feature thus
receives one of 3 grades:

e included when the feature use makes the verification easier,
e allowed when its using requires additional but tractable work,

o excluded when the verification techniques cannot be applied when the
feature is used in the program.

Testability and reliability are two different attributes, which are however
correlated. Indeed, a good testability has to lead to an increase in the number
of faults detected, which therefore leads to a product’s higher reliability.

7.4 MAINTAINABILITY

7.4.1 Maintenance

Maintenance is an important activity related to product operation. This
activity will be explained in this section in order to introduce the
maintainability criterion.

74.1.1 Definitions

Maintenance is originally an operation linked to the operation stage of a
life cycle. It consists in stopping the product’s mission and subjecting it,
‘off-line’, to a certain number of troubleshooting and repair actions:
determination of its state of health (presence of faults by detection) and
eventually putting it back in a good state by localization, and then repair of
the fault (Figure 7.5).
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Figure 7.5. Maintenance

The product is therefore said to be repairable in the context of its
application. However, in numerous cases, maintenance is not applicable
because the systems are isolated or inaccessible. This is the case, for
example, with the hardware elements of satellites or polar beacons. Such
systems are therefore said to be non-repairable. Some other products are
both repairable and non-repairable according to the different stages of their
life. Thus, a rocket is considered to be repairable when it is on ground
whereas it becomes non-repairable when it is launched.

Maintenance is the set of actions which permit a product to be
maintained or re-established in a specified state, or to be ready to
deliver a determined service.

7.4.1.2 Maintenance Categories

Three large categories of maintenance exist (Figure 7.6):

e preventive maintenance when an action detects the presence of faults
before they lead to a failure,

e corrective maintenance when a product reputed to be failing is cured,

e evolutive maintenance in order to improve the product’s functionality.

Maintenance I

Figure 7.6. Maintenance categories

These three categories call for different techniques and have to resolve
different problems, at the technical level as well as at the management level.
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Preventive maintenance

Preventive maintenance of computing equipment is carried out with a
fixed or variable periodicity. The measure of the maintenance periodicity
does not always use the same units. They depend on the considered
application domain. We can use the absolute time, the number of functioning
hours or the number of miles covered. Thus, an automobile is revised every
5000 miles or each year.

Two variants of preventive maintenance exist:

o systematic (or scheduled) preventive maintenance when its occurrence is
fixed,

e conditional preventive maintenance when it is conditioned by some
operational events (use of wearout or temperature sensors, etc.).

Corrective maintenance

Corrective or curative maintenance is carried out after the detection of
an anomaly during the product’s functioning on the mission site. Thus, we
drive a car to the garage if it does not function properly.

Evolutive maintenance

Evolutive maintenance deals with the modification of certain functions
of an already designed and developed product which is supposed to operate
correctly. This is done to improve its performance, or to adapt it to new
procedures or constraints. For example, the successive versions of a product
software: 1.0, 2.0, etc.

7.4.2 Maintainability

7.4.2.1 Definition

Maintainability measures the aptitude of a product:

e to be repaired, that is to say putting the product back into a correct
functioning state, suppressing the present fault,

e to evolve, that is to say to accept modification by adding new
functionality or improving already existing functionality.

First of all, maintainability aims at measuring the ease with which a
preventive or corrective maintenance operation can be carried out: detection
and localization of the fault(s), repair and, eventually, re-initialization.
Secondly, maintainability assesses the ease with which the product allows
the modifications to be done in order to adapt it to a new functional and/or
non-functional environment or to accept a new functionality.
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Maintainability is an important criterion to assess dependability. In many
cases, the increase of its value reduces the risk of fault introduction during
the maintenance stage, and hence increases the reliability of the product.

Note. The term serviceability is used by numerous manufacturers of
electronic components and computing systems in order to express the
maintainability.

7.4.2.2 Probabilistic Models

Where the aptitude to repair is concerned, we often define probabilistic
maintenance models. In a similar way to the exponential reliability model,
the most frequent model is the exponential law with a constant coefficient:

M@t =1-¢
M is the probability of being repaired, | is called the repair rate.

From this definition, the Mean Time To Repair or MTTR is deduced.
The MTTR is the average time between the instant of failure occurrence and
the return to full functional operation.

MTTR = 1/n
Where the measure of the product’s capacity to evolve is concerned, we
quantify its complexity by evaluating:
e the degree of structuration, for example, in a program, we count the
average number of statements in its sub-programs,

e the degree of coupling, for example, in a program, we determine the
number of shared variables, the complexity of the graph expressing the
sub-program calls, etc.

7.4.3 Reliability and Maintainability

Corrective maintenance operations are supposed to integrally restore the
functionality of a product. In reality, three cases are often met:

o stable reliability: the capability of the product to deliver its service is
statistically preserved (the failure rate remains constant after repair);

e increasing reliability: the failing components are replaced by higher
reliability components when design or production faults are eliminated
(and without introducing new faults!), thus the failure rate decreases;

e decreasing reliability: in some cases, maintenance operations set out to
weaken some components which become less reliable, or in other cases,
the reliability of components decrease naturally with time, and therefore
the failure rate increases (classical wearout phenomenon).



154 Chapter 7
7.5 AVAILABILITY

The availability criterion concerns repairable products, that is to say
products which are submitted to destructive and repairing mechanisms.

Availability is the probability that the product functions correctly at
time ¢, knowing that it functions correctly at the initial time.

This attribute differs from the reliability because it takes into account the
error correction mechanisms introduced during the development of the
product. In the case of simple exponential laws modeling the degradation
(faults) and repair mechanisms, we use probabilistic finite state machine
models whose arcs have been labeled by A and p coefficients. Figure 7.7
shows a simple state diagram whose state 1 expresses that the product
operates correctly (hence, the product is available), state 2 specifies a failing
situation. The arc 1-2 models a failure of the product with a failure rate A
(probability labeling the arc); the arc 2-1 represents a repairing of the failing
product with a repair rate [ (probability labeling the arc).

Available  * Failed

Figure 7.7. Degradation / repair cycle

Instant availability. For exponential failure and repair laws with
constant failure rate A and repair rate W, the instant availability is:

AD =R/ (+N)+ A/ (+n). e BHN!

We should note that the availability is strictly equal to the reliability of a
non-repairable system (L = 0). In the opposite case, it is superior. Indeed, the
probability of functioning correctly at time ¢ is increased by the repair
mechanism: a fault arriving between 0 and ¢ could have been treated and the
product therefore returned to its correct state at .

Availability during the permanent stage. The permanent availability is
defined in the permanent stage (when such stage exists):

Whent = oo, A(t) D A= n/(L+1A),ie. A=MIBF/I(MTBF + MTTR).
We also define two other estimators in permanent functioning:

e the Mean Down Time (MDT), mean time during which the product is not
available,
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e the Mean Up Time (MUT), mean time during which the product is
useable.

Example 7.1. Repairable Product

In order to illustrate the relationships between the notions of reliability,
testability and availability, we consider a repairable product. At time ¢, this
product is affected by a fault which transforms itself into an error, then a
failure, before being detected, for example, by application of a test sequence.
Then, we use a diagnosis technique which localizes the fault, then repairs it
and puts the product back in service.

Figure 7.8 shows this mechanism: we see the periods of availability
(Mean Up Time) and non-availability (Mean Down Time). The period of the
correct operation depends on the product reliability. The duration used to
detect and localize the existing faults depends on the product maintainability,
more precisely its testability. The time spent in correcting the faults depends
on the product maintainability. All these characteristics affect the product
availability. Exercise 7.1 refines the study of this diagram.

product product product

available non-available  available
t I I TIME
| ] ] ] | >
| I | ]

fault error detection repair fault
failure diagnosis
Figure 7.8. Example of a repair cycle
7.6 SAFETY

Safety is directly linked to the notion of seriousness of the failures
described in the first part. We have explained that the failures induce several
classes of external consequences (Chapter 4): benign, significant, serious,
catastrophic. Safety is the privileged criterion for highly critical applications
for which the consequences of certain failures are catastrophic: embedded
systems from avionics or space domain, etc. This criterion measures the trust
which can be attributed to a product which does not present failures having
catastrophic external consequences.
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Safety is the probability that the product will not have failures
belonging to unacceptable seriousness classes, between the initial time
and a given time t.

Very often, the unacceptable seriousness classes concerns catastrophic
failures. If we refer to a statistical state model, we measure the probability of
not reaching the third state, which is judged to be unacceptable, knowing
that it was in state 1 at the initial time and that we know the probability of
passing from state 1 to states 2 or 3 (Figure 7.9).

Figure 7.9. Safety: dangerous failing state

A simple example is that of a balloon’s heating regulator which contains
a dangerous liquid. A failure of this regulator is catastrophic if it leads to the
explosion of the balloon by overheating. We measure the safety of this
product as the probability that it will not reach a state that provokes an
explosion. The safety naturally depends on the technology used and the
environment’s parameters (such as temperature), but also on the protection
mechanisms which tend to avoid the occurrence of the failure which causes
an explosion (by a suitable design process avoiding the fault presence and/or
occurrence), or to prevent the failure from provoking an explosion (by an
external product protection or, more generally, a fault tolerance mechanism).

Relation between safety and reliability

A system that continues to function correctly for long period of time has
a good reliability. However, it is possible to have reliable but unsafe systems
as well as safe but unreliable systems. A safe system can fail, as long as it
does so without creating an accident: destruction of the controlled process or
human injuries or deaths.

A handgun may be very reliable but particularly unsafe. In many
systems, safety and reliability go hand-in-hand. For example, reliability is a
very necessary safety condition for an aircraft, as most of the failures of the
flight control system may have catastrophic consequences.

Methods that increase safety are of course expensive! A first obvious
approach concerns the increase of reliability of the components used: this
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produces fault probability reduction, therefore failure reduction. However,
when this approach turns out to be insufficient, we use specific redundancy
techniques. They can at the origin of some antagonistic effects between the
two reliability and safety parameters: for instance, the increase of the
number of components destined to increase the safety often reduces the
reliability. In sub-section 7.9.3 we will see how to apprehend the quantitative
analysis of safety on Markovian type models.

7.7 SECURITY

Security is an attribute of dependability with regard to the prevention
of unauthorized access and/or handling information.

This attribute covers two parameters: confidentiality and integrity:
o Confidentiality measures the non-occurrence of unauthorized disclosure
of information.

o Integrity expresses the non-occurrence of improper alterations of
information.

These parameters lead to numerous techniques to protect the product’s
access, or its utilization. The simplest example of confidentiality means is
the use of passwords in order to access a computer. We also use encryption
techniques to protect data from being understood in case of involuntary or
fraudulent accesses. The security attribute is not considered in this book.

7.8 SYNTHESIS OF THE MAIN CRITERIA

The evolution of a product’s functioning is symbolized in Figure 7.10 by
a simple probabilistic three state model.

Figure 7.10. Probabilistic model

State 1 is the correct functioning state, state 2 is a failing state which does
not lead to the loss of the mission and can be repaired according to the arc
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(2-1), and state 3 is a catastrophic failure state. The arc (1-2) that leads to the
non-catastrophic failure of the product is labeled by the failure rate p,,, the
arc (2—-1), which restores the correct function, is labeled by the repair rate
P, and the arc (1-3) which lead to the end of the mission is labeled by the
rate p;3. We should note that the probabilities associated with the transitions
are expressed in general with failure and repair rates of type A and L.

With this basic model, the four principal dependability criteria are
expressed by Figure 7.11, the graph being in state 1 at the beginning.
Expression g(f) represents the state in which the system is at time ¢. At the
initial time (¢ = 0), the system is supposed to be in the correct state 1.

Figure 7.11. Expression of the main attributes

e The reliability at time ¢ is the probability (noted as P in Figure 7.11) that
the product remains in state 1 from time O to ¢. This corresponds to a
measure of the capacity that the product does not fail between O and ¢.

e The safety at time ¢ is the probability that the product is not in state 3 at
time . This property implies that the product will never reach state 3
between O and ¢.

o The availability is the probability that the product is in state 1 at time ¢,
whatever the evolutions which occurred before time ¢. The product may
produce non-catastrophic failures which are repaired: its state changes
between states 1 and 2.

¢ The maintainability is the probability that the product failing at time ¢
will be repaired before a certain predefined A duration. This definition is
a variant of the exponential law with a constant failure rate; it emphasizes
the repair delay.

Let us note that the two last criteria apply to repairable products.

Table 7.1 synthesizes the four attributes, reliability, availability and
maintainability, for exponential laws with constant coefficients applied to a
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repairable system. Note that availability expression is equal to reliability
expression when L = 0.

These attributes must be precisely defined in the specifications of a
project leading to any industrial product. According to the application, one
or several attributes can have a particular importance, leading to the use of
appropriate development techniques. Reliability is essential for a spatial
probe (for example, R = 0.99999 after a 12 month mission); as no repair is
possible, maintainability has no sense and availability and reliability laws are
equal. The development of a telephone electronic switching system requires
high availability (for example, a few minutes of unavailability per year). The
first attribute of a control system embedded in an aircraft is safety (for
example, 10”° catastrophic failure during a flight). Naturally, in the general
case, a compromise must be found between the dependability requirements
expressed by quantitative values of the previous attributes, and the other
criteria of the specifications (cost, development duration, etc.).

R®)=e ™™

Reliability MTBF | MTFF = 1/A.

A =pl @A)+ M/ (+d). e @D
Availability A(e)=A= p/(u+\)=MTBF/ (MTBF + MTTR)

M®=1-e*
Maintainability MTTR = 1/p

Table 7.1. Simplified expressions of the main attributes

7.9 QUANTITATIVE ANALYSIS TOOLS AT
SYSTEM LEVEL

In the following paragraphs we introduce three models and methods used
for quantitative analysis: the fault simulation, the reliability block diagrams
which constitute one of the first analytical models used (see also in
Appendix B), and the analysis of non-deterministic state graph models (such
as Markovian graphs).

7.9.1 Fault Simulation

Fault simulation constitutes a universal approach, intensively used in
different situations. It assumes an ‘executable’ system model of the product
studied, a set of external input/output sequences which are applied to this
model, and the possibility to inject faults of a fault model in the system
model. This is why some of these techniques are called fault injection.
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We will briefly explain the principles of the Monte Carlo simulation,
which is a relatively simple and easy process. The events which make the
system evolve are the destructive and repairing mechanisms. At each step of
simulation, these events are randomly chosen and injected whilst taking their
respective probability laws into consideration.

This process is repeated a certain number of times, starting from the same
initial state. The statistical laws will make the system evolve towards
different states which are recorded. If the number of simulations carried out
is sufficiently important to satisfy the law of large numbers, we can deduce
from this simulation significant quantitative information about the
dependability parameters such as reliability and availability. For example,
we calculate the number of favorable cases among the total number of cases,
in order to estimate the survival or safety of a simulated product. This
method requires a system behavioral model and often implies long run-time.
However, it is a very flexible method, accepting complex statistical models
and the introduction of queuing mechanisms used in computing to access
certain resources.

7.9.2 Reliability Block Diagrams

Once a product has been designed from an assembling of elementary
components with known reliability, the global reliability of the product can
be deduced. The reliability block diagram method introduced hereafter
comes from studies on electronic components. However, it is also used for
reliability studies done at system level.

7.9.2.1 Series Reliability Model

Consider a product constituted by n components, C;..., C,, having
reliability laws, R;(?), .., R,(f). Let us assume that the failure of one of them
is sufficient to provoke a product’s failure (this is the case with the majority
of products). The reliability of the whole system is then derived from the
reliability of each component, by using the classical theorem of independent
probabilities. Hence, the global reliability is the product of the reliabilities of
the components: R =1 R,

Cl C2 Cn e

n
R=I—[Ri

i=1

Figure 7.12. Components ‘in series’
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When the reliability of the components is defined by exponential laws
with constant failure rates, the reliability of the global product is also defined
by an exponential law with a failure rate A which is the sum of the failure
rates of the components (A;): A =X A,

Therefore, it is said that these components are ‘in series’ and we establish
a reliability block diagram shown in Figure 7.12. Exercise 7.3 develops
these calculations and establishes that, when the components are all identical
(each having a rate Ag), the global failure rate is multiplied by n, and the
global MTBEF is divided by n:

A= n )\, and MTBF = MTBF,/ n, with MTBFy=1/ Aq.

Consequently, the reliability decreases according to the number of
components: it is sensitive to the complexity with regard to this nnmber.

7.9.2.2 Parallel Reliability Model

All electronic structures are not of the previous ‘series’ type. In certain
redundancy cases, the failure of the product only appears when all the
components are failing. A simple example is that of two light bulbs in
parallel: as long as one light bulb functions correctly, lighting is ensured. We
often meet such redundant structures in dependable products, because they
have a better reliability. They also have a better availability in the case of
repairable systems.

13
R=1-TI1-R;)
i=1

Figure 7.13. Components in ‘parallel’

For n components, the reliability block diagram of this situation is
represented in Figure 7.13: we say that these components are in ‘parallel’.
The reliability increase is due to the fact that the probability that the product
fails is the product of the failure probabilities of all components;

1-R=I1 1-R;)PR=1-I1 (1-R;)

Exercise 7.3 provides the opportunity to carry out calculations and to
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show that the reliability is increased: when the failure rates of the
components are identical, and for n = 2, we show that the MTBF is
multiplied by 1.5 only. Thus, the improvement of reliability is not
proportional to redundancy means: it is always smaller.

We will meet more sophisticated redundancy situations, such as a
redundancy with different reliability values of duplicate modules, or
redundancy with majority vote. The study of the reliability of these
structures involves other tools not considered here, such as the Laplace
transform.

In Exercise 7.4, we will compare two reliability block diagrams: a
‘parallel-series’ structure versus a ‘series-parallel’ structure.

To complement this introductive section, some results of the reliability of
classical structures are given in Appendix B.

7.9.3 Non-Deterministic State Graph Models

A Markov graph is a state graph with non-deterministic transitions. The
behavior evolves from state to state as in a classical state graph, but the
transitions between states are labeled by probabilistic values. The fact of
firing one transition or another one from a given state is in relation to these
probabilities. In dependability studies, such graphs express the different
states of a product submitted to degradation and protective mechanisms. As
long as some mathematical hypotheses are satisfied, we can apply simple
analysis tools handling probabilistic matrix associated with these graphs.

Therefore, we evaluate a prodyct’s behavior in terms of the probability to
reach or not a state or a group of states from an initial known state (typically
the fault free state). A matrix analysis method based on a Markov graph in
introduced by Example 7.2.

Other methods based on non-deterministic state graph models have been
defined, such as the analysis of stochastic Petri nets. This model has the
property to express parallelism. It uses places and transitions; tokens are
placed in some places and this marking constitutes the state of the Petri net
at a given time. Firing rules allows an asynchronous evolution of the graph.
Example 7.3 shows the use of this model to represent the evolutions of a
redundant system.

Example 7.2. Analysis of a simple graph

We consider a repairable product with constant failure and repair rates.
Figure 7.14 shows its evolution graph which specifies the states and the
transitions between these states. The evolution modeled by this graph is
discrete with time; the time unit is the unity of failure or repair rate time: for
example one hour. This evolution is controlled by the probabilities which
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label the arcs. We remark that the sum of the probabilities of all the arcs
leaving the same state is always equal to 1.
Suppose that the product is in state 1 at time n:

¢ the probability that it stays in state 1 at time (n+ 1) is (1 - &),
e the probability that it goes to state 2 at time (n + 1) is A.

1-A A 1-p

Available K Failed

Figure 7.14. Simple Markov graph
We associate a two-dimensional evolution matrix with this graph:
P 151152 |1-4 4
Tl2-1252 | p o 1-p
09 0.1
0.8 02

Each element indexed by ij gives the probability of passing in state j from
state i.

If P is squared, the resulting matrix gives the probability to reach, in the
next elementary time, state 1 or state 2 from an initial state 1 or 2. By
calculating the successive raising of P to the power of n, we analyze the
evolution of these probabilities when time progresses:

p= 09 0.1 p2 - 0.89 0.11 p3 = 0.889 0.111
“lo8 02" "|o88 012 0888 0.112
As the system is initially supposed to be in the correct state 1, we want to
know the evolution probabilities towards the correct state 1 or the incorrect
state 2, with time. The probability of being in the incorrect state is 0,11, then
0,111. A permanent state is reached when these probabilities stabilize.

We can also study Markovian processes with continuous evolution, the
transitions between states being continuous probabilities during time.

Example of numerical values :[

Example 7.3. Stochastic Petri net

A regulation system has three redundant active units and one inactive
spare unit. The regulation function is ensured as long as two of the active
units have no failure. When one unit is faulty, a reconfiguration process is
started: this process replaces the faulty unit by the spare unit, if this unit has
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not already been used.

This system can be represented with the Petri net of Figure 7.15. It has
three places: PI represents the active units by the number of tokens which
are inside, P2 represents the spare unit, and P3 represents the failing units.
The graph is initialized with 3 tokens in P (three active units), 1 token in P3
(one spare unit), and O token in P3 (no failing units).

Transition T is labeled with the failure rate A of the active units. When
one unit fails, one token is taken in P/ and one token is set in P2. In this
state, the system continues to function correctly. If a second active unit fails,
before any restoration, a second token is shifted from place P/ to place P2,
and the system fails. Transition 72 is labeled with the restoring rate p. If one
spare unit is available (one token in P3), and if there is at least one token in
P2, then T2 is fired: one token is removed from P2 and P3, and one token is
put in each place P/ and P2. Hence, the regulation system works again.
Now, if another active unit fails, the system will fails and the restoring
mechanism will not be possible, as no token remains in P3.

Exercise 7.6 proposes to modify this Petri net according to a changing in
the specifications.

P T2 P3
Active units @ O Spare available

A M

= )

Failing units

Figure 7.15. Stochastic Petri net

7.10 INDUCTIVE QUALITATIVE ASSESSMENT:
FAILURE MODE AND EFFECT ANALYSIS

7.10.1 Principles

The FMEA (Failure Modes and Effects Analysis) is a normalized
technique dedicated to qualitative analysis of reliability and safety. It is
based on an inductive process, which starts with simple failures (altering
components or modules) in order to deduce their consequences on the
complete system. This approach is used in numerous fields such as avionics,
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aeronautics, nuclear, chemical and automotive industries.

Initially developed by the US army in 1949 (military procedure MIL-
STD-1629A, ‘Procedure for Performing a Failure Mode, Effects and
Criticality Analysis), this approach has then be amended and refined by
several institutions: CEI document 812-1985, AIAG (Automotive Industry
Action Group) and ASQC (American Society for Quality Control) in 1993,
SEA (Society of Automotive Engineers) procedure J-1739.

The AIAG presents this technique as a systematic group of activities
intended to:

e recognize and evaluate the potential failure of a product or process and its
effects,

e identify actions which could eliminate or reduce the chance of the
potential failure occurring,

e document the process.

The keywords on which the FMEA and its main extension, the FMECA
introduced hereafter, are based are: the functions, the failure modes, the
effects and their severity, the causes and their occurrence and the controls.
Hence, FMEA is a technique used to highlight the consequences of a failed
component of the system on the behavior of the whole system.

Ea) I 0
{ Level N —» M12 —

| .L,_Wé’
Hpeh

gLevel N+1

vo

Figure 7.16. Top-Down design

Let us consider a system designed according to a top-down approach. At
step N, the designer analyzes the specifications of the components used in
the system modeling of this level and proposes their implementation
combining sub-components of level N+1. Figure 7.16 illustrates this step of
the design of one component. Then, the designer defines the possible failures
of the sub-components.

The FMEA deals with the study of the effects of known failures at level
N+1, then N, ..., and finally at the global system level and the environmental
level. The error propagation analysis is expressed by tables providing:
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e the identity of the analyzed component (name, reference, number, etc.),

¢ the function performed by the component,

e the considered failure of the component, i.e. an error of the global system,
e the possible cause of the failure (this is optional),

e the local effects, that is to say the consequences on the others components
at the same design level (N+1),

o the effects at the next higher level (N), i.e. the component which includes
the failed component,

e the effects on the global behavior (end effects),
e the failure detection method,
e the reaction to the errors.

These last two aspects are relative to the techniques used to handle the
errors. They will be considered in Chapter 17 (fail-safe systems) and Chapter
18 (fault-tolerant systems).

7.10.2 Means

The MIL-STD-1629 standard defines a worksheet used to express all the
necessary pieces of information (Figure 7.17). The filling of this worksheet
reveals two problems: the definition of the failure modes, and then, their
propagation to highlight their effects on the components introduced at each
design step, and finally on the product’s services.

System [SNE— Date [
Indenture level _— Sheet —_—
Referencedrawing — Conpiledby —
Miss A i
by
Ident. Tteny/ Finction | Faihwemodes |  Mission Failure effects Faihwe | Compen | Severity | Remarks
rmber functional and catses phase/ i sating class
(nomenciature) mode | effects | higher | effects
level

Figure 7.17. FMEA Worksheet

At low level of hardware system design, quite simple and realistic error
models exist, which can be used as pertinent failure modes. During the first
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steps of a system design, the failure modes are defined as violation of
properties on the use (pre-conditions) or the behavior (post-conditions) of
the components. The considered errors must be representative of actual
errors, that is to say errors that can occur, taking the component design into
account. This can be concluded by using a deductive analysis (c.f. Fault Tree
Method in next section). Moreover, nobody knows if the list of the studied
errors is complete. To cover all the errors, general properties must be
considered. For instance, “the actuator provides a bad value” is better than
“the actuator provides value VI instead of V”, as the numerous other values,
V2, V3, etc., will not be handled.

The second problem deals with the propagation of errors through the
system structure. When failure modes are defined by bad values, and the
system modeling tool is formally defined, a simulation provides the effects.
Such a situation occurs, for instance, for a stuck-at 1 error of a component of
a structure defined by interconnected gates. On the contrary, when failure
modes are defined by temporal properties (such as “the data output is
delayed”) or by general properties (such as “the data output is incorrect”),
the assessment of their effects is more difficult. This difficulty also exists
when the modeling tool used to express the system does not possess formal
semantics. This occurs when the relationships between the components are
expressed in English.

7.10.3 FMECA

The failure modes are potential failures of components. When their
occurrence probability is known, it is possible to deduce the probability of
occurrence of failures at the global system level. FMECA (Failure Modes,
Effects and Criticality Analysis) is a variant of FMEA that associates a
probability with the failure of the components and with their effects. Hence a
seriousness class and its occurrence risk can be associated with each failure.

As previously mentioned, the values of the probability of the initial errors
(failure modes) are generally obtained by exploitation feedback. Some of
these values are standard for a given technology: for example a
semiconductor manufacturer provides the user with the failure probability of
an integrated circuit. Other values are specific to each design process: it is
the case of design faults which are influenced by several parameters such as
the tools, the design ‘style’, the used methods, the design team, etc. Thus,
FMECA is a qualitative as well as a quantitative method.
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711  DEDUCTIVE QUALITATIVE ASSESSMENT:
FAULT TREE METHOD

7.11.1 Principles

Numerous failures can be imagined. Fortunately, only a few of them may
occur. The FTM (Fault Tree Method) aims at examining if a supposed
failure may occur or not, taking the system structure into account. It also
defines the circumstances of the failure occurrence, by expressing the
studied failure as a composition of run-time events using the ‘AND’ and
‘OR’ operators as shown in Figure 7.18

Figure 7.18. Fault Tree Method

This figure specifies that the failure is raised if (EVTI and EVT2) occurs.
Then, it explains the causes of the occurrence of EVT! (EVT3 and EVT4 and
EVTS5) and EVT2 (EVT6 or EVT7). Three situations allow to conclude on the
failure effectiveness.

o If the values of the leaves of the fault tree (basic events) are known, the
failure raising can be predicted. For instance, if EVT3 = false, and EVT4,
EVT5, EVT6 and EVT7 are true, then the failure cannot appear.

¢ Relationships between the basic events show contradictions. For instance,
suppose we know that EVTYS is true only if EVT6 and EVT7 are both false.
Thus, EVT1 and EVT2 cannot be true simultaneously, and consequently,
the failure cannot occur!

e Relationships between the events of a branch reveal contradictions. For
instance, EVTY5 is the negation of the assertion defining the failure.

In practice, the three studies are often combined and the conclusion on
the failure occurrence is not simply true or false, but a potentiality. However,
the fault tree defines the circumstances of this potentiality.
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Two difficulties exist in the definition of fault trees: the choice of the
failures to be examined, and the obtaining of the tree from a given failure.
The tree is built by a system structure analysis. When the formal
composition laws can be used to combine elements to define a structure, a
systematic process is sometimes proposed to derive the tree. For instance,
Nancy Leveson proposes such process when Ada programming language is
used to express a software system.

Note. The nodes of the fault tree being general events, including
erroneous but also correct events, this modeling is also called event tree.

Example 7.4. Redundant system

A system is made of three modules: M1, M2 and M3. M1 and M2 are two
redundant active units: as long as one of them is faultless, the performed
function is correct. M3 ensure another part of the system’s function.

Thus, the system fails if M1 and M2 fail or M3 fails. This analysis can be
represented by the fault tree of Figure 7.19. This model can be used to
perform quantitative failure evaluations. Exercise 7.7 proposes to evaluate
the reliability of this system with the FTM approach, and to compare with
the Reliability Block Diagram approach.

Figure 7.19. Redundant system
7.11.2 Software Example

Example 7.5. Stack

Consider the procedure Simple_Example which uses the procedures
Push and Pop provided by the package Stack:

with Stack, Ada.Text_Io;
procedure Simple_Example (Element: in out
Type_Element) is
begin
Stack.Push (Element);
Stack.Pop (Element);
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exception
when Overflow ==> Ada.Text_Io.Put_Line
(“Stack Overflow”);
end Simple_Example;

The exception Over f£low (respectively Under £1ow) can be raised by the
procedure Push (respectively Pop). The exception Overflow is handled
locally be the procedure Simple_Example, whereas no handler exists for
Underflow. So, if it is raised by Pop, this exception is propagated by
Simple_Example signaling a failure. We use the Fault Tree Method to
study this failure.

The exception Underflow is raised by Simple_Example: if it is raised
by Push, or if it is raised by Pop and no exception is raised by Push.

Figure 7.20. Example of Fault Tree

This last condition is due to the fact that an exception raising terminates
the execution of the procedure body. The top of Figure 7.20 illustrates this
first step of analysis.

Looking at the body of the procedure, Push (not provided here), we
notice that it cannot raise the exception Underflow. So, the event
“Underflow raised by Push” is always false.

The event “Underflow raised by Pop and no exception raised by Push”
results from two branches connected by a AND.

e The Underflow can be raised by Pop if the stack is empty before Pop is
called. This conclusion is obtained by analyzing the Pop procedure body
(not provided here). As Pop is called after Push, this conclusion is
derived from the assertion “Stack empty after Push execution”.
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e If no exception is raised by Push, the procedure execution was concluded
normally. So, an element was memorized in the stack which is therefore
not empty.

In conclusion, an Underflow can be raised by Simple_Example if E
and not (E) is true, where E = “Stack empty after Push execution”. This
contradiction leads to conclude that the root event is false; hence the
considered failure cannot occur.

7.11.3 Use of the FTM

Generally, the Fault Tree Method does not lead to conclude that a failure
is always true (that is, the product is always failing), or always false (the
failure will never occur). This method provides a Boolean expression which
defines the cause of the failure. For instance, Figure 7.18 specifies that:

failure = (EVT3 . EVT4 . EVT5) . (EVT6 + EVT7),

where ‘.” and ‘+’ represent the AND and OR operators.

Partial knowledge on the basic event values allows to reduce the
expression. For instance, assume that EVT4 is always true and that EVT6 =>
EVT7. Then, this expression becomes:

failure = EVT3 . EVT5 . EVT6

This result will be used by most of the fault handling techniques. For
example, the occurrence of the basic events must be prevented, or the faults
that make the expression true must be detected and removed. This
expression also gives the circumstances of the failure, information very
useful to design a fault-tolerant product.

Let us note again that this method has also quantitative assessment
applications. Indeed, if probability values are associated with the basic
events, it is possible to apply probability compositional rules (to treat the OR
and AND nodes) in order to deduce the probability of any event in the tree,
including the failure occurrence probability. Exercise 7.7 uses this method to
calculate the reliability of a redundant system, and to compare the results
with those obtained by the reliability block diagram method.

712  EXERCISES

Exercise 7.1. The ‘fault — error — failure — detection — repair’ cycle

In Figure 7.8, place time intervals which correspond to fault latency,
detection mean time, then repair mean time. By supposing that the temporal
diagram results from a statistical study of the product behavior during
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several cycles of functioning, how can the MTBF (for repairable system) and
the MTTR be deduced?

Exercise 7.2. Reliability of a component

An electronic circuit has an exponential reliability with a constant A rate.

1. Calculate the mean time (MTBF or MTTR), as well as the R(z) value at
this mean time. Numerical value: A = 10,

2. Demonstrate that this MTBF/MTTF corresponds to the time which is at
the intersection of the tangent at the origin of the curve with the time axis
(as indicated by Figure 7.3).

3. Explain why A is similar to a ‘failure rate by unit of time’.

4. With another technology, the component has a failure rate equals to 107
What is the relationship of the probabilities of these two versions when
t = 10" hours?

Exercise 7.3. Composed reliability

We wish to study the reliability of a system constituted of 2 basic

modules (noted M;) interconnected according to diverse ‘series’ and

‘parallel’ reliability diagrams. The reliability of each module is modeled by

an exponential law with a constant failure rate A: Ri(t) = e -M.

1. Determine the reliability of a ‘series’ reliability diagram of these modules.
Calculate the global MTTF. Study the particular case where the two

failure rates are identical.
2. Carry out the same study for a ‘parallel’ diagram.

3. Consider the previous questions with A = 10, and compare the reliability
of these structures at time ¢ = 1000H.

Exercise 7.4. Comparison of two redundant structures

Figure 7.21. ‘Parallel-series’ and ‘series-parallel’ structures

1. Study the reliability of the two systems which are represented by the two
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reliability diagrams in Figure 7.21, noted as Spgs and Ssp, knowing that all
the modules have the same reliability.

2. Which of the two organizations has the best reliability?
Exercise 7.5. Safety analysis on a Markov graph

Consider the graph in Figure 7.22. From the initial state 1 which
represents a behavior without fault, the system degrades with the appearance
of faults; it evolves towards the states 2, 3 and 4 which are failing states. On
the contrary, protective and repair mechanisms are going to make the system
evolve towards better states, for example the state 3 towards the state 1! The
arcs between states indicate the hourly rate of evolution (probabilities): p/,
p2, p3, p4 for the degradations and r!, r2 for the corrections and repairs.

Study the evolution of the graph from state 1 towards state 4 which is
here supposed to be catastrophic.

Figure 7.22. Markov graph
Exercise 7.6. Representation of a system by a stochastic Petri net

We modify the specifications of the system studied in Example 7.3. The
spare unit has a failure rate A, and a repair rate ;. When an active unit has
been detected faulty, this unit is repaired with a rate L; this repaired unit can
then replace the spare unit.

Represent this redundant system with a stochastic Petri net.

Exercise 7.7. Fault Tree and Reliability Block Diagram

Use the FTM to calculate the reliability of the redundant system of Example
7.4. Compare with the Reliability Block Diagram method.



THIRD PART

FAULT AVOIDANCE MEANS

During the first part of this book we identified the sources of the
problems which can affect a product in its applicative environment. In the
second part, we firstly introduced he approaches allowing faults and their
effects to be mastered: fault prevention, removal and tolerance techniques
used or acting during a product life cycle. Then, the dependability
assessment means were presented. Finally, we developed the basic notions
relative to redundancy, which are necessary to implement the means
allowing dependability impairments to be resolved.

In the third and fourth parts we will refine the methods and techniques
which allow us to get rid of faults and their internal and external effects.
The groups of technique relative to fault prevention and fault removal,
known as fault avoidance, are presented in this third part, as they are
closely tied to one another. The groups of techniques relative to fault
tolerance will be studied in the fourth part of this book.

The writing of these chapters was rather problematic from the author’s
point of view: how detailed should the presentation be? For example, just
the functional and structural testing methods, which provide dynamic
analysis of systems in order to detect faults, could by themselves justify
an entire book. However, a too detailed description of this subject (as with
the others) would not offer an overview of the problems and means of the
dependability, which is the aim of this book. We have therefore had to
maintain a good equilibrium between the principles and the detailed
techniques.

The first two chapters of this part are dedicated to the avoidance of
functional faults during the specification (Chapter 9) and during the
design (Chapter 10). Then, Chapter 11 deals with the prevention of
technological faults. The last three chapters offer a more detailed analysis
of the techniques to remove technological faults: an overview of the
problems and solutions in Chapter 12, the development of some
significant techniques in Chapter 13, and an introduction of design for
testability techniques in Chapter 14.




Chapter 8

Redundancy

Whether in the form of traditional error detecting and correcting codes
used in transmission systems, in the form of more specific codes such as the
m-out-of-n code or arithmetic codes, or even in the form of task duplication
techniques with majority vote or type feature of programming languages,
redundancy is omnipresent in almost all dependability techniques. In this
chapter, we introduce this concept and the associated notions. They will be
used later on in the following chapters of parts three and four.

Whether natural, intrinsic, or on the contrary, artificial (e.g. introduced
during design), redundancy is a universal property of all systems,
independently from their functionality. It can be found in computing,
linguistic and biology domains for example. Redundancy basically concerns
system’s structures by adding more components than necessary. However, it
also concerns their behavior, i.e. the input-output relationships, the meaning
of human language sentences, or also the semantic of the statements of a
programming language. We will observe that the word redundancy is
sometimes ambiguous. On the one hand, it can have a pejorative meaning by
qualifying that is useless, or even harmful to the dependability. On the other
hand, it has sometimes a positive meaning by allowing the detection and/or
correction or else the compensation of errors.

We will analyze the two fundamental forms of redundancy:

e functional redundancy,
o structural redundancy.

We will discuss the possible applications of these forms in order to
detect, correct, or tolerate faults. These applications will be described in the
third and fourth parts of the book.
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8.1 FUNCTIONAL AND STRUCTURAL
REDUNDANCY

8.1.1 Linguistic Redundancy

The word redundancy comes from the Latin word redondare which
means plentiful, overflowing. Therefore, the meaning tends towards excess
and what is superfluous. Thus, the attribute redundant often qualifies what is
useless. We are therefore very far from the objectives of the dependability.
Its interpretation with a positive sense is actually very recent, principally
with the use of error detecting and correcting codes for transmissions.

We say that a product or system presents redundancy if some of its
constitutive elements are not necessary to perform the normal
input/output relationships.

We will define the two terms elements and normal input/output
relationships in the case of computing systems. But before that, in order to
introduce the two forms of the redundancy, we analyze some examples
coming from the linguistic domain.

The sentence ‘men men are are mortal mortal’ clearly demonstrates a
structure redundancy, known as syntactic redundancy. This redundancy
does not however affect the understanding of the sentence. Naturally, the
non-redundant phrase is: ‘men are mortal’.

We consider the following set of three sentences:

Socrates is a man,
men are mortal,
Socrates is mortal.

Any of these sentences read individually does not present syntactic
redundancy, however, the third one is semantically implied by the two
others: this is a case of syllogism. Thus, we notice a second type of
redundancy known as semantic redundancy.

Many words in human languages can be modified without harming their
understanding; to remove for example, a letter r in the word terrible will not
change the meaning at all. This type of redundancy is considered as useful or
non-useful, according to the understanding of the person who reads the
sentence: this person is known as the receptor. Removing these letters only
reduces the readability. For example: men ar mortl is generally more
difficult to understand, but it remains understandable.

All these redundancies induce a growth in the cost of syllables, words, or
enunciation time. They have appeared spontaneously in all human languages
for varied reasons, logical and historical.

The effects of redundancy in language are antagonistic in two ways:
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¢ reduction of the readability and comprehension by making the text longer
and more complicated (this is the case for example with periphrases): to
make clear by avoiding redundancies,

e on the contrary, reduction of the comprehension errors due to phonetic
changes, due to noise made by the environment, due to a receptor’s lack
of knowledge: to make clear by repetition.

To conclude, the unnecessary elements introduced in the definition of the
term redundancy are syntactic parts or semantic information of the
sentences. A text is a structure which is scanned by the reader who deduces a
meaning. Scanning and meaning define the input/output relationships. If the
meaning of the text is correctly understood, these relationships are qualified
as normal. Some text elements are redundant if their removal does not
modify the correct meaning. The repetition of lexicographic or syntactic
elements in the sentences is not necessary if the comprehension is good. On
the contrary, these elements are useful in case of a failure of comprehension.

For instance, consider a reader of the previous syllogism who has not
made the semantic correlation between the first two phrases and the last one.
Therefore, he/she has not concluded that Socrates is mortal. This deduction
is therefore brought by the third phrase, which is hence found to be useful
for the comprehension. In this example, illustrated by Figure 8.1, we see that
redundancy is a useful tool for increasing the quality of the comprehension
of the semantics of the sentences, but that it is difficult to master.

Figure 8.1. The two aspects of redundancy
8.1.2 Redundancy of Computer Systems

In the context of design, production and use of electronic products, we
will also often meet difficulties when trying to master the redundancy and
distinguish its positive and negative aspects relatively to the dependability
requirements. The redundancy of electronic system also presents two forms
(Figure 8.2):
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® functional redundancy which corresponds to semantic redundancy in the
case of linguistics,

e structural redundancy which corresponds to syntactic redundancy in the
case of linguistics.

Figure 8.2. Functional and structural redundancy

The functional redundancy of a product is a characteristic of its external
behavior in its functional environment: certain input values or sequences are
never applied whilst the product could react, or certain output values and
sequences are never produced by the product during its functioning. A
simple example is that of a system adding two 1-digit decimal numbers. The
result obtained is a two-digit number, but only the configurations between 00
and 18 are possible: redundancy in this case concerns the output values (19,
20,..., 99) which cannot appear in reality, whereas the dimension of the
output would potentially permit them (see Figure 8.3).

Figure 8.3. Simple examples of redundancy

This type of redundancy is also due to constraints between inputs and
outputs: for example, if a sub-program calculates the greatest value of a list
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of numbers provided as inputs, the property ‘the greatest value belongs to the
initial list’ expresses a functional redundancy: not any value can be normally
returned by the product; the output value is constrained by the input values.

Whereas the functional redundancy characterizes the external behavior of
a product, the structural redundancy depends on its internal structure: there
is more hardware of software than necessary. The duplication of two circuits
with identical outputs is such an example. This is a duplex technique studied
further on and illustrated in Figure 8.3. There are twice as many transistors
or logical gates than are strictly necessary.

In the software domain, the definition of a constrain type such as
‘subtype Shoe_Size is integer range 28 .. 46;’ in a program
also constitutes a structural redundancy. Indeed, only the type integer is
necessary to generate the memory allocation of variables of this type as well
as the arithmetic operation code (+, -, *, /). The constraint ‘range 28
46’ will generate assembly instructions, which are useless where the
function is concerned. If no fault is committed upstream the program, these
instructions do not serve any purpose: they constitute a structural
redundancy. However, such a redundancy is clearly useful in order to verify
the type of values provided to or calculated by the program, and to detect
possible errors.

These two types of redundancy are complementary: a product can present
structural and functional redundancy at the same time. The two following
sections develop these notions for hardware and software systems.

8.2 FUNCTIONAL REDUNDANCY

From a purely functional point of view, the product to design and then
implement carries out a certain treatment of information provided by the
functional environment via the inputs. This product treats this information,
then it sends back the results transmitted to the environment by the outputs.
Functional redundancy is going to qualify the product’s behavior relative to
its inputs/outputs relationships.

A product has functional redundancy if:

- some theoretically possible input values or sequences are not
applicable according to the product’s specifications,

- some theoretically possible output values or sequences are not
produced according to the product’s specifications,

- some theoretically possible input/output values or sequences never
occur according to the product’s specifications,
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This definition conforms to the general definition of redundancy given in
8.1.1. It considers as elements the input and/or outputs values, and as normal
situation a correct usage and/or functioning. This kind of redundancy, is
independent of the product design and implementation, as it concerns the
product function. The modeling tools allowing this redundancy to be
characterized are studied in this section.

8.2.1 Static Functional Domains

Imagine that a product P has n inputs and m outputs whose values are
expressed in any numeration base (binary, decimal or other) B = {0, .., b}.
The values taken by the inputs (and the outputs respectively) are called input
vectors (and output vectors respectively). We suppose that this product
could be a combinational or a sequential system. The output values of a
combinational system only depend on the applied input values, whereas the
output values of a sequential system depend on the applied input values and
the internal state which expresses the system’s behavior by a finite state
machine.

Us; and Uy are the stfatic universes of all the possible theoretical input
and output vectors. For example, a product which has n = 3 binary inputs
and m = 2 binary outputs possesses:

— astatic input universe with 8 vectors Us; = {000, ..., 111},

— and a static output universe with 4 vectors Us, = (00, 01, 10, 11).

8.2.1.1 Static Functional Domain of Inputs and Outputs

The static behavior of the product introduces the notion of static
Junctional domain. We call:

e static input functional domain, noted Dy, the set of the vectors applied
to the product by the environment, as defined by the specifications, that is
to say without faults in the environment: Dg; < Ug,

o static output functional domain, noted Do, the set of the product’s
output vectors which result from its activity, as defined by the
specifications, that is to say without product failure: Dgo < Usp.

A combinational system is characterized by a mathematical application
from the Dg; domain in the Dgp domain, as illustrated by Figure 8.4. For
each vector applied at the input, the system gives an output vector.

A static (input/output) functional domain is redundant if and only if
it is strictly included in its static universe.

This implies that certain vectors of the static universe are not part of the
product’s specifications defining the product relationships with the
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functional environment. This is symbolized by the crowns in light gray in
Figure 8.4. We define the static (input/output) functional redundancy rate
as (size ( Us, ) - size (U, )) / size ( Us, ), where x = I for inputs and x = O for
outputs.

Figure 8.4. Static domains of a combinational circuit

Example 8.1. Decimal adder

Let us consider a decimal adder which receives two 1-digit numbers a
and b and provides the result ¢ on two decimal digits. Whether implemented
in the form of a hardware or software system, this product presents a
functional redundancy of the outputs, as illustrated by Figure 8.5.

Figure 8.5. Decimal adder

Indeed, assuming that all the configurations applied to the input are
possible, the static input domain does not present redundancy (Ds; = Us;). On
the contrary, ¢ has two digits. Therefore, the output universe has 100
numbers whilst only 19 of them (the numbers between O and 18) will
effectively be calculated by the product. Thus, there is an output redundancy
of 81% of vectors!

Functional redundancy is an interesting concept. For instance, it allows
the detection of failures that imply an output of the functional domain. In the
case of the previous example, an observer placed at the output of the decimal
adder can detect a failure by checking that the result effectively belongs to
the output domain: ¢ < Dso. Thus, the result ¢ = 56 is perceived as a failure.
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Therefore an internal fault exists in the product, but the location of this error
is unknown for the moment. This failure defines a class of equivalent faults
from the external observation point of view (Figure 8.6).

In the third and fourth parts we will present several examples of
functional redundancy applications, and show how this notion increases the
system dependability, notably in the case of software.

A ]
b —|

Ce {6,18}?!

Figure 8.6. Observation of the adder

8.2.1.2 Static Functional Domain of Input/Output Relations

In the previous section, redundancy concerned either inputs or outputs. In
a more general way, functional redundancies exist which correlate the input
and output domains. Thus, we define a tuple of input and output universes,
noted as Ugo = Ug x Usp. The input/output domain, noted as Dyg;o, comprises
the set of all possible vectors in Ugo. A product has an input/output
functional redundancy if Dg;o C Uspo.

Example 8.2. Search for the greatest number of a list

Consider a system which receives 4 natural 1-digit numbers and which
gives out the greatest number. The input universe has 10* vectors {0000, ...,
9999}, and the output universe has 10 vectors {0, ..., 9}. Consequently, the
input/output universe contains 10° vectors. The input/output domain has only
10* vectors, because for each input vector the product only provides one
single output value which is one of the entered numbers. Consequently, the
input/output static functional redundancy rate is 90%, whereas no static
redundancy is revealed (neither at the input nor at the output).

8.2.2 Dynamic Functional Domains

What we have just discussed regarding static function (in terms of
vectors) is also relevant for the dynamic behavior of sequential systems.
Now, we no longer deal with the input and output vectors but with the input
and output sequences of vectors. We assume that all these sequences are of a
finished length. Thus, we name the set of all these theoretical sequences
which can be formed with the input and output sequences, the dynamic input
functional universe (Up;) and dynamic output functional universe (Upo).
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With the same generalization used for static domains, we define the dynamic
input/output product functional universe by Up;o = Up; x Upop.

8.2.2.1 Dynamic Functional Domains of Inputs and Outputs

The dynamic input functional domain, noted as Dy, is the set of the
input sequences applied to the product by the environment,
conformably to the specifications: Dp; < Up,,

The dynamic output functional domain, noted as Dpo, is the set of
the product’s output sequences resulting from the product activity
conformably to its specifications: Dpp < Upp.

A sequential system is characterized by an application of the dynamic
input domain in the dynamic output domain.

As for static domains, we say that a dynamic input domain or a
dynamic output domain is redundant if and only if it is strictly
included in its universe.

Example 8.3. Binary counter

Let us consider a 4-bit binary asynchronous counter. Each time it
receives a pulse on its asynchronous / input, it increments a memorized
value and sends it to the O output in the form of a 4-bit number. We note this
operation: Oj,; = O;+ 1 [modulo 16]. Such a circuit is used for example to
count the number of objects which cross a certain space. The analysis of
static input and output domains shows that there is no static redundancy;
indeed, all the input values are applied, and the counter can take any of the
16 output values. On the contrary, if we determine that the dynamic output
domain has sequences of length 2, we obtain the couples (0;, O;+1) modulo
16, that is 16 different couples, whilst the dynamic output universe for length
2 sequences has a cardinality of 16x15 = 24. Therefore, the redundancy rate
is more than 93%.

1 —»| Counter

Figure 8.7. Observation of the counter

As in the combinational case of Example 8.1, we can use this redundancy
by placing an observer at the product’s output which memories the output’s
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two successive values and detects any dynamic domain violation (Figure
8.7). These failures are created by a class of faults which depends on the
product’s design. Hence, the functional redundancy is exploited to detect
errors by means of an automatic observer which is itself redundant according
to the normal functionality of the counter.

Example 8.4. Control software module

Let a sub-program, which, at each call, acts on an external process (for
example an engine) by an output variable which takes alternatively the two
values ‘On’ and ‘Off’. These values provoke the running and stopping of the
external process. If we consider the output sequences of length 2, the
dynamic output universe is {(On, On), (On, Off), (Off, On), (Off, Off)}.
However, each sub-program call aims at changing the state of the external
process. It stops if it is the running and makes it run if it was stopped.
Therefore, the dynamic output domain only comprises of two values: (On,
Off) and (Off, On). There is a dynamic redundancy rate of 50%.

8.2.2.2 Dynamic Functional Domain of Input/Output Relations

We call dynamic input/output functional universe, noted as Up,p, the
set of sequences Up; x Upo.

As for the static domains, we define the dymamic input/output
Junctional domain, noted Dpy, as the set of input and output
sequences which are in conformance to the specifications.

We say that there is a dynamic functional redundancy if Dp,o is
strictly included in Upyo.

We consider Example 8.4 again. We suppose that, in addition, the sub-
program named ‘Control’ switches off automatically the process after a
delay D (it acts as a timer). This, for example, could be implemented in Ada
language using a task and a variable of type ‘duration’ (which allows the
time to be managed). The input universe has two values {Control sub-
program call, D}. This last D value symbolizes the fact that a D duration has
elapsed since the last call of Control. In this new context, the relations
correlating the inputs and outputs lead to a dynamic input/output domain of
length 2 that can take the values:

o {(Control, On), (Control, Off)}, {(Control, Off), (Control, On)} if the
interval between the two Control calls if inferior to the D duration,

e {(Control, On), (D, Off)} in the opposite case.
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8.2.3 Generalization of Functional Redundancy

To sum-up the previous explanations:

A product possesses a static functional redundancy if one of its static
functional domains is redundant.

A product possesses a dynamic functional redundancy if one of its
dynamic functional domains is redundant.

When a deterministic finite state machine describes the behavior of the
system, the output value results from the input value and the current value of
the internal state. The theory of languages shows the equivalence between
certain expressions of input/output sequences (language) and the automaton
model. Redundancy expresses itself in terms of states and/or arcs non-used
by the functioning of the product: for example, it is impossible, from an
initial state to lead the automaton describing the behavior into a state which
is however part of its specifications. Example 8.5 illustrates this notion.

Another (and independent) extension of functional redundancy leads to a
probabilistic vision of the domains. We end up with more general studies
which belong to the domain of the theory of information and its applications
in the detection of errors. Indeed, as the reader could ensure by treating
Exercise 8.1, the adder’s output domain of Example 8.1 presents a non-
uniform spectrum of the probability of occurrence of output vectors. This
knowledge can be exploited in order to decide the likelihood of the
frequency of appearance of a given vector; thus, the value ¢ = 9 has to
statistically appear 10 times more often than ¢ = 0 or ¢ = 18. The studies,
which analyze these probabilistic aspects, will not be developed in this book.

Example 8.5. Redundancy of a FSM

Figure 8.8 shows an example of a redundant 4-state automaton. Let us
suppose that the initial state is state 1, and that the inputs are constrained by
the property ‘the input c is never applied after the input b’.

Figure 8.8. Redundancy at FSM level

With these conditions, it is easy to show that the arc from state 3 to state
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1 is redundant, as it will never be used. State 4 is also redundant, as it cannot
be reached from state 1: it is called an unreachable state.
A variation of this FSM will be studied in Exercise 8.2.

8.2.4 Redundancy and Module Composition

The design- process, which structures a system into interconnected
modules, frequently introduces functional redundancy because of the
constraints due to the relationships between the modules.

The general problem, not developed in this book, can be expressed on the
structure of Figure 8.9 which comprises a father module M, structured into
two interconnected son modules, M; et M,. We know the global function of
the father and the structure of the interconnection between the two sons. We
suppose as well that the module M, is reused from another application. The
module M, can present redundancy due to:

¢ the constraints of use of module M;, which are more restrictive than those
predicted during the design of M;: all value sequences admissible by the
M, are not applied to the external input /, of M),

¢ the constraints on the value sequences stemming from M,: all the internal
input value /; sequences admissible by M; are not produced by M,.

Figure 8.9. Reusability

The functional redundancy of structured systems can be formally
analyzed using two operators: the fusion which determines the father’s
functioning by the composition of the son’s functioning and the emergence
which searches for the son’s function used at the father’s level.

e The fusion operator combines the behavior of the two son modules:
M’ = M; ¢ M,, the operator ¢ being the composition operator and M;,°
being the effective functioning of M;, resulting from the interactions
between M; and M.
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The emergence operator determines the behavioral part of M; which is
actually used in combination with M, to produce the behavior of M;:
M= Em (M;, Mp,).

There is a functional redundancy with regard to the module M; if:
M;> Em (M;, M;3) and/or lf(M]CMz) > M.

8.3 STRUCTURAL REDUNDANCY

8.3.1 Definition and Illustration

Independently of the functional redundancy associated with the
specification of a product, the design stages which provide a structured
system can introduce another type of redundancy: the structural redundancy.

A system presents a structural redundancy if its structure possesses
certain elements which are not necessary to the obtaining of a
behavior conform to the specifications, assuming that all the structure
elements have a correct functioning.

For instance, structural redundancy of the implementation model
corresponds to an overabundance of the resources used, in terms of:

e hardware (logical gates, electronic components or integrated circuits),
e software (statements, functions, procedures, data or objects),
e time (execution time of the algorithm and/or the circuit).

Whatever the system studied is, a theoretical design exists, sometimes
inaccessible, which minimizes the resources used. Each additional element
introduces structural redundancy, whatever the reason. This can be due to a
non-optimal design, or even due to a voluntary duplication of the modules
allowing the detection of errors, etc. Of course, the hardware aspects of this
redundancy concern the physical components (for example electronic
circuits). The software aspects concern the programming primitives
(statements, variables), and the used software resources (operating system,
etc.). Finally, the temporal aspects are relative to the product’s execution
time, whether hardware or software technology. We should note that these
temporal aspects could be observed externally to the product. However, we
include them in the structural redundancy when they are induced by the
implementation means (circuits, programs) and not by the functional
environment.

In the following sub-sections, we distinguish several forms of structural
redundancy:
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¢ on the one hand, between passive redundancy and active redundancy,

e on the other hand, between separable redundancy and non-separable
redundancy.

8.3.2 Active and Passive Redundancy

8.3.2.1 Definitions

Structural redundancy is essentially studied on system model using
primitive elements: for example a set of electronic components (transistors
MOS), or logical elements (gates, Flip-Flops), or code lines. Redundancy
exists as soon as the number of these constituents is greater than the optimal
value: greater number of MOS components or gates, greater number of
statements or variables in a program. This is therefore a theoretical notion,
which, in many cases, is really very difficult to evaluate: in particular, the
optimal values are often inaccessible.

A product possesses passive redundancy if certain elements can be
removed without modifying the product’s behavior.

A product possesses active redundancy if the number of elements is
greater than the optimal value without direct possibility to removing
one of them.

An element is irredundant if its removal causes the system to be
functionally different

This distinction between passive and active redundancy is fundamental
regarding the consequences on the dependability in general, and on the test
in particular. The two following sub-sections illustrate these two notions on
systems implemented by means of logical gates or features of a
programming language.

8.3.2.2 Redundancy at Gate Level

The following examples show that the notion of active or passive
redundancy is fairly easy to understand in the case of combinational logic
circuits. This is more difficult to present in the case of sequential logic
circuits composed classically of a combinational part and storage elements
implemented by Flip-Flops (noted FF in Figure 8.10). We should note that,
even if the combinational part is irredundant, the complete sequential circuit
might have redundancy because of feedback loops created by the Flip-Flops.
Irredundancy of the combinational part is a necessary but non-sufficient
condition.
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Figure 8.10. Sequential circuit

Concerning passive redundancy, the gates as well as their input/output
wires are the elements considered. Before presenting examples of passive
redundancy, the notion of prime gate is defined:

A gate of a logical circuit is said to be prime if none of its inputs can
be removed without causing a functional change of the circuit.

Example 8.6. Passive redundancy: non-prime gate

The analysis of the function carried out by the circuit in Figure 8.11
shows that the input noted as X of the OR gate is redundant and can be
removed without changing the function f. Indeed, if the X input is present,
the f function is: f=a’.(a + b + ¢) =a’.b + a’.b. (where a’ is the logical
complement of a). If the X input is removed, the function is the same: f=a’.(
b+ c) =a’.b + a’b. This OR gate is therefore not prime, but it cannot
however be totally removed. Thus, this example shows a redundancy of one
input wire only.

Figure 8.11. Redundant wire

Example 8.7. Passive redundancy: redundant gate

We take the simple example of a logical circuit with 3 inputs g, b, ¢ and
an output f, carried out with elementary gates: f = a.b + a’.c + b.c. A
classical ‘SIGMA-PI’ realization of this function is shown by Figure 8.12: it
has 3 AND gates and one OR gate. This circuit is redundant because the
term b,c is useless in the f expression (a ‘consensus’ term derived from the
first two terms). Indeed:
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f=ab+a'.c+ bec=ab+a’c+ (a+a’)bc

=ab+a’.c+ abc+a’bc=ab+a’.c,

because the two last terms (a.b.c and a’.b.c) are included in the first two
(a.b and a’.c).

Therefore, this circuit is not optimal. It presents a passive redundancy, as
the gate b.c can be removed.

Figure 8.12. Passive redundant gate

Example. 8.8. Active redundancy of a logical circuit

We now show an example of active redundancy obtained by adding a
second output g on the previous circuit, such as g = a.b + a.c.

The realization shown by Figure 8.13 does not have passive redundancy,
as we cannot remove one of the gates without changing function f or g.
However, the term a.b, common to the two f and g outputs, could have been
shared between these two outputs (the dark gray gates in Figure 8.13). This
therefore is a case of active redundancy: all the elements are actively
employed to produce the outputs.

Figure 8.13. Active redundancy
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8.3.2.3 Redundancy in Software Systems

The structural elements considered here are the statements.

Example 8.9. Passive redundancy of a program

We analyze the following extract of an Ada source program:
j o= i
k := 1i;
We suppose that the compiler has separately translated each of these
statements into machine language by using an intermediate AX register. Thus
we obtain the following assembly program:

mov AX, @i coding ‘j := 1’
mov @j, AX
mov A¥X, @i coding ‘k := i’

mov @k, AX

The third instruction in assembly language, ‘mov AX, @i’, is redundant
in a passive way, because AX already contains the variable i. This instruction
can therefore be removed.

Example 8.10. Active redundancy of a program

We consider a program extract shown in Figure 8.14 which computes the
average value and then the sum of a set of floating numbers memorized in an
array named Table.

Total := 0.0;
for I in Table'range loop
Total := Total + Table(I);
end loop;
Number := Table'Last - Table'First + 1;
Total := Total / float(Number);

Put (" the average value is: ");

Put (Total);

Total := 0.0;

for I in Table'range loop
Total := Total + Table(I);

end loop;
Put (("the sum of the values is: ");

Put (Total);

Figure 8.14. Redundant program
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To provide the sum, the gray part repeats the calculation carried out to
obtain the average. Thus, this program possesses a structural redundancy in
terms of its code lines. However, we cannot simply pull out the gray lines,
because the first accumulated value has been crushed by the average. This
redundancy’s suppression demands the program rewriting and the
declaration of a second variable named Average in which the average value
is assigned at line 6:

Average := Total / float(Number);

In a more subtle way, active redundancy is frequent when considering
program’s variables. Two variables of the same type can be used in different
parts of a program whereas one would suffice. For example, we could find
the following variables

The_Number_of_Registered_Passengers
and The_Number_of_ Boarded_Passengers

in an airport management software.

The use of two distinct identifiers instead of one (The_Number_
of_Passengers) renders the program more readable and also serves to
detect errors (when their values are different).

8.3.2.4 Redundancy and Dependability

A first consequence of the notion of passive redundancy concerns the
detection of faults. A redundant passive element may have faults which
cannot be detected from the inputs/outputs of the system: we say therefore
that this fault is undetectable or masked. Figure 8.15 provides an example
of such non-detection: the fault of the stuck-at ‘O’ at the redundant gate’s
output cannot be detected by observing f. Other examples are given in the
form of exercises at the end of the chapter.

Figure 8.15. Passive redundancy: undetectable fault

Passive redundant elements (superfluous in functioning) could have been
introduced involuntarily, for example because the method used had not
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optimized the design. On the contrary, we will soon find other examples,
which make use of passive or active redundancy in order to improve the
dependability of products. Hence, we will introduce automatic detection
mechanisms by duplication, or fault-tolerant structures by triplication.

In electronics, passive redundancy creates real problems for fault
detection or diagnosis (festing) because of the ‘masking’ phenomena that
have just been illustrated. We will find out about this problem later on, in the
third part of this book. When dealing with ‘stuck-at’ faults models of gate
arrays, the presence of a passive redundant element implies the existence of
such non-detectable faults; on the contrary, in the case of active redundancy,
all stuck-at faults can be observed as circuit failures for at least one of the
applied input vectors: in that case, the circuit is said to be rorally testable.

8.3.3 Separable Redundancy

In this sub-section we introduce another criterion to characterize
structural redundancy. A product presents a separable structural
redundancy if the redundant and non-redundant elements belong to distinct
modules in the product’s structure. Therefore, we are talking about:

® functional modules which refer to the modules containing the functional
elements,

e and redundant modules which refer to the modules containing the
redundancies.

On the contrary, this redundancy is qualified as non-separable if it is not
possible to separate functional and redundant elements into distinct modules.
The redundancy is thus integrated into the original functional modules.

Separable redundancy is typical of duplication and triplication
techniques. Each redundant module is also called version or replicate
module.

Figure 8.16. Separable redundancy: the duplex
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Figure 8.16 shows a redundant separable structure called a duplex. This
technique will be explained in the fourth part. The functional module is
duplicated and the two module’s outputs are then compared. An error is
signaled as soon as the results given by the functional module and its duplex
are different.

A criterion is often used to characterize separable redundancy:

e on-line separable redundancy (or hot standby),
e and off-line separable redundancy (or cold standby).

A redundant module is said to be on-line or hot standby if it is active at
the same time as the functional module. This is the case of the previous
example. The duplex is powered, and it receives the inputs and elaborates
the outputs in parallel with the functional module connected to the external
process. In Chapter 7, section 7.9, by using reliability block diagrams, we
studied the reliability of ‘parallel’ settings which correspond to this type of
redundancy.

On the contrary, a redundant module is said to be off-line or on cold
standby if it does not function at the same time as the functional module.
This module, called a spare, is only switched on when the primary module
fails. Putting this spare module into service corresponds:

e to the electric power on and/or input/output connection to the
environment for hardware implementation,

e to the execution or use of this module in the case of software
implementation.

Figure 8.17. Off-line separable redundancy

Figure 8.17 represents a simple example of this redundancy: module M1
is connected to the functional environment, whereas module M2 is switched
off, waiting to be activated. The C switch symbolizes this off-line waiting
situation; it can also represent a switch of the redundant module power
supply. It should be noted that in specialized papers the terms active for on-
line redundancy and passive for off-line redundancy are often used.
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8.3.4 Summary of the Various Redundancy Forms

Figure 8.18 sums-up the three main aspects of the structural redundancy:
® hardware, software or temporal,

® passive or active,

e separable or non-separable.

These criteria are independent. Numerous combinations of their values exist.
For example, the duplex is a redundancy of active and separable type of
hardware and software modules.

Figure 8.18. Structural redundancy

84 EXERCISES

Exercise 8.1. Functional redundancy of an adder

Consider the adder of Example 8.1 in section 8.2.1.1: C=A + B (‘+ is
here the addition operator).

1. We suppose that inputs A and B are two one-digit decimal numbers, and
that all (A, B) combinations have the same occurrence probability. We
want to analyze the probabilistic functional redundancy of this circuit.
Draw the probabilistic output functional domain and deduce the existing
functional redundancy. How can this information be used to detect
calculation errors?

2. The two numbers A and B are now in Natural Binary Coded Decimal
(with 4 bits): 0 = (0000), 1 = (0001),..., 9 = (1001). Knowing that the
inputs have the same probability, determine the input and the output
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functional redundancy rates of this system.

3. We suppose now that the two input numbers are binary with two bits, and
that an external constraint exists between these numbers: A < B.
Determine the input functional redundancy of this product.

Exercise 8.2. Functional redundancy of a state graph

The state graph of Example 8.5 is modified as shown in Figure 8.19. We
assume the same hypotheses as in Example 8.5:

¢ the initial state is state 1,

e the inputs are constrained by the property ‘the input ¢ is never applied
after the input b°.

Analyze this graph and determine its functional redundancies.

Figure 8.19. Redundant FSM
Exercise 8.3. Structural redundancy and faults

Consider the circuit of Figure 8.20 which has two inputs and two outputs.
Let us suppose that this circuit can be affected by stuck-at ‘O’ or ‘1’ of the
wires noted o and B.

1. Study the failures induced by each of these faults.
2. From this study, deduce structural redundancies.

3. Does this circuit present functional redundancy?

Figure 8.20. Redundancy of a circuit



8. Redundancy 197

Exercise 8.4. Structural redundancy of several circuits

1. Determine if each of the circuits in Figure 8.21, has passive and/or active
structural redundancies.

2. Work out the logical structures of the corresponding non-redundant
circuits.

Figure 8.21. Structural redundancy of several circuits
Exercise 8.5. Software redundancy and constraint types

We consider the following statements:
subtype Size_of_Shoe is new integer range 28..45;
P: Shoe_Size;
1. Does the declaration of a new type (new) instead of using the type integer
(P: integer) introduce a redundancy? If yes, is it functional or
structural? Is it active or passive?

2. Refer to the previous questions for the statement of the constraint:
‘range 28..45".

Exercise 8.6. Exception mechanisms of languages: termination model

Programming languages such as Ada offer mechanisms which permit the
detection of error occurrence and provoke the call to an exception handler
which terminates the interrupted execution.

Example:
procedure XYZ(. . .) is
~-- declarative part

begin

-- current body
exception
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when others => -- exception handling

end XYZ;

Analyze the redundancy characteristics due to the exception mechanism.
Is this redundancy: active or passive, separable or non-separable, on-line
or off-line?
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Avoidance of Functional Faults During Specification

9.1 INTRODUCTION

9.1.1 Specification Phase

The use of a product is fundamentally justified by the user’s needs. The
user possesses the initial motivation to buy or develop a product. In certain
cases, this motivation corresponds to a necessity. For example, the fact that
society does not accept accidents caused by the simultaneous presence of a
train and a vehicle on a railroad crossing, justifies the creation of a system
that avoids such accidents. Therefore, a product’s life has to naturally start
with the client’s or future user’s requirements (also called needs).

Then, this life cycle carries on with the product’s specification stage in
response to the previous needs. The previous example shows that one need
could involve radically different specifications: a level crossing, or a bridge
or a tunnel. The result of this stage is called specifications.

From the product’s specifications, we obtain the system by a descending
process known as design. This concerns a succession of stages, which are
going to structure a system using the specifications expressed at an abstract
level, to result in a system which is finally materialized as a physical
(electronic) product or a software implemented on a physical support.

This chapter focuses on the requirement and specification stages which
are at the origin of numerous faults. Their avoidance is fundamental, as their
detection during the design or production stages is generally very costly.

In Chapter 6, we introduced two approaches which permit fault
avoidance, that is to say fault prevention and fault removal. The objectives
of such means have been presented concerning faults which can happen
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during the creation stages. In this chapter, we present the practical
techniques to reach the objectives assigned to these means during the
requirement and specification stages. The integration of fault prevention and
fault removal techniques in the same chapter is justified by their
simultaneous use during the studied stages and their close correlations.
Figure 9.1 shows the location of these techniques in the life cycle.

Fault avoidance techniques used during design are considered in Chapter
10. The mastering of faults associated with the technology used (electronic
or software) to implement the product is discussed in Chapter 11 (fault
prevention) and Chapter 12 (fault removal).

Figure 9.1. Fault avoidance during the specification and the design

9.1.2 Validation and Verification

The primary vocation of fault avoidance means is to prevent fault
introduction during the considered stages of a system’s creation process
(here the expression of the requirements and of the specifications). During
creation stages, we have seen that the faults introduced were due to the
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method used to create the system (bad method and/or bad use of this
method). Therefore, we seek first of all to master this method. Secondly,
fault avoidance sets out to remove the faults introduced despite the
precautions implied by fault prevention. We then need to identify the
existing faults at each stage, in order to correct them. To do this, the result
(what has been produced) of the considered stage is analyzed.

Fault prevention techniques can be divided into two classes:

e techniques acting on the method used during the considered stage,
e techniques acting on the result or solution of the considered stage.

The techniques of the first class allow a product to be developed in a
correct way and to detect the erroneous aspects of the process used. Hence,
we will speak of validation of the method. For example, these means seek 1)
to limit the incertitude of the method, in order to eliminate potential
interpretation faults, ii) to limit the bad use of the method, in order to avoid
the faults associated with its use. The techniques of the second class help the
engineer to evaluate if the actual state of the developed product is correct.
These techniques involve what we call verification of the solution.

Figure 9.2. Design-Validation-Verification

Figure 9.2 synthesizes these two aspects. The statement of the problem
as well as the formulated solution depends on the stage in consideration. For
example, in the case of the specification phase, the statement is the
requirements whilst the solution is a specification model.

We have to say that the two terms ‘validation’ and ‘verification’ often
have a very similar meaning in current language. Opposed meanings to those
proposed could even be envisaged. However, in this book, we will consider
the meaning that has just been provided.

In the next part of this chapter, we present validation and verification
techniques associated with the stages of requirement expression (section 9.2)
and specification (section 9.3). The most popular verification technique, the
review, is explained in section 9.4.
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9.2 FAULT PREVENTION DURING THE
REQUIREMENT EXPRESSION

9.2.1 Introduction

The system’s specifications, that is to say the definition of a product to be
developed, are derived from the client’s or future user’s requirements.
Determination and expression of needs is difficult. This is probably one of
the reasons for which we talk of ‘need capture’ techniques. The faults
introduced in the expression of needs have two principal causes:

¢ abad interpretation of real needs,

¢ abad expression of needs which have been correctly understood.

In sub-section 9.2.2 we introduce a method which should reduce the
presence of the first type of faults. In sub-section 9.2.3, we then propose a
method in order to limit the occurrence of the second type of faults.

We present a simple and specific method for each of these two cases.
Numerous other methods exist. Unfortunately, we cannot go into greater
detail, as this would mean a book of an unacceptable length and a lack of
generality. Moreover, our goal is to focus on dependability issues. So, in
sub-section 9.2.4 we provide a way to evaluate the capability of methods to
produce correct expression of needs. The reader can use this to judge the
numerous other need expression’s methods available, so that his/her choice
is guided by the required dependability of the product to be developed.

9.2.2 Help in the Capturing of Needs

The needs are generally obtained by interviewing the client. To be
efficient, that is to say to produce non-erroneous needs, these interviews
have to be carried out with a certain method. One possible method consists
in leading the interviews by seeking the responses to five questions: What?
Where? When? Who? Why? The responses to each of these questions
permits classes of generic faults to be avoided, that is to say those which are
non-specific in the development of a certain product.

1. What?

We seek to define the entities upon which the future product has to act, as
the needs concern the user environment. This allows the detection and
exclusion of the elements which do not have relationships with the future
product. In effect, the client often has worries or other needs in mind which
he/she exposes but which should not interfere with the project; if not, they
lead to the analysis of erroneous needs.
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2. Where?

The objective of this question is to determine the localization of the
elements brought out by the previous question. The answers split the entities
into external entities (for example an electric signal which the product
should take into account), and internal entities (for example memorized data
which qualifies the product’s state). This question is fundamental as it
permits the separation of what should be inside the system and what should
already belong to its external environment. This issue becomes increasingly
critical in electronic systems due to their interaction with other systems
(electronic, mechanical, human, etc.). Therefore, it is essential to define the
location of enumerated entities in order to avoid starting a development
assuming, for example, that a piece of information is delivered to the system
by its environment whereas it should be computed by the system.

3. When?

This question aims at taking the temporal aspects into account. Where the
product’s internal entities are concerned, the response permits the expression
of the state’s sequencing. For the external entities, it defines, for example,
the sequencing of events which could arise and the actions which need to be
performed. For example, if a client desires a system which controls the
access to a protected room, the sequence ‘card entered - code captured - code
correct - lock open’ describes such a relationship between the entities.

4, Who?

The response to this question defines the actors which act on the entities
and the actors influenced by them. This could involve the external actors (for
example, the code is typed by the user) or the internal actors (for example,
the code’s validity is evaluated by the system). It permits the description of
the agents who influence or who are influenced by the entities treated.

5. Why?

The client has to justify the necessity of the elements expressed. The
response to this question allows, in particular, information to be perceived
which is relative to the client’s current preoccupations but which are not
related to the project. This question is therefore redundant with the others.
However, it permits each requirement to be analyzed again and verified.

9.2.3 Expression Aid

After having examined the first part of the method which concerns the
capture of needs, we should consider the second part which helps the
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expression of these needs. The availability of guides for such an expression
is in effect indispensable, as many faults arise during the expression process.
They are principally due to the high volume of information provided by the
client. The mastering of this great amount of information is carried out
according to two complementary approaches:

o the definition of entity families,
o the definition of abstraction levels.

The aim of the definition of the families of entities is to group the
elements of information into classes of the same nature. For example, if an
aspect of a problem concerns the scheduling of manufacturing activities, all
the information relative to this subject have to be regrouped. Indeed, the
client generally provides information in a disorderly way, that is to say
without structure. He or she passes from one aspect to another of the needs
as soon as an idea comes to mind, or when he/she remembers that a certain
aspect has been omitted. This phase provides a horizontal structuration of
the information, as represented by Figure 9.3 a).

Figure 9.3. Information structuration

The aim of the second approach is to organize the elements of a class by
detecting the hierarchical relationships linking them. For example, the
development of a bank management system requires the following pieces of
information belonging to a same class: bank account, client’s name, bank
balance, account holder’s address. They can, however, be organized in the
following hierarchical way. The bank account notion is more abstract: it
provides a reference to a client and his/her account: the client himself/herself
is defined by his/her name, his/her address, etc. The detection of the levels of
abstraction permits a vertical structuration of the information in each of the
classes obtained by the previous horizontal structuration into families.
Figure 9.3 b) represents such a vertical structuration.

These two methods of information organization prevent faults such as the
use of two different terms for the same notion. Indeed, these two terms can
be found in the same family where their equivalent meaning will be easier to
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perceive. In the same way, the natural language’s semantics being
ambiguous, the hierarchy permits the clarification of the belonging links and
therefore the fault detection through a comprehension of these links. For
example, is a client’s address an element of a bank account or does this
information belong to two families if a client has several accounts?

9.2.4 Evaluation of a Method

We have just described a simple method for capturing and expressing
needs. Many other methods exist, and to present them all would require
another complete book. Whatever the choice, the chosen method has itself to
be judged. This involves, therefore, a validation process which aims at
responding to this question: am I developing a product in the correct way?
The incorrect way could result from a bad usage of a good method (this will
be detected in the resulting product), or a correct usage of a bad method. We
are going to study the last point. It should not be forgotten that the
underlying idea of this analysis is that a bad method will undoubtedly cause
an erroneous model of the product. This method evaluation has to be done
using criteria. Where the expression of needs is concerned, we use the 8
criteria described below.

1. Facilitate the comprehension of the method

It is clear that a method can be effective in theory, but that in practice it
can be applied in an erroneous way (and therefore produce a faulty result)
due to the fact that it was badly understood by its user. Therefore, the
relative simplicity of the method of need expression and capture is a first
criterion of its efficiency for dependability purpose. This is the case of the
method presented in the previous section.

2. Systematize its application

The method has to clearly guide its user in order that he or she cannot
badly use it, but also so that he or she concentrates on the client’s needs and
not on the method itself (if it necessitates further analyses for its use). In
particular, it has to clearly separate the explicit different stages and define, if
necessary, their sequencing. The five questions regarding the capture method
and the two classifications of information received by the expression
method, which have been previously presented, have this goal.

3. Facilitate clarification of the problem

The aim here is to evaluate if the chosen method permits, or not, its user
to separate the problem posed by other parasitic information. We seek to
determine if the information retained is pertinent or not. In the previous
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method, the majority of the questions and the need to class the obtained
information concern, among others, this objective.

4. Facilitate clarification of the incoherence in the information
provided by the client

The method could be redundant, that is led to ask the same information
in several ways or possess the means to find relationships between pieces of
information. This is typically an objective of the fifth question of the capture
method proposed. The fact of asking why the client has a need does not
provide additional information necessary for the establishing of the future
specifications. The demand for a justification, however, allows detecting
useless pieces of information, or consistency problems.

5. Facilitate the communication with the client

The analysis of the needs, and then the definition of the system’s
specifications, are the only stages in the development process which permit a
dialogue with the client as well as the expression of an acceptance or
disagreement by the client. Only the system’s delivery will then be the object
of such an exchange. However, this last stage is too late to state a
disagreement. The method used to understand the client’s needs therefore
has to privilege the dialogue with the client.

6. Encourage the creation of documents

Documentation is an essential means of communication with the client.
Writing documents also provides a way for the designer to avoid faults by
obliging him/she to materialize (by a text) and thus analyze his/her
understanding of the needs.

7. Take the changes into account with ease

Whilst a method has to be rigorous and systematic, it also has to be able
to take modifications of the client’s information into account. Indeed, the
client can take advantage of successive interviews to define (and therefore
modify or precise) his/her own needs.

8. Provide means favoring the partitioning, abstraction and
projection of information

The five questions of the proposed method provide up to 5 projections of
information. The classifications permit the partitioning (by horizontal
structuring) and the abstraction (by vertical structuring).

Note. The information redundancy, which appeared in the previous
elements, can be perceived as harmful as they increase the work of the need
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expression and could lead to the creation of more faults. In reality, it aims at
mastering need expression and fault detection by stating inconsistencies. A
compromise between ‘not enough’ and ‘too much’ information is however
difficult to find.

Being always expressed by informal languages (for instance, English),
the requirements cannot be checked by automatic tools. Fault detection is led
by human appraisals. The most important approach is the review technique
which is useful to analyze the requirements as well as the specifications; this
approach is introduced in the next section, and developed in section 9.4.

9.3 FAULT AVOIDANCE DURING THE
SPECIFICATION PHASE

Once the client’s needs have been obtained, the engineer has to define the
system which he/she wants to propose to answer these needs. This work
leads to the expression of specifications. Here also, the faults relative to the
specification stage are due to three causes: a bad understanding of the
client’s or future user’s needs, the proposal of a system which does not
respond to the needs which have however been clearly understood, and a bad
expression of a specification which has been well thought out.

In order to avoid these faults, the engineers need adequate methods to
help them in their work. This work is approached in sub-section 9.3.1 for the
fault avoidance during the specification expression phase. Then, means
permitting the product’s specifications to be evaluated in order to remove the
faults are required. This is the object of sub-section 9.3.2.

9.3.1 Fault Prevention: Valid Method

9.3.1.1 Choice of the Modeling Tool

The work carried out during the specification phase consists in producing
a model which defines the product to be developed. This model is expressed
using a language (or modeling tool or even model by language abuse). This
work will be facilitated, and therefore the number of faults will be reduced,
if the chosen modeling tool offers features close to the concepts of the
system’s domain. For example, if a system’s behavior to be specified is
purely sequential, the use of a ‘finite state machine’ model is well adapted.
On the contrary, if it is necessary to represent parallel activities, the use of a
model such as Petri nets is preferable. The objective of the dependability
implies thus firstly an explicit and justified choice of a modeling tool.

It is here difficult to provide an exhaustive enumeration of such means of
modeling and criteria which define their suitability to application domains.
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Indeed, for each specific problem, it is necessary to determine its domain
and then choose the means of modeling. We should also note that this choice
problem is not particular to the specification model but will also be
necessary for the design models and the implementation models. For this
reason, we will tackle the selection technique for treating design in Chapter
10. We should only insist here on the importance of this choice on the
dependability of the systems produced. A non-adapted modeling tool will
without doubt lead to a complex modeling which renders the understanding
difficult and thus will create faults during the following phases.

Even if the modeling means is specific to each application domain, it has
to possess intrinsic qualities. For instance, it has to compensate for the
intellectual limits of all human beings, including the specification team
members. In particular, it has to allow abstraction expression in order to
obtain more or less detailed views to facilitate expression and understanding.
These permit the use of a limited number of abstract objects whose reality
will be defined in the ultimate stages. On the other hand, it has to have a
precise semantic so that a feature cannot be interpreted in different ways by
the system designers. The question therefore concerns the use of a formal
model. We make two remarks regarding this point:

e it is important that the models described from such a modeling means are
understandable by the client so that he/she can give his/her approval to
the definition of the specified product,

e it is essential that the modeling means used permit the expression of
different views (or abstractions) of the defined system, such as the
inputs/outputs, the behavior, etc., whose redundancies allow checking to
be done.

9.3.1.2 Mastering of Modeling Process

The knowledge about a modeling tool is not sufficient. Still with the
objective to develop a dependable system, the designer has to dispose of
guides helping him/her to transform the client’s needs into the system’s
specifications. He/she should use these guides and demonstrate their real
use. Here again, the guides which can be proposed depend on the modeling
tool used. For example, the reasons for using a given synchronization when
using Petri nets as specification tool are relative to this model feature and to
the classes of systems specified. In order to remain coherent about this
book’s objectives, we cannot provide a complete guide for a given model.
However, examples of information that should be contained in this guide
will be studied in Chapter 10 dealing with the design process, as an identical
problem exists. Indeed, such guides have one general aim: to help the
deriving of a new modeling from an existing modeling.
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9.3.2 Fault Removal: Verification of the Specifications

The aspects described in the previous section are associated with the
validation (how can a specification be produced in a correct way?). Once
produced, the specification has to be verified in a way which brings out
possible faults. This is the theme of this section.

9.3.2.1 Verification Parameters

Specification verification seeks to detect the presence of faults. To do
this, there are two approaches:

e the first one studies the system’s role by looking to confront with the
user’s needs,

e the second one carries an intrinsic judgment on the quality of the
specifications expressed, without being preoccupied with what they
express; the underlying idea is to think that an expression of bad quality
has a high risk of containing faults.

1. Specific fault detection (or conformity)
Specification verification can seek to detect two types of faults:
e faults which provoke characteristic errors of the modeling tool used,

o faults specific to the modeled system.

For example, the Petri net model allows the detection of a deadlock
between parallel cooperative activities. In the case of the use of a formal
modeling means, an automatic tool can perform the detection of these errors
which are characteristic of this modeling means. These characteristic errors
are qualified as generic. Following this, a human expert has to diagnose the
faults which are at the origin of these errors.

In the second case of faults specific to the modeled system, we will seek,
for example, to show if the modeled system can reach non-desired states
whose definition depends on the particular system considered. Thus, if a
system controls the barrier of a level crossing, the state ‘the train passes on
the crossing and the barrier is open’ is unacceptable. The client pays for the
development of a system which guarantees that trains and cars cannot pass
simultaneously (this is a need). Here also, the use of a formal model favors
the use of tools and thus reinforces the guarantee that such undesired states
will not occur, and therefore the faults which lead to it.

2. Qualitative verification

Specifications can be analyzed using certain qualitative criteria which are
detailed afterwards. These criteria are generic faced with the specified
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system and also with the modeling tool used. Here we judge the intrinsic
qualities of the information contained in the specification document. These
criteria therefore induce a third type of judgment on the modeling proposed.

The non-conformity to these criteria increases the risk of faults.

Consequently, contrary to the two previous evaluation types, this does
not make obvious precise errors but only signals the potentiality of faults.

In order to illustrate this, we will give some criteria and sometimes
advice in order to obtain the conformity to these criteria. Therefore, the fault
risk will be reduced and thus many faults avoided. These criteria concern the
semantic or the syntax of the proposed modeling.

Four criteria are generally associated with the semantics: non-ambiguity,
completeness, consistency and traceability.

e Non-ambiguity. Each element of the specifications should only have one
interpretation. One simple means to satisfy this criterion is the definition
of a glossary, and the verification that all its words are used in the whole
specification document according to the meaning given in the glossary.

e Completeness. We want to check that the specification predicts all
possible cases. Any missing information can indeed lead the designer to
substitute another information which is not desired.

e Consistency. We seek to establish that there are no conflicts between
several specification elements. The glossary is again useful.

o Traceability. The engineer has to express the link between the client’s
needs and the system’s specifications. A method which permits the
introduction of justification of the model’s constructs (here regarding
specification) will be presented in Chapter 10, but the exposed method is
applicable at every stage, including the specification.

Four criteria are associated with the syntactic aspects:

e concision: the specification statement should not contain useless
verbiage,

e clarity: the statement has to be easy to read (it does not mean that its
comprehension is easy),

o simplicity: the concepts manipulated have to be simple, in particular, the
number of these concepts has to be limited and they should be loosely
coupled,

e comprehension: the reading has to facilitate the understanding of the
semantics.

Note. The previous criteria apply also to design models. Neglecting some
specific features which will be signaled, we will find similar problems and
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thus similar solutions.

9.3.2.2 Verification Methods

In sub-section 9.3.2.1, we pointed out that the use of formal models
permits an automated analysis in order to detect the errors created by faults
associated with the modeling tool and the faults specific to the modeled
system (specific detection methods). When the model is ‘executable’ (e.g. a
program or a model that can be simulated), this model can be considered as a
product on which we can apply dynamic verification techniques which will
be discussed in the following chapters (the test techniques principally). An
analysis, generally performed by a human, has to then establish a diagnosis,
that is to say find the faults at the origin of the error.

Where non-executable models are concerned, the analysis is human.
Different methods exist: 1) review, 2) use of scenarios, 3) prototyping. We
mention below the principles of these three methods.

1. Review

The review consists in a human analysis of the contents of the
specifications. The reviewer may search for specific faults in the
specification model. If we look for faults in a qualitative manner, that is
searching for risks of faults, this review can only be carried out on a sample
of these contents. In this case, we reckon that the violation of the criteria, if
it happens on this sample, is without doubt repeated on the whole
specification, as it is due to a bad work method. A team independent from
the specification creation team can carry out this analysis, by studying the
associated documents. Notes raising real or potential problems are
transmitted to the specification creators so that they can provide
justifications or act to take these remarks into account. The specification
creators can also carry out the analysis during a presentation. The potential
problems are therefore directly raised. The two approaches can be combined:
an initial presentation reduces the study that is then refined in an isolated
manner by the people leading the review. As the review techniques are very
popular, they are presented in section 9.4.

2. Use of scenarios

From the specifications we derive input/output sequences which simulate
the possible interactions between the environment and the specified system.
These scenarios are then exposed to the client (or to the specification
designer) who either approves or disapproves them. On the contrary, if the
expression of need has already led to the expression of scenarios, they can be
applied to the specified system. We find ourselves therefore in the test
situation which will be discussed afterwards.
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3. Prototyping

Prototyping consists in deriving a tool from the specification document.
This tool simulates the system’s interactions, but it does not correspond to a
realization of the system. For example, the technological aspects of the
future system (execution hardware, input/output devices, etc.) can be
simulated in the prototype by software (data file, processing, etc) or by the
operator (whose reactions substitute the absent elements). The tool’s use by
the client allows the detection of understanding and expression errors of
his/her needs.

9.4 REVIEW TECHNIQUES

9.4.1 Principles

The review is a technique used to detect faults by analyzing the
documents produced at the end of one or several phases. This technique is
often used to examine the expressions of the requirements or of the
specifications. Indeed, reviews do not need executable models. Hence, this
allows partial and/or informal documents to be assessed. As a consequence,
this technique can be used early in the development process, in order to
detect faults as soon as possible.

The reviewer realizes four activities described hereafter.

1. He/she analyzes the current state of the system, but also of the process
followed to obtain it. In particular, methods, techniques, and tools
involved during the development stages can be judged, if the engineer
produces documents specifying his/her way of working.

2. He/she expresses his/her conclusion concerning, sometimes existing
faults, and often potential presence of faults. For instance, if global
variables are used in a multitask application, a great risk of bad accesses
to these shared resources exists. The reviewer has not to be sure of the
occurrence of these problems: he/she has just to notice their potentiality

3. He/she communicates his/her conclusions to the authors of the analyzed
documents, justifying his/her opinion.

4. He/she analyzes the reply and provides a final conclusion, as a set of
actions to be done. Frequently, many elements expressed in the first
opinion do not belong to the final proposed actions, as the authors have
explained why the suspected problems cannot occur. For instance, if
variables are shared by several tasks, the use of mechanisms guaranteeing
their mutual exclusion for access, and the use of techniques proving the
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absence of deadlock caused by these accesses, may not require additional
action.

Sometimes, the reviewer also checks that the specified actions were
actually applied.

In the following sub-sections, two techniques implementing the four
previous activities are presented: walkthrough and inspection.

9.4.2 Walkthrough

Walkthrough consists in a presentation by the engineer (the author, also
called the speaker) of his/her results (a system) and the process he/she used.
During this talk, the reviewer asks for questions to improve his/her
understanding and to express his/her opinion. The engineer answers and the
actions to be done are defined immediately. Hence, the four previously
mentioned activities are mixed together.

This technique has the advantage of training the reviewer. Thanks to the
questions that are immediately answered, the reviewer obtains a good
understanding of the system produced or the process. In particular, he/she
must not read numerous documents. So, this review does not spend a lot of
time, and therefore its cost is not prohibitive. For these reasons, this
technique is often used as a first step of a fault removal process.

However, several drawbacks exist. Based on a discussion, this review
process is not formal. The conclusions provided by the reviewer may greatly
depend on his/her personality and the personal influence of the speaker. The
review process may look like a bargaining whose results are hazardous.
Finally, the speaker often masks pieces of information, intentionally or not.
For instance, certain aspects are passed over in silence, as the speaker who
has not spend enough time on some aspects of its work knows that problems
may exist.

9.4.3 Inspection

Inspection is a review technique whose process is formalized by 9 steps.

1. Request for inspection by the developer, the client or an external
authority. During this first step, a leader is chosen.

2. Entry. The leader establishes the review feasibility. In particular, he/she
checks that all the useful documents are available.

3. Planning. The leader defines the inspection strategy (for instance, what
are the critical aspects), the tasks to be done and their scheduling, and the
persons who will carry out these tasks.
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4. Kick-off meeting. The leader presents the objectives and ascertains that
the selected experts understood their tasks.

5. Individual analysis. The experts search for actual faults or issues, which
are expressed on special sheets described hereafter.

6. Logging meeting. The experts are grouped:
» to enumerate the faults or issues noticed during their analysis,

> to bring out other problems or to cancel certain issues, thanks to the
knowledge of other experts,

» to define additional studies to be made.

7. Author answer. The author of the part of the system for which an issue
was signaled, answers. He/she may agree (if the fault actually exists) or
disagree, justifying his/her reply.

8. Actions to be done. The group of experts analyzes the answers and
decides if actions must be done.

9. Checking. The leader accepts or refuses the recommended actions, and
then he/she checks their realization. An action advised by the experts can
be rejected, due to the time of the money it requires. Therefore, the leader
and his/her firm take the decision after he/she has considered that other
actions have been applied to reduce the assumed risk, or that the potential
failure is not dangerous.

The pieces of information relative to each issue are put together on a
sheet which contains: a reference number, the expert name, the task
identifier (for example, the part of the analyzed document), the description
of the issue, the answer provided by the author, the conclusions of the group
of experts, and the final decision of the leader concerning the realization of a
recommended action.

Numerous criteria are used to analyze the documents during step 5
(individual analysis). They may be generic, by checking for instance if the
process standards or the document writing standards specified by the project
requirements were respected. For example, the capability of the requirement
capture or specification method to help the engineer is assessed by these
criteria. In this case, only samples of the documents are analyzed, as these
criteria detect a bad method which was certainly used during all author’s
activity. Specific criteria are associated with a particular handled problem.
For instance, if a specification document is reviewed, the reviewer checks
that expected requirements are taken into account by the specifications.

The review is a non-automated process, as humans lead it. However, this
approach is very efficient, as it highlight numerous erroneous situations due
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to actual faults. Moreover, it does not require the execution of a formal
model, so it can be applied on various documents and particularly during the
first stages of the development process of a product.

9.5 EXERCISE

Exercise 9.1. Requirement analysis

The following text was recorded during an interview: ‘“The
communication means must be mobile. It must be transported in cars, ... It
must have a maximized power autonomy, ... It must fit into one hand”.

Analyze this text to define the families of entities and their hierarchy.
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Avoidance of Functional Faults During Design

10.1  PRINCIPLES

Design is a complex stage of the creation of a product. It is potentially at
the origin of numerous functional faults whose prevention and removal are
quite difficult. The company /BM was the first industrial to publicly
recognize the difficult nature of design faults. A fault analysis carried out on
large operating systems of the 1970’s revealed that not only did a small
number of non-eliminated design faults exist, but also that the efforts made
to totally eliminate them did not necessarily converge: eliminating a fault
meant the appearance of other faults. This knowledge encouraged people to
study and to use new methods and techniques, providing an important
improvement of the product’s dependability. As an example of the result of
these efforts, the company Fujitsu announced in the 1990°s that their
software did not possess more than 10 faults on average per million program
lines at the end of the first design. Even if these figures do not come from an
independent organism, they are significant and should encourage the
learning and use of the techniques introduced here.

The design stage is a top-down process transforming the specifications
into a system. For example, the design of an integrated circuit successively
produces the behavioral, functional, logical, electronic and technological
models. Each model reveals new elements in relation to the previous level:

o from the behavioral to the functional level, we make appear the functions
to perform and their relationships (functional modules are introduced),

e by passing to the logical structural level, we reveal the block primitives
(gates, flip-flops, registers, arithmetic and logic units, memory, etc.),
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e by passing to the electronic level, we use the commutation entities
(transistors) and the electric power lines (which do not have any meaning
in the previous levels),

e by passing to the technological level, the circuit becomes a topology with
several technological layers: we encounter specific problems such as
geometric dimensions and routing between elementary components
(notably the power lines which have to be led to the processing places).

The same phenomena exist in the software domain where the behavioral
level specifies the expected behavior of the future product (according to the
HOOD and UML notations). This behavior is then expressed in the form of a
structure of objects (using other features of the same notations), which are
then transformed to the software level as a program written in a program-
ming language. The technological level is often transparent, as the designer
does not directly act either on the code generation or on the execution
environment (use of compilers, input/output libraries, real-time kernel, etc.).

The development process of industrial projects is often more complex, as
supplementary product integration stages exist at different levels. Let us give
as examples, the integration of a software into a given hardware and
software computing context, or even the integration of a module into an
already developed product. Moreover, the sequencing of the step is not
always linear (from behavioral level to technological level). Iterative design
methods exist which progressively take the specification elements into
account (incremental approaches). So, our splitting up of the design process
into four phases offers a simplified view. However, in all cases, the
transformations, which pass from one level to another, imply methods and
their associated models at each level.

Figure 10.1. Design - validation - verification process

The means used to prevent or detect faults have the same objectives as
those presented in the previous chapter for the expression of requirements or
specification. Hence, the general scheme is identical (cf. Figure 10.1):
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e use of an adequate method which permits a design model to be produced
in a correct way (validation),

e use of means which allow the correction of the model produced to be
ensured (verification).

The cycle ‘validation and verification’ is relevant for each phase of the
design process. We obtain therefore the structure drawn in Figure 10.2: the
design appears as a top-down chain of links, which, at each level, shows a
model transformation which has to be validated, and the model produced
which has to be verified. Thus, prevention and removal are closely coupled
since the detected and corrected faults on one level are then prevented for the
following levels. For example, the four levels represented in Figure 10.2 can
correspond to the four design levels of an integrated circuit previously
mentioned. This chain translates the development process by successive
structuration and refinement operations, from an abstract model until the
final structure of primitive components. The model of the obtained system at
a given stage makes the components appear whose specifications must be
analyzed at the following level. Very often, due to reuse of already designed
resources, this process is made more complex by adding a bottom-up process
which assembles the available components to produce the complete system.

DI Vi level 1
D2 V2 level 2
D3 V3 level 3
D4 V4 level 4

Figure 10.2. Multi-level design chain

Fault prevention is the first approach to consider. To put a validated
design method into practice, three aspects must be considered:

e choice of a good method,
e correct application of this method,
e and checking that this application was correct.

The term method encompasses the expression means (also called
expression tool, or modeling tool) of a design model, as well as the
development process which allows a particular modeling to be obtained. The
choice and the correct use of the modeling tool are studied in section 10.2,
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and the design process is tackled in section 10.3. The use of a validated
design method aims at preventing faults.

The second approach, fault removal, aims at verifying the model
correction. It is discussed in section 10.4. Section 10.5 details one of the
most important fault removal techniques: functional testing. Finally, section
10.6 proposes the study of some formal proof techniques.

10.2  PREVENTION BY DESIGN MODEL CHOICE

The general ideas introduced for the specification model remain pertinent
for the design model. Here also, the choice of the expression means has to be
carried out according to the characteristics of the system to be designed.
Indeed, the more the model features are close to the concepts to be modeled,
the more the design stage will be facilitated, and thus smaller the probability
of introducing faults will be, as the solution will be less complex. It is
difficult to develop this aspect without considering a particular application
domain. We provide two examples to illustrate this idea.

* In order to express that a system is reacting to the occurrence of events, it
is desirable to use a model integrating the notion of rask. The
asynchronous reaction (meaning here ‘in parallel with the current
processing’) to the occurrence of an event could easily be done by
specifying the reaction as a task and by associating this event with the
task. On the contrary, the use of a sequential model necessitates studying
when this event appears and inserting occurrence observation actions in
the sequential activity, which makes the proposed solution more complex.

e If the problem is expressed using constraints which link pieces of data,
then the use of the features offered by the CLP (Constraints Logical
Program) is well adapted.

The choice of the design model can be carried out by showing the
characteristics of the specified system to design, and by comparing them to
the characteristics taken into account by the considered design approaches.
This aim is discussed in the next section which tackles the design process.

The model has also to be capable of taking into account needs which are
not associated with the designed system, but with the design process itself.
We pointed out that this process is done by successive stages. The model
used must allow abstract notions to be expressed whose realization
(eventually partial) will be proposed at the following stage of design. If the
model allows the expression of ‘abstract data types by identifying only their
name and associated operations, it is possible for example to write at one
design stage ‘the abstract type Stack offers the operations Push (in X) and
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Pop (out Y)’, and to manipulate objects of this type in the designed model.
Then, in the following design stage, it is convenient to propose a realization
of this Stack

The means proposed to answer to the needs relative to the nature of the
system to be designed, and to those associated with the design process are
sometimes coupled. It is the case with the notion of Object which is
frequently used in software design. This facilitates first the expression of the
application’s entities (class notion), and then it permits. them to be
specialized (heritage notion). This answers the needs relative to the system’s
nature. For example, an ‘acknowledge’ window asking for a confirmation of
a request by clicking on the buttons ‘Yes’ and ‘No’, inherits the properties of
the generic class Window. This object notion is also a means associated with
the design process. Indeed, it permits the manipulation of abstract entities by
masking the means used during their implementation.

10.3 PREVENTION BY DESIGN PROCESS CHOICE

10.3.1 General Considerations

The choice of an adequate design modeling tool is necessary, but not
sufficient for the design of a faultless system. Indeed, faults can also be due
to the designer’s difficulty in deducing a correct modeling thanks to this
expression means. To do this, he/she disposes of a model at level I and a
modeling means associated with level I+1 (cf. Figure 10.1 and Figure 10.2).
Certain elements of the level /+/ model can be automatically generated from
the level I model. For example, if a level I model uses an abstract data type
expressed by its specification, this can then be reproduced at level /+1 where
its implementation is defined. Thus, the specification becomes the interface
of the designed component. Another example concerns the coding stage
(writing of programs using statements). Numerous tools generate parts of the
code, or skeletons of the code (Ada, C++, etc.), from the last design model.

However, the majority of the elements of a design model must be defined
by the designer himself/herself. Without looking for automating this work
(which would without doubt be in vain), there are two types of advice that
can be provided in order to limit the introduction of faults, that is to say in
order to create a correct model. The first class encompasses advice relative
to the analysis process (design guide), whilst the second concerns the
modeled system (expression guide). This last advice group being linked to
the way a model is expressed, they are associated with the method, which
justifies their presentation in this section. We are going to successively
examine and illustrate these two aspects.
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10.3.2 Design Guide

The model proposed at the end of a design stage has to combine features
offered by the modeling means. For example, these features are places,
transitions and arcs if we use Petri nets as modeling tool. These features are
loops, tests and sequences if we use an algorithm or a sequential
programming language as expression means.

The designer often meets the problem of knowing how to correctly
combine these features in the aim of creating a correct model. It could be
thought that the correction of this work (and therefore of the model) is
uniquely a knowledge gained from experience. This is, in fact, the case
today. However, we are going to see how this know-how can be formalized
in the form of advice which can be used by everybody.

These guidelines depend, on the characteristics of modeling tools used or
rather on the underlying concepts offered by these models (paradigm
notion). We cannot give an exhaustive list of guidelines, as, on the one hand,
we do not wish to treat a unique design model, and, on the other hand, this
would again necessitate too many pages. We are uniquely going to give an
idea of such guides by explaining their contents and contributions.

The person or team who proposes a modeling tool possesses an overall
vision of systems world. Indeed, as a modeling is an abstraction form of a
system, the features chosen to define a modeling tool are the elements
considered as pertinent by the authors of this modeling tool. These features
are supposed to be necessary for all modeling. Moreover, the authors have
introduced these features in order to take into account the whole set of the
specific characteristics of the domain of the considered systems. Remember
the example of the ‘Real-Time Systems’. One of this domain’s specific
characteristics is the necessity of taking the occurrence of asynchronous
events into account. To answer this need, design model creators have
introduced the concept of task. This example shows two points:

e firstly, the models are adapted to a class of systems, and the choice of a
particular model has to be carried out according to the belonging of the
considered system to this class (this point has already been discussed in
section 10.2),

e on the other hand, the introduction of modeling tool features has been
deduced from needs associated with a system class, this is the second
aspect which we develop hereafter.

If a designer knows the relationships existing between the features
offered by a modeling tool and the needs associated with the domain of the
considered systems, he/she possesses an essential aid to guide himself/
herself in this design. It suffices that he/she points out the needs of his/her
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particular problems in order to deduce the means, that is to say the features
to be used. If, for example, the analysis of a system specification makes the
existence of two events appear which have to create their own reactions
during independent occurrences, two tasks have to be introduced in the
design model. On the contrary, if a second event can only be taken into
account after the reaction to the first event, one single task has to be used.

In conclusion, knowledge on the syntax and semantics of the modeling
tool features is not sufficient for the designing of dependable systems.
Knowledge of the feature origins is also indispensable. It is therefore
desirable to dispose of guides which provide such information.

As well as the fact that these guides facilitate the deduction of a model,
they also make corrections easier and provide the trace between the elements
of the specification provided at each level /, and the elements of the design
model proposed at level I+1.

10.3.3 Expression Guide

10.3.3.1 Principles

Whilst reading section 10.3.2, the experience acquired by the system’s
designers seems useless since the previous guides are only stemmed from the
background of modeling means creators. This experience is on the contrary,
very important, but in another domain, and its formalization leads to a
second type of necessary guides. Indeed, despite the use of guides presented
in the previous sub-section, the designed models can still contain faults. In
particular, these are due to a bad comprehension of the system to be
designed or a bad expression of a designed model which has otherwise been
intelligently deduced.

Figure 10.3. Phases of a design process

The design process uses three consecutive phases (Figure 10.3):
1. the understanding of the model of the system to be designed at level I,

2. the analysis (deduction of the designed model),
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3. the expression of the designed model at level I+1.

We should note that, once more, we find the three causes of faults
relevant to the three aspects associated with the specification stage (see
Chapter 9).

The first phase is the understanding of the previous level / model and the
present state of the /+/ level modeling. Indeed, the modeling which stems
from a stage is not produced in one single attempt but necessitates a certain
period of time. Therefore, the designer has to make this design progress.
Numerous faults stem from the difficulty which the designers meet when
trying to master their own designed model during the whole design stage.

Then, an analysis phase is performed, which allows the modeling of level
I+1 using level I data to be intelligently conceived. The guides proposed in
the previous sub-section aim at avoiding faults associated with this phase.

We arrive finally at the expression of a designed model. Although the
intellectual analysis is correct, numerous faults are due to bad expression of
the correctly imagined solution.

The guides which we tackle in this part aim at avoiding faults associated
with phases 1 and 3. Here also, the advices which can be given depend
greatly on the modeling means used. In order to illustrate and put in concrete
form the introduced notions, we consider the programming language as a
modeling means. More precisely, in the two following sub-sections we
provide some advice relative to Ada language. These guides can be adapted
for other programming languages.

10.3.3.2 Understanding Improvement

Understanding is improved, and therefore the faults due to bad
understanding are avoided, by firstly using rules relative to the readability.
These concern for example, the following aspects of a programming
language:

1) lexicography,
2) self-documenting,

3) choice of kinds of words according to the type of identifiers.

1. Lexicography

For example, we could quote as advice relevant to the lexicography, the
use of identifiers constituted only of words whose first letter is in upper case
and separated by the symbol ‘_’. Example: Number_ Of_Sold_Tickets.
On the contrary, the language’s reserved words are written in lower case.
These rules highlight the words contained in the identifiers, that is to say the
entities or concepts introduced by the designers. Indeed, we should suppose
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that the language user knows well the language’s features (if ... then
else,while ..., etc.) which should then not be highlighted.

2. Self-documenting
Where self-documenting is concerned, we can quote three guides:

1. to pay attention to the meaning of the identifiers which have to be
deduced from their reading,

2. not to use the constant values in the program body but to explicitly
declare constant identifiers,

3. not to introduce comments to compensate for a loss of self-explanatory
information.

Example 10.1. Bad use

for I in 1..320 loop
-~ we process the payments to social security
-- 0of each employee
The I variable as well as the constants used in the loop (1 to 320) are not
clear. In addition, comments have been added to try to remedy the situation.

Example 10.2. Good use
for Member_Of_Insurance_Company in Employees’range loop

where the Employees’ range defines the list of employees. If these are
referenced by a number, we could have replaced this expression by
First_Employee .. Last_Employee, where First_Employee
(respectively Last_Employee) is an identifier of the constant which defines
the first (respectively the last) employee.

3. Choice of words

Now, let us examine the guides which concern the choice of words
according to the types of identifiers. For example, we advise the use of a
verb as a procedure identifier to make the active aspect of this procedure
explicit (execution of a processing when requested).

Other rules aim at facilitating the understanding of the semantic, for
example, with the use of the renaming feature to define the specific meaning
of a general notion in a particular context.

Example 10.3. Some rules

procedure Work_To_Be_Done(X : in Element)
renames Stack.Push;
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By this statement, each request for Work_To_Be_Done provokes a call
to the subprogram Stack.Push. The calls to the procedure
Work_To_Be_Done (Y) permits a better understanding of the action
performed, while the call Stack.Push(Y) leaves a semantic fuzzyness
which risks creating interpretation faults.

Here we have only given some guidelines relative to the improvement of
understanding to give the reader an idea of such rules and their contributions.
Once again, an exhaustive list of guidelines would require an entire book.

10.3.3.3 Expression Improvement

The designer introduces numerous faults when the model is expressed.
We will only quote one example, which is again illustrated at the
programming level. This concerns a trivial case: typing faults. The proposed
rules do not prevent these faults, but they facilitate their detection.
Moreover, the compiler can automatically do most of these detections.

Let us consider the rule: ‘Do not use constant values in the body of
program entities (subprograms, packages, tasks, etc.) and explicitly declare
these constants by identifiers’. According to this rule, the following program
extract:

Huhdred: constant integer := 100;

Rate := Value / Hundred;

is preferable to
Rate := Value / 100;

Indeed, if we type Hunderd instead of Hundred, this fault will be
detected by the compiler, which is not the case when a keypressing error
creates 1000 instead of 100. We could retort two arguments:

First point. A keypressing fault could have taken place during the
statement of the constant (Hundred : integer constant := 100;)
where 10 was typed instead of 100. This argument is true, but we estimate
that:

1. This risk is smaller because the designer is concentrated on one single
idea during this statement (the definition of a constant) whilst several
elements intervene in the assignment of the expression: definition of an
eventual complex expression, variable which will be assigned by the
result.

2. The detection of a keypressing fault is easier in the declaration of the
constant as the simple reading of Hundred: integer constant :=
10; would make react a reader whilst he or she would perhaps not react
to a statement like Rate := Value / 10;.
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Second point. ‘The proposed guidelines impose an increase in the size of
code, which is harmful to performance’. It is false in general. For example,
the explicit statement of a constant does not have any impact on the code
generated, as all the compilers substitute the constant’s value to its identifier
in the expression where the constant identifier intervenes.

This example also illustrates that certain guidelines can have
simultaneous effects on the understanding and on the expression. Indeed, we
have pointed out that the use of constant values in the program’s bodies is
negative for its readiness, while the use of an identifier of a constant gives
this constant a semantic and thus facilitates its understanding.

104 FAULT REMOVAL

After having avoided the introduction of faults thanks to valid methods
whose essential aim is mastering the design, we are going to examine the
obtained system to detect the presence of residual faults.

Some verification methods necessitate the specifications, some others
methods are led uniquely from the designed system (without referring to its
specifications). All these methods do not have the same demonstration
strength; they are spread out from a ‘partial functional simulation’ to a
‘complete formal proof’. They apply to the system, which has not yet been
fully designed or implemented by an implementation technology (hardware
and/or software), or sometimes even to the final product.

We are going to successively examine the verification techniques which
make use of the specifications (sub-section 10.4.1), and then the techniques
without specifications (sub-section 10.4.2). Each time, we will suppose that
the initial model is that of the specifications and the final model that of the
system obtained by the design process. However, it is clear that our
reasoning applies to any sub-stage of the intermediate transformation,
between level I and the following level /+1. We provide a panorama of the
principal verification approaches without entering in the detail of use of the
techniques introduced. However, to make this chapter clearer, we will detail
one of these approaches. Furthermore, section 10.5 develop the functional
test methods by using some examples, and section 10.6 introduces some
formal proof methods.

10.4.1 Verification with the Specifications

Three groups of techniques explained in the following sub-sections can
be imagined for design verification with a specification model:
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e by reverse transformation of the design model and comparison with the
specification model,

o by double transformation of the design and specification models into an
intermediate model,

e by double top-down transformations of the specification model into two
design models.

10.4.1.1 Reverse Transformation

This approach goes back from the design model of the system towards
the specification model by a transformation, and then compares the result

with the specifications (see Figure 10.4): V=D ~

The V ascending process has to be different from the descending design
process, in order to avoid committing the same fault twice. Furthermore, this
ascending process can be very complex as the specification and design
models are often of a very different nature. For example, how can a
structural electronic model constituted of interconnected transistors be
transformed into a finite-state machine model? Nonetheless, situations exist
where this transformation can be obtained automatically. This is the case
when the system is designed as an assembly of interconnected modules, each
module being described by a functional logical model (for example an
automaton) and the composition of the modules being made of synchronous
communications. Example 10.5 (cf. next sub-section) illustrates this
automatic transformation mechanism by automaton composition.

Figure 10.4. Verification by reverse process

On the contrary, in other cases the reverse transformation is made
difficult by the use in modules of constructions whose composition is
difficult. This is the case of the manipulation of data or constraints (see
Example 10.5). The inverse transformation operation is impossible to
automate if informal annotations are used in the design model. This situation
is very frequent because the models only consider one point of view (or
abstraction) of a system. The other aspects have to be added in an informal
manner. For example, the behavior of a subprogram, which should be
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developed in the next design stage, is simply described by a comment or
even just its identifier, such as:
Average_Computation(First_Value, Second_Value,
Average_Of_The_Two_Values)

This informal information is however indispensable and will intervene in
the following design stages where their meaning will therefore be formalized
as design model. However, as they are by nature informal, these pieces of
information cannot be automatically exploited in a reverse transformation.

Finally, even if we can obtain a reverse transformation automatically, we
must then confront the obtained model with the original specification model.
It is then often necessary to compare two different formulations of one
system: the specifications and the result of the reverse transformation. This
functional comparison is not always easy. The comparison of two automata
can be simple if they are structurally equivalent: we find the same states and
arcs. It is slightly more difficult when they are not structurally equivalent. A
common standardized and canonical form must be used.

This is a design proof if the reverse transformation and the model
comparison are formal. We insist again on the fact that, in practice, this
analysis is generally difficult to perform.

In the domain of integrated circuits, some methods use extraction
process. We start from the electronic layout structure and identify the gate
networks and other logical modules, as well as their interconnections. Then,
we extract the logical combinational and sequential functions to end up with
the original logical forms. The results are then compared with the logical
specifications (Boolean expressions or logic diagrams).

Example 10.4. Full-adder: logical extraction

Once again, we consider the simple adder already studied in Chapter 5,
with three inputs (a, b, ¢) and two outputs (S: sum, C: carry). Starting with
formal specifications in the form of logical expressions (S=a® b @ ¢, C=
Maj(a, b, ¢) = a.b + a.c + b.c), we have performed the design of this circuit
in two stages, as shown in Figure 10.5:

e evolution towards the functional level by using two ‘half-adders’,

e ecvolution towards the logical gate level, ending up with a circuit using
several NAND and XOR gates.

This logical design should be followed by an electronic level (by
replacing, for example, the gates by MOS transistor structures), then finally
by a technological level, leading to a layout, that is to say the flour planning
geometric definition of the final integrated circuit.

Now, we will proceed to a reverse operation: analysis of the logical gate
circuit, and extraction of the logical functions of the two S and C outputs of
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the adder. This extraction can pass through the intermediate stage noted as
‘functional’ used during the design. It is also possible to directly return to the
specification level. We find: S = a’.b.c + a.b’.c + a.b.c’ + a’b’.c’ and
R =a.b + a.c + b.c. These two logical expressions are finally compared with
the logical expressions of the specifications. This comparison is rather
simple here: the canonical comparison model can be the truth table.

Figure 10.5. Logical design of an adder

Example 10.5. The drinks machine

Figure 10.6 shows a design structure of a variant of the drinks distributor.
After a design stage, the structure has three interconnected modules: the
Money_changer, the Selection module and the drinks Distributor.

Figure 10.6. General structure
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The behavior of each module is described here by a finite state machine
(see Figure 10.7 and Figure 10.8). An arc without an original state figures
the initial state. The arcs between the modules in Figure 10.6 indicate the
signals exchanged between the modules or with the synchronous external
environment. The character ‘2’ defines that the signal is waited to go through
the transition, whilst the character ¢!’ states that the signal is sent during the
firing of the transition.

Figure 10.7. FSM of the Money_Changer module

Figure 10.8. FSMs of modules Selection and Distributor

Figure 10.9 provides the product’s complete interface with its
environment. The 3 external inputs of the product are: Coin_Entered (noted
CE), Cancellation (C), Drink_Selected (DS). The 5 external (or primary)
outputs are:

Coins_Returned (CR), Coins_Stored (CS), Switch_Off_Selection_Button

(SW), Turn_On_Selection_Button (TU) and Coffee_Available (CA).
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Figure 10.9. Input/output signals of the machine

Finally, we suppose that the functional definition of this distributor has
been established during the specification stage. This is provided as a Finite
State Machine in Figure 10.10.

Figure 10.10. Behavioral model of the specification

The real behavior stemming from this design can be obtained by the
composition of the automata of the three modules. Several methods exist to
carry this composition out. We will use in this example an approach based
on simulation. The initial global state of the system is G1 = (M1, S1, B1).
Then, we examine the states reached when an input signal is applied. If, for
example, the signal Drink_Selected (DS) appears, we go to the global state
G2 = (M1, S2, Bl), the signal Switch_Off_Selection_Button (SW) is sent at
the output, and we then pass to state G3 = (M1, S3, Bl). In this state, the
Selection module sends the internal signal Request (REQ) to the
Money_Changer module and we go to state G4 = (M6, S4, Bl). The
Money_Changer sends Do_Not_Deliver (DND) which waits for the
Selection module. We then go to the state G5 = (M1, S8, B1), and the signal
Switch_On_Selection_ Button (SW) is activated. Finally, we come back to
the initial global stable state: G1 = (M1, S1, B1).

Let us synthesize this functioning extract. From the state noted as G1, the
signal Drink_Selected (DS) leads to G2 where the output Switch_Off_
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Selection_Button (SW) is sent, then we go to state G3. In this state, a
sequence of states, internal to the product, takes place which passes from G4
to G5. The signals exchanged between the internal modules are not visible
externally, as for all internal transitions. Only the sending of the signal
Turn_On_Selection_Button (TU) followed by the return to G/ is perceptible.
Considering the specification level, that is an external viewpoint, this
internal evolution is equivalent to one single transition from G3 to GI.
Figure 10.11 synthesizes the studied external behavior.

Figure 10.11. Extract of the resulting global behavior

This analysis can be followed on to provide the global behavior by
making an abstraction of the internal signals and transitions which are non-
perceptible from the outside.

The obtained behavior has therefore got to be compared to the behavioral
specification model. The graph in Figure 10.10 provides this model. It
shows that from the initial state, the signal Drink_Selected (DS) has no
effect: there is no arc labeled ?DS which leaves from this state. The starting
of the automaton’s composition which we have just carried out indicates a
different behavior: the selection button’s light switches off and then on! It is
fairly common that the design leads us to specify, or rather choose,
behaviors which have not been planned in the specifications and which
normally corresponds to functional redundancy. The real problem is to know
if the designed system’s actual behavior is acceptable to the client.

The operation of reverse transformation (from the designed system
towards the product specifications) will be more complex, if, for example,
we complete the coffee distributor by the management of coins of different
values. Indeed, the ‘data part’ (leading to data calculation) which completes
the ‘control part’ (pure automaton) renders the analysis process difficult.

10.4.1.2 Double Transformation

The second class of verification consists in transforming, on the one hand
the specifications, and on the other hand the system in an intermediate model
which is more convenient to perform comparison (see Figure 10.12).



236 Chapter 10

Figure 10.12. Verification with intermediate model

As an example, if a Petri net is used as specification model, and if the
design model is a logical gate network, we can decide to take Finite-State
Machines (FSM) as intermediate model (Figure 10.13). From the Petri net,
we can deduce a FSM called a ‘marking graph’, for example by simulation.
Furthermore, we can extract the FSM from the logical model of a gate
circuit. Now, we have to compare these two resulting FSMs. We are
therefore brought back to the problem raised in the previous paragraph.

Figure 10.13. Example

10.4.1.3 Top-Down Transformation

The third approach operates using a second top-down transformation V
led in parallel with the design phase (see Figure 10.14).

Figure 10.14. Top-down verification

The result of this second transformation is:
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® asimulation sequence, ordered list of input and output vectors, or

® a set of functional static or dynamic properties that the system must
satisfy.

These two examples are examined in the two following sub-sections. For
both situations, a means must be provided to compare the results of the two
transformations.

Simulation sequence

The idea of this method is to deduce a sequence of couples (applied
inputs / expected outputs) from the specification model. This simulation
sequence is also called test sequence. To compare the two results, the input
sequence is then applied to the design model (the system), which in return
provides an output sequence compared to the expected outputs. If they are
the same, we assume that the system is correct, that is to say that it conforms
to its specifications. Of course, the value of this conclusion depends on the
quality of the applied sequence. Indeed, if the input sequence only exercises
some of the aspects of the system’s behavior, the conformity to this behavior
only proves the good design of these aspects! This approach supposes that
the system model is executable. It is a dynamic analysis, as discussed in
Chapter 6. We qualify this approach as functional test as it uses the
specification model, which is a priori functional. Often, by extension, the test
sequences are defined from structuro-functional models, that is to say
models which exploit a knowledge of the system organized into
interconnected modules. According to the level of structural knowledge
about the analyzed system, we speak of:

e black box test (no structural knowledge),
e gray box test (the system is organized into interconnected modules),
e or white box test (we know the whole structure).

We will come back to the functional test in section 10.5 by analyzing an
example. The structural test will be studied in Chapters 12 and 13 for the
verification of the manufacturing and production stages, as it has been
developed to check these stages.

We should note that simulation still constitutes today the most used
approach in all domains:

s either on a executable model (executable on a computer) of the designed
system’s, by applying significant functioning sequences and by
comparing the results provided by the computer with those expected (e.g.
we simulate an electronic circuit at logic or MOS level),

e or on a physical model (called a mock-up) which is subjected to tests.
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Property satisfaction

The functional test seeks to stimulate all the behaviors of the system
specifications. The approach known as property satisfaction aims at
demonstrating that some specific properties deduced from the specifications
are satisfied by the designed system.

Consider that a level crossing control system reacts to the detection of
trains approaching and leaving by acting on the barrier by actions ‘rise’ and
‘go down’. The difficulty in defining a test sequence is that one or more
trains can arrive in the railway section which separates the two sensors
(‘approach’ and ‘leave’ sensors). Therefore, it is necessary to test all the
possible cases: theoretically, the number of cases is infinite! In fact, the two
properties, which we need to verify, are the following:

The barrier is closed when a first train enters in the section.
The barrier stays closed as long as a train is still in the section.

The verification of the two previous properties is critical. The checking
of the following one is useful:

The barrier is up is no trains are in the section.

Another example is that of a company’s accountancy management
system. The possibilities that such a system offers can be very complex.
However, we would like to know if the following assertion is true:

Any order delivered has to be paid before being classed.
A last property example concerns a gas pump management system:

The pump counter cannot be reinitialized as long as the
previous client has not paid.

In these three examples, we see that we do not seek to demonstrate the
conformity of the system’s behavior with regard to the whole set of its
specifications. We wish only to prove that the designed system satisfies
certain important and particular characteristics. Therefore, these techniques
should not be opposed to the test techniques. Indeed, in section 10.5 and in
Chapter 12 we will see the difficulty experienced in demonstrating the
exhaustivity of test. The formal demonstration of some critical properties is
therefore a supplementary tool. The methods used to demonstrate these
properties naturally depends on the specification model and the design
model. Some examples of proof methods are given in section 10.6.

10.4.2 Fault Removal without Specifications

Fault removal techniques without specifications aim at checking that the
designed system satisfies generic properties, that is properties independent
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of the specifications (see Figure 10.15). In general, we seek to show the
existence or the absence of undesired properties such as, for example:

¢ a functioning deadlock: the system blocks in a state and no longer reacts
when input signals occur,

e the system is not living: the property ‘we can go from any state to any
other state by an external sequence’ is no longer true,

e the functioning is non-determinist: e.g. an input can provoke different
effects from the same internal state.

Figure 10.15. Verification without specifications

These properties define potential errors independent from the system’s
functionality. The faults at the origin of these bad properties are varied and
will probably necessitate a human diagnosis.

A non-living system possesses non-accessible dead parts, which is a clue
of a redundant design. For example, one branch of an if statement (then or
else parts) can never be run. This situation might or might not be due to a
fault. Indeed, redundancy is not always the expression of a fault. For
example, redundancy is becoming more and more frequent due to the reuse
of hardware or software components which were bought or developed for a
previous application. However, the designer should know that certain parts
of a reused component cannot be used and therefore justifies the reason for
this redundancy. Indeed, dead parts may also be due to a design fault.

The non-determinism of functioning can arise from a design with faults.
This is the case with hazard phenomena in sequential systems: the
functioning is different according to the temporal values of the component’s
reaction. These values depend on the non-functional environment: the time
which passes, temperature, etc. This situation arises also for real-time
programs whose executive environments can behave in a way which seems
hazardous. Indeed, some functioning parameters they use are not perceptible
and controllable by the applicative software. For example, the attribution of
the processor to a task can be interrupted by the occurrence of an external
event. This corresponds to a situation which is defined during the design.
This situation can also be due to a preemption mechanism of the real-time
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kernel when this software considers that the time allocated to the task is
excessive. Hence, this mechanism is not managed by the application whose
behavior seems hazardous. This type of property analysis can be carried out
on ‘state graph’ models or mainly on Petri net models if the design implies
parallelism and competition.

Example 10.6. Graph properties

Imagine a sequential system’s graph with 6 states (Figure 10.16).
Without knowing the specifications or the product’s application, we can
analyze some properties of the graph. We notice that it has connexity
problem: if we split the graph into two graphs, SGI = {1, 2, 3} and SG2 =
{4, 5, 6}, it is impossible to pass from SG2 to SGI. Additionally, state 4
(well state) leads to a blocking, because the system behavior cannot leave
this state. Consequently, we should question this system’s design as it is not
living. This example is considered in Exercise 10.6.

Figure 10.16. Example of graph properties

10.5 FUNCTIONAL TEST

In sub-sections 10.4.1 and 10.4.2 we introduced diverse classes of fault
removal means. We also gave an overall view of the principles of these
techniques. In this section, we refine the functional test technique
introduced in sub-section 10.4.1.3. Remember that the functional test
consists in applying a sequence of input values to a designed system,; the aim
of this input sequence is to provoke all the different behaviors described in
the specifications. The output values obtained by the system’s execution (on
a simulation model, a mock-up, or the final product) are therefore compared
to the ones predicted, that is to say derived from the specifications.

10.5.1 Input Sequence

One first question is: ‘how can we find the input sequence which
provokes all the behavioral possibilities?’
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When the specification describes sequential behavior, for example using
a finite state machine, the test sequence has to pass by all the states and all
the arcs of the state graph.

Example 10.7. Coffee machine: input sequence

Consider the coffee distributor designed in sub-section 10.4.1.1 (Example
10.5) whose behavior specification was described in Figure 10.10.

An example of a functional test with 11 lines is given in Table 10.1. This
sequence corresponds to two aborted cycles (by request to cancel) followed
by a complete cycle of coffee distribution.

Num. Input Output
1 Coin_Entered -
2 Cancel Coins_Returned
3 Coin_Entered -
4 Coin_Entered -
5 Cancel Coins_Returned
6 Coin_Entered -
7 Coin_Entered -
8 Drink_Selected Switch_Off Button
9 - Coins_Stored
10 - Coffee_Available
11 - Button_Lights

Table 10.1. A functional test sequence of the distributor

We now suppose that the distributor accepts different types of coins: Sc,
10c, 25c, and 50c. This modification can be taken into account by
associating a parameter Value_Coin with the input Coin_Entered. The
output Coins_Returned now receives the parameter Value_Coin. To give the
change, this output is activated as many times as necessary.

Without wanting to propose a complete new specification, we provide an
extract in Figure 10.17 which defines the actions !Switch_Off_Button, then
1Coins_Stored, then !Coffee-Available, etc. which should be carried out only
when the amount provided is superior or equal to the value of a coffee.

This extract is preceded by a part which accumulates the value of the
coins entered in the machine (Figure 10.18). The functional test which
integrates this new functionality becomes more complex. It is theoretically
imaginable to try all the possible combinations of coins to obtain the exact
price of the coffee (exhaustive test). In addition, here the user can put more
money in than necessary before selecting the drink. Then, a larger number of
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combinations can follow, even if the total number of coins acceptable by the
distributor is limited.

Figure 10.17. Functioning extract of the distributor

Amount Provided := Amount Provided ;
. + Value_Coin ?Coin_Entered

(Value Coin)

Figure 10.18. Money accumulation

In fact, the specification only considers two cases:
¢ Amount_Provided < Value_Coffee, and

¢ Amount_Provided = Value_Coffee.

If the coffee costs 75c, we can imagine a sequence which consists in
putting in 25c, selecting the drink, then waiting for the coin to be returned,
then putting in 2 coins of 50c, selecting the drink and waiting for the return
of 25¢c and a coffee. This sequence seems to be sufficient. Indeed, it
provokes all the possible specified behavior. However, a question is raised
concerning the real demonstration of this property. If the system’s designer
made a fault when implementing a mechanism that only delivers coffee if
the amount provided is stzrictly superior to the amount for the coffee, this
sequence cannot show this fault!

When input data intervenes in the specifications, the technique which
consists in identifying the value domains which provoke different behaviors,
and choosing one value for each of these domains as a test input, has limits
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according to the detection of faults in designed systems. This is, however, a
very popular method of test sequence.

To improve the test efficiency, engineers often add tests ‘to the limits’ of
the value domains. Thus, in our example, the value of Amount_Provided
defines two domains represented in Figure 10.19.

Therefore, we will test the designed system with a value for each domain
(for example 50c and 1$), 0% as the inferior limit of domain 1, and 75c as the
limit between the two domains. The upper limit of the second domain
corresponds to the saturation of the box which stores the coins.

This sequence’s improvement does not, however, cover all possible
design faults. Indeed, if we suppose that the 1$ coins have been added as
acceptable by the distributor and that the designer has added a special logic
treatment for these coins, a test based on the Amount_Provided is not
sufficient to reveal the faults having eventually affected this treatment. The
functioning of the distributor can be different, according to whether we
insert 2 coins of 50c or one coin of 1$.

Domain 1 Domain 2
t £ >
08 ‘ 75¢ ¢ Amount_Provided
50¢ 15

Figure 10.19. Value domains
10.5.2 Output Sequence

The output sequence associated with the input sequence is normally
deduced from the specification. However, in certain cases, the outputs are
not given by the specifications. This absence of information can arise if the
designed system was destined to precisely provide the unknown results. For
example, if a physician or a biologist cannot undertake a real
experimentation in order to know the effects of the studied phenomenon,
he/she would ask for a software simulation of this phenomenon. The
expected outputs (produced by simulation) are not known a priori. Hence,
the functional test that we have considered cannot be applied so easily. We
could therefore attempt to estimate the outputs produced by associating them
with intervals, for example. This approach belongs to the likelihood group of
techniques discussed in Chapter 8 to illustrate functional redundancy and
static and dynamic functional domains. These techniques are close to the
verification without specifications discussed in sub-section 10.4.2. For our
example, the lack of information concerning the specifications is partial: it is
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relative to the outputs of the simulated phenomenon. Likelihood techniques
express properties on the expected values.

Moreover, we can observe that a test sequence is not only a juxtaposition
of an input sequence and an output sequence. It is a sequence of couples
(inputs/outputs). To illustrate this, refer to the following example of the
coffee distributor.

Example 10.8. Coffee machine: input/output sequence

The possible values of the couples (Coffee_Available, Coins_Returned)
make 4 configurations appear (expression of the static domain):

DS1 DS2 DS3 DS4
Coffee_Available NO NO YES YES
Coins_Returned NO YES NO YES

Figure 10.20. I/0 domain couples

The behavior defines relationships between the input (Figure 10.19) and
output domains (marked above); they are detailed in Figure 10.20. This
analysis shows that the test sequence has to cover 4 domains which concern
the amount provided before the coffee selection:

- 0% no coffee and no coin returned,

— 10, 75¢c[ no coffee and the coins are given back,
- 75c coffee served and no coins given back,
- T5¢ coffee served and change given back.

Therefore, we see the necessity in testing the cases of 0$ and 75c, which
does not appear explicitly when the input and output domains are studied
separately.
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Considering the value of the returned amount refines this analysis. This is
represented by Figure 10.21. When 50c is inserted, this amount must be
introduced, and 25c has to be given back. In practice, we do not always
consider one single input value per input/output domain. Figure 10.21
defines the associated input/output values. It is clear that this graphical
representation is only possible here because of the simplicity of the
relationships between the input and output values.

Coffee_A Coins-R Value_R A
YES YES xcent* w

25¢ /

YES NO 0
NO YES 75¢
50c
NO NO 0 =
Amount_Provided
* : x = Amount_Provided - 75¢ »

08 50c 75¢ 1%

Figure 10.21. Domains and relations
10.5.3 Functional Diagnosis

A functional test sequence allows the presence of faults to be revealed by
the failure of the designed system. This failure is detected by a comparison
between the expected output values and the values produced at the system’s
execution. However, this does not give any information on the fault at the
origin of the failure. The diagnosis attempts to answer this question:

where is the fault which affects the system?

In this section we are going to give some pieces of information regarding
functional diagnosis testing, that is to say techniques which try to localize
the fault at the functional level. The diagnosis test will be reconsidered in
Chapters 12 and 13 concerning its structural aspects.

A first method consists in returning to the causes of the erroneous outputs
to discover the infected function. In practice, this backward analysis turns
out to be very complex, due to the sequential character of the majority of
systems (such as the illustrative coffee distributor used here). In such case,
failure stems from a sequential process which activates the fault, then
propagates it towards an output (a mechanism already analyzed in the first
part). It is therefore necessary to go back in time to analyze the system’s
successive states without knowing until which previous state to return to!
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This approach is also difficult to apply, due to the fact that the system is
generally designed from sub-systems (referred to here as modules)
interacting. The failure can therefore be due to one of the module’s
erroneous behavior, but also to the interaction between several modules!

Take the example of the coffee distributor. Its erroneous behavior can
arise from a design fault in the interactions between the three modules
‘Money_Changer’, ‘Selection’ and ‘Distributor’. In practice, two difficulties
combine, making the diagnostic extremely difficult:

¢ go back to the system’s history,
¢ and identify the interaction problems between modules.

A technique which reduces this complexity consists in instrumenting the
system by adding redundant actions which facilitate the observability of the
system’s internal evolution and communication between modules. These
techniques participate in what we have named as ‘easily testable systems’.
These techniques will be developed in Chapter 14 for the production and
maintenance test.

At the design level of one module, some techniques are proposed:

o the use of pre-conditions defining what is expected at the module input,
o the use of post-conditions defining what is expected at the output,
e in a more general way, the use of assertions on input/output relations.

To illustrate this approach, we consider the example of a subprogram
which returns the ‘minimum’ and ‘maximum’ values of a list of given
values. We can affirm that:

minimum < maximum.

This concerns a post-condition. It does not give the means to calculate
the values produced (which is a design problem), but it gives constraints on
its behavior (here on the value of its outputs) when this subprogram
intervenes in a program’s design. If, during this program’s execution, the
‘minimum’ and ‘maximum’ do not satisfy the post-condition, this proves the
presence of an error in the subprogram. In addition, this example shows that
the detection is not carried out on the complete system’s external outputs but
on evaluation of the design modules.

However, it should not be concluded that the subprogram in question is
faulty. The fault can concern a bad utilization of this module. For example,
we provided an empty list to the subprogram. In conclusion, even if it does
not localize automatically the fault which is at the origin of the failure, this
technique facilitates, nonetheless, the diagnostic by bringing useful
information on the localization of the internal error which has appeared.
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10.5.4 Analysis of an Arithmetic Unit

Example 10.9. Arithmetic unit

We consider an addition/subtraction unit in a ‘floating’ normalized
decimal scientific system (mantissa in the interval [0, 1[). It has been
structured by the design into 5 modules shown in Figure 10.22. This
‘combinational type’ example completes our illustration of a coffee
distributor which is essentially sequential.

Figure 10.22. Example of a floating arithmetic circuit

The algorithm implemented by this structure proceeds in three phases.
1. First of all, the two numbers must have the same exponent. For this:
> we compare the exponents (module ‘El - E2’),
> then we adjust the smallest number on the largest number by [E1 - E2I
shifts to the right of its mantissa.
2. Then, we carry out the algebraic operation (+ or -) on the two mantissas,

3. Then, we normalize the result and detect a possible overflow.

The module ‘sign’ pilots the operation to carry out on the mantissas and
elaborates the sign of the result.
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Such a design can be partially verified by a functional testing. This is
done by making a calculation on a supposedly executable system (mock-up
or simulation) and by comparing the obtained result with theoretical value.
Furthermore, no knowledge about the circuit’s internal organization is
exploited by this test. For example:

0.110%%% 0354 10"'% = - 0353 10"'%°

We ignore a priori the faults detected (or covered) by this elementary
functional test but they are probably reduced. In addition, a final non-correct
result certainly indicates the presence of an error, but it does not permit the
diagnosis of a fault.

An exploitation of the structure into modules of the designed system can
enrich the verification and permits a more precise diagnosis in case of error.
Therefore, this type of simulation is of the ‘gray box type’ as we observe
certain intermediate values. Thus, the simulation of the previous operation
will give the output values of each of these modules as well as a final result:

e E] - E2 = -2, therefore the M1 mantissa has to be adjusted by two shifts
to the right, M’/ = 0.001, Max (EI,E2) = E2 = 125,

e the operation control is a subtraction whose result is negative (there is a
carry) -0.353, therefore the final signal has to be corrected,

e finally, there is no need to normalize the obtained result.

Such a simulation is rich in information for the localization of the module
or the link between the modules affected by a fault. A study of this example
is proposed in Exercise 10.7.

10.6 FORMAL PROOF METHODS

Functional testing aims at showing the system correctness by exercising
its behaviors and examining their effects on the outputs. It is the most
popular method. In this section, we introduce less popular techniques, based
on formal proof of properties, which provide additional information in order
to improve the confidence in the system correctness.

10.6.1 Inductive Approach and Symbolic Execution

10.6.1.1 Inductive Approach

The formal proof by inductive approach aims at demonstrating a
conclusion on the system behavior, taking some hypotheses into account.
For instance, these hypotheses specify rules on the inputs, and the conclusion
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concerns the expected outputs. Hypotheses and conclusions define a
property on the system. This method is well known in mathematics to
demonstrate a theorem. Assuming.that an hypothesis is true, we must show
that the proposed conclusion is satisfied when the system is executed. For
instance, when a train approach is detected (hypothesis), the barrier must go
down (conclusion).

The formal demonstration of some properties is very useful, because the
client of a product often requires that critical properties be guaranteed. As
shown in the previous section, functional testing provokes numerous
activations of the system, without giving a formal proof of its correctness
(excepted in small system for which all cases can be tested). So, the
demonstration of a small number of properties is a useful complementary
work. If we note H the hypothesis and C the conclusion, we have to
demonstrate that H ==> C when the system is executed.

Example 10.10. Sum of the N first integers

Consider the following program which computes the sum S of the N first
integer:
S := 0;
I := 0;
while (I<N) loop
I :=1I+ 1;
S := 8 + I;
end loop;
The hypothesis is N >= 0 and the conclusion is S = N * (N + 1). This
deduction proves the correctness of the program. Indeed, we have:

S = 1+ 2+ .. (N-1) + N

S = N+ (N-D+ .. 2 + 1, so
2%8 = (N+D)+ (N+D)+ ... (N+1) + (N+1), that is
S = N¥N+12

To make this demonstration easier, we introduce assertions Ai in the
system structure. A is the hypothesis and the last assertion is the conclusion.
For instance, consider the following annotations of the previous program:

-- Assertion Al: N 2 0

S := 0;

I :=0;

-- Assertion A2: I £ Nand S =0

while (I<N) 1loop

-— Assertion A3: I < N and S = I*(I+1)/2
I := 1+ 1;
S := S + I;

end loop;
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-~ Assertion A4: I = N and S = N*(N+1)/2

To demonstrate Al ==> A4, when the program is executed, we will make
partial demonstrations (like lemmas), considering all the possible
functioning cases. Taking the program control flow into account, we must
show that:

1. Al ==> A2 after the execution of ‘s := 0;’and ‘T := 0;7;
2. A2 ==> A3 when I<N,
3. A3 ==> A3 when I<N after the execution of ‘I := I+1;’ and ‘s :=

S+1I;’, and finally
4. A2 ==> A4 if I > N after A2.

Demonstration:
1. Is evident.

2. Isevident,as /=S =0.

3. Let Ib and Sb the values of I and S before the execution of the loop
statements (I:=I+1; and S:=S+I;). The hypothesis is:
Ib<N and Sb = Ib*(Ib + 1)/2.
Due to the execution, I = Ib+1 (relation 1) and S = Sb+I (relation 2). Due
to the loop condition, /<N (first part of the conclusion). We must now
demonstrate S = I*(/+1). The hypothesis is Sb = Ib*(Ib+1)/2 (relation 3).
Due to the relation 1, I = I-1, so:
Ib*(Ib+1)/2 = (I-1)*(I-1+1)/2 = (I-1)*1/2.
Moreover, Sbh = S-I (relation 2). So, relation 3 implies S-7 = (I-1)*1/2, that
is: S = (I-1D)*1241 = (IF1)*12 + 2*%1/2 = (1 -142)*1/2 = (I+1)*1/2.

So, § = I*(1+1)/2 which is the second member of A3.

4. A3 is expressed by Ib<N (relation 1) and Sb = Ib*(Ib+1)/2 (relation 2).
Due to the execution, I = Ib+1 (relation 3) and S = Sb+1 (relation 4). We
assume that />N (relation 5). Due to the relations 1 and 3, I-1<N, that is
I<N+1. This conclusion and the relation 5 imply that I = N which
concludes the first part of the demonstration. The second part
(S = N*(N+1)/2) is then demonstrated as previously (item 3), knowing
that /= N.

5.A2 = ((I<N) and (S = 0)). As the Boolean condition of the while
statement is false, then (I2N). We conclude that 7 = N, which is the first
part of A4. As I =0, then N =0, so the second equality is true, as S = 0.

Thanks to these partial implications, we deduce that Al ==> A4, that is,
the conclusion is implied by the hypothesis.
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The demonstrative power of this technique is very important. However, it
has two main drawbacks:

e the engineer must express the intermediate properties,

e he/she has to handle the deductions Ai ==> Ai+1.

10.6.1.2 Symbolic Execution

Some tools exist to process these deductions automatically. For instance,
Praxis provides such a tool based on a subset of the Ada language features.

The inductive process can be treated by a symbolic execution. The values
of the variables are not propagated through the system structure, as they are
unknown. Instead, symbolic variables are propagated. Thus, symbolic
expressions are deduced which can be reduced.

Example 10.11. Small extract

Consider for example, the following program extract:

b := a;

c := a + b;

if (a = 0) then d := 2*c;
else d := -c;

end if;

Let A be the symbolic value of a. After the execution of the program, we
obtain the value of 4:

1. d=2*cand a =0, or,
2. d=-canda#0.

To obtain the first condition, we processb := a; and c:= a+b;.
So,b=A, c = A+A and thus d = 2*(A+A) and A = 0.

Reducing the expressions, we obtain ((d = 0) and (A = 0)) (relation 1).
In the same way, the second branch of the if statement provides:

((d =-2*A) and (A # 0)) (relation 2).

During the second step, we must demonstrate that:

(hypothesis on A) and ((relation 1) or (relation 2)) ==> (conclusion).
For instance, the style of the variable a defines constraints on its values.
The conclusions can be constraints expressed by the values of a and d.

10.6.2 Deductive Approach and FTM

10.6.2.1 Deductive Approach

As previously, an hypothesis, intermediate assertions Ai, and a
conclusion are defined. However, whereas the inductive approach aims at
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demonstrating that Ai ==> Ai+1 after the execution of a code fragment F, the
deductive approach operates backwards.

o from the conclusion Ai+1, using a backward execution of F, we deduce
the condition Ci which must be true before F is executed.

e then, we demonstrate that Ai ==> Ci.

The main problem with this method concerns the backward processing of
the condition Ai+1. Studies established for some design languages have
shown the way Ci is obtained when each feature of the language is executed.
We will illustrate this process examining some features of the Ada language.

Example 10.12. Sequence

The feature expressing the sequence (noted ‘;’) does not pose any
problems: Ci = Ai+1. Consider the following program extract:

--Al: x> 7 and y < -2
Z 1= X - Y
-- A2 : z >0

From A2 and the assignment statement, we deduce CI = x>y. Then, we
deduce Al ==> C1.

Example 10.13. Conditional statements

Conditional statements needs the study of two branches. Let us consider:

-— Al: (abs(x) > z + 4) and (z > 1) and (x > 0)
if (x < 4) then y := 2 - x;
else vy := X;
end if;
-- A2: v > 1
If y>1 and we executedy := 2 - x;, therefore 2-x>1, that is 1>x. This
branch was executed if x<4. So, x<4 and x<]1, that is x<1 (relation 1).
If y>1 and we executed v := x;, therefore, x>1. This branch was

executed if x>4. So, x>4 and x>1, that is x>4 (relation 2).
Now, we must show that A/ ==> (relation 1) or (relation 2). This is true
as z>1 => abs(x) > z+4 > 144 = 5. So, x>5, as x>0.

10.6.2.2 Fault Tree Method

The Fault Tree Method (FTM) introduced in Chapter 7 is based on a
deductive approach; the results of the reasoning process are presented as a
tree of Boolean expressions using the operators ‘and’, and ‘or’, and ‘not’.
The root expression is the conclusion to be demonstrated. The intermediate
nodes are Boolean conditions obtained by analyzing the system structure.
The leaves are assumptions (such as preconditions) whose values are known.
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Figure 10.23 represents such a tree with a conclusion, two intermediate
nodes and five assumptions.

Figure 10.23. Fault tree example

The fault tree method and the associated representations are used here not
to specify the causes of a failure but the reasons of an expected conclusion.
Let us consider for example, the following procedure specification:

procedure Example (Data: in Type_One; Result: out Type_Two).

Type_Two defines a Boolean condition on the acceptable set of values.
For instance, Result is in the range [Vmin, Vmax]. By a deductive approach,
we analyze the procedure body using the conclusion on the result. We obtain
a tree such as the one in Figure 10.23. Then, we must deduce from the
constraints defined by Type_One, constraints on A3, A4, A5, A6 and A7, and
finally, demonstrate that the conclusion is always true as A1 and A2 = true.

10.7 EXERCISES

Exercise 10.1. Verification of the adder

Consider the three-bit adder discussed in Example 10.4), and a design
fault which consists in replacing in each half-adder the NAND gate with a
NOR gate (see Figure 10.5). Study the failures induced by this fault
according to each of the three previous verification approaches:

1. by inverse transformation and comparison (functional extraction from the
logical gate structure),

2. by double transformation with an intermediate model,
3. finally, by double descending transformation.
Exercise 10.2. Programming style (C language)

We consider the following function written in C laﬁguage:
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Min_Max (int table [5], int B)
{

int 1i;

int j = table [0];

for (1 =1 ; i<5 ; 1i+1)
{
% If B is true, we are finding the min%
if (B)

{ if (table [i] < j) j = table [i] }

else { if (table [i] > j) j = table [1]}
}
return j ;

}

Analyze this function by pointing out the style elements which risk
leading to understanding and expression faults.

Exercise 10.3. FSM synthesis

Build the graph in Figure 10.11 (Example 10.5) which describes an
extract of the coffee machine’s real behavior.

Exercise 10.4. Functional test sequence

Refer to the coffee distributor study. The expression of our client’s needs
can be summarized to ‘make money by providing coffee’. After an initial
study, we propose the following informal specification to him:

“To obtain a coffee, the user has to introduce at least 1$, then validate by
pressing on the ‘Coffee’ button. The change is then given and the coffee
served. If the user has not provided enough money before validating, the
money is returned and the coffee is not served. The money entered is also
returned if we press on the ‘Cancellation’ button before ‘Coffee’.
Furthermore, the distributor contains a certain number of coffee doses. The
money introduced has to be returned if there are no more doses in reserve.”

Using this informal specification, deduce a functional test sequence of
the system to realize.

This sequence firstly serves the designer and the client for the
verification of the designed system. By defining the input/output
relationships, the test sequence also provides the distributor’s utilization
scenarios. From this point of view, the definition of the test sequence after
the specification of the product and its presentation to the client constitute a
means of dialogue which permits the verification and the good
understanding of needs.

Exercise 10.5. Property research

Using the previous exercise’s statement, deduce a fundamental property
which the system’s behavior must satisfy. Verify that this property is true.
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Exercise 10.6. Properties of functional graphs

We return to the graph in Figure 10.16 (Example 10.6). Study its
properties:
1. when we delete state 4,
2. when we add an arc which goes from state 5 to state 1.
Exercise 10.7. Verification of a floating point unit

Here, we are interested by the verification of the circuit presented in
Figure 10.22 (sub-section 10.5.4) according to a simulation approach.
Envisage several scenarios and study their pertinence (capacity to reveal
faults).

Exercise 10.8. Inductive formal proof

Let A and B be two positive integers, and Q and R the quotient and the
remainder of the division of A by B. Q and R are defined by the property:
A = (0 * B+ R. Consider the following program annotated by the assertions
Al A2, A3:

-—- Al: A>0 and B>0
R:= A;
Q:= 0;
while R>=B loop
-- A2: A = Q * B + R and R>=B

R:= R - B;
Q:=0Q + 1;
end loop;

-— A3: A =0Q * B + R and R<B

Show that Al ==> A3 after the program execution. Is this demonstration
a proof that the program is correct?
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Prevention of Technological Faults

Stemming from the design stage, the model called system has to be
transformed into a final product with the aid of technological means which
permit its execution in the context of its environment. Two technologies are
used in the products studied here, hardware technology and software
technology. In the majority of cases, these two technologies cohabit, their
respective weight being dependent on criteria which are often non-
functional, such as their speed performance (which favors electronic
hardware) or adaptability (more easily obtained by software). We do not
discuss these choices, but we focus only on the problems of dependability
induced by the use of these two technologies.

This chapter refers to what has been said in Chapter 7 regarding
reliability and its evaluation. Examining the implementation stage, it
continues Chapters 9 and 10 dealing with fault avoidance in the specification
and design phase. Our study focuses on the prevention of technological
faults. Their removal will be tackled in Chapter 12.

11.1 PARAMETERS OF THE PREVENTION OF
TECHNOLOGICAL FAULTS

Technological faults affect a product’s functioning after its creation,
during the production stage, and during its active life. In Chapter 3, we have
already seen that these faults are created by several groups of factors:

e the product’s physical characteristics: technology, manufacturing,
structure and assembling,

257

J.-C. Geffroy et al., Design of Dependable Computing Systems

© Springer Science+Business Media Dordrecht 2002



258 Chapter 11

o the environmental characteristics: ageing, temperature, vibrations,
shocks, dust, and also frost, aggression by moistures or ‘pirates’, etc. for
hardware, and the evolution of execution resources for the software.

First of all, we give some examples from both technologies in order to
understand the problems, their differences, and their solutions.

11.1.1 Hardware Technology

As said in Chapter 7, the study of hardware faults is essentially based on
statistical data. This leads to representations by functions, curves and
estimators of the product’s reliability criteria. Time (the cause of wearout)
constitutes a fundamental parameter of this criterion: reliability function
decreases with time.

Technology has an important impact on component’s reliability: a given
CMOS technology has a better intrinsic reliability than others, for example, a
better resistance to shorts in the thin oxide structures forming the MOS
channels, to cuts in metal lines, to crystalline defects which affect a
transistor, to electro-migrations of metal inducing short-circuits, etc. We
know that the reduction of the component’s geometric dimensions (shrinking
factors) may have negative effects on the reliability of these components by
amplifying the punctual faults such as local defaults in the semi-conductor’s
crystalline structure.

Of course, the real component stems from a technological manufacturing
process which also influences its reliability. Badly regulated manufacturing
equipment can degrade this reliability. Other important parameters of the
final reliability are the product’s structure and the communication signals
between modules. Finally, the assembling (connectors, breadboards, etc.) of
the modules influences also the final reliability.

Finally, environmental conditions have a large influence on the product’s
reliability. In electronics, we note the preponderant influence of the
temperature. Are also accounted for in the environment’s parameters that
influence the reliability the parameters of the circuit load, such as the
electrical consumption: its increase reduces reliability. Attempting to
improve a final product’s reliability therefore demands the mastering of each
of these parameters.

11.1.2 Software Technology

The impact of software technology on product’s dependability is often
unknown or underestimated. Indeed, software is not influenced by time or by
an increase in the external temperature. However, once again we find
‘technological’ and ‘environmental’ aspects quoted for the hardware
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technology, as we are going to show in an example.

Consider a ‘real-time’ application which uses several periodic tasks Ti (of
period Pi) which acquire data from external sensors, treat these data and act
on actuators. Suppose that Ei is the duration of Ti operation. If the task
management is implemented according to a technique called ‘Rate
Monotonic Scheduling’, we can show formally that the verification of a
relationship coupling the Pi and the Ei guarantees that all the data could be
treated before their deadline. This condition is:

N
z Ei/ Pi<Ln 2, where N is the number of periodic tasks.

i=1

On the contrary, if we choose a different implementation technology, for
example an on-line task management, using any real-time kernel, the system
can only be verified a posteriori, with many difficulties in establishing
exhaustive tests for the real-time applications. The choice of static (of Rate
Monotonic type) or dynamic scheduling to implement this set of periodic
tasks therefore has an influence on the trust that we can place in the
software. This example illustrates the impact of the choice of the
implementation on the dependability of software applications.

The optimization capacity of the compiler used constitutes an example of
the factor associated with the manufacturing or production of the executable
code: according to its performance, the generated code will be faster or
slower, and thus the real-time application’s behavior can change, until
becoming non-conform to its specifications (hence a failure appears).

Figure 11.1. Software implementation technology

Finally, concerning the influence of the environment’s characteristics, we
can again consider a real-time software application. At run-time, this
application interacts with a Run-Time Executive software (or executive
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kernel), both software programs being executed on a hardware system (for
example a microprocessor). This structure is illustrated in Figure 11.1. The
behavior and performance of the run-time executive have an impact on the
execution time, and therefore on the application’s behavior. As a software
application can have a very long life cycle, its hardware and software
execution environment can vary several times during this life. Thus, during
an avionics or automotive system’s useful life, the processor and executive
software will be changed due to the unavailability of previous versions,
improved performance or cost reduction of new versions. The impact of
these changes on the product’s dependability should be considered during
the first realization, in order to avoid failures in the future versions.

11.1.3 Prevention of Technological Faults

Although technological faults occur during operation, their eventuality
must however be analyzed from the first stages of the product life cycle. For
example, to reduce the appearance of breakdowns makes one choose a high
reliability electronic technology, right from the design stage.

Figure 11.2 shows that the protection actions against technological faults
start at the specification, and continues during design, production, and finally
during operation. Two complementary approaches allow the product’s
reliability to be improved when faced with these technical problems:

e at the executable product’s characteristics level, in order to increase
reliability,

e at the environmental characteristics level, in order to preserve the level of
the previous reliability.

Actually, product’s technological and environmental characteristics are
linked: we choose a technology which answers to the constraints of the
environment. We separate the two approaches here because in many cases
they are not situated at the same level of action or human responsibility.

In this chapter we do not consider the structural approach which, by
using on-line and off-line redundancy, reduces the probability of failures
appearing, without reducing the technological faults. This approach of
continuity of service acts in masking the faults effect, and does not therefore
belong to fault prevention but to fault tolerance studied in Chapter 18.

Finally, we note that the prevention of technological faults is
complementary to the fault suppression actions examined in the next chapter.
These two approaches are often interwoven, in particular by the quality
control which analyzes certain components (techniques classified in the fault
removal approach), allowing an ulterior improvement in the final production
(fault prevention).
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Figure 11.2. Prevention of hardware faults

11.2 ACTION ON THE PRODUCT

11.2.1 Hardware Technology

11.2.1.1 Reliability Law Comparison

Obtaining high reliability products starts firstly with research and use of
techniques which act on the technological parameters in order to improve the
survival of the final product. We know already that the different
technological processes which have succeeded during time have brought a
considerable improvement to the product’s intrinsic reliability. The
estimated mean time of correct functioning of today’s computers reaches
tens of thousandths of hours, whilst it was only about half an hour for the
ENIAC in the 40’s!

As reliability is a probabilistic parameter according to time, its estimation
necessitates measurements on samples representative of the population
analyzed (see Chapter 7). From these measurements, we deduce curves
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which are used to compare the products associated with one designed
system. Thus, in the case shown by Figure 11.3, product P2 has a better
reliability than product P/, as its survival probability is always superior
during time. This improvement results without doubt from the choice of a
better technology, and/or a better manufacturing process, and/or a better
assembly, and/or due to better utilization conditions.

Figure 11.3. Increase of product reliability

The comparison of the reliability of the two products is not always easy,
as the reliability curves can cut each other. The example in Figure 11.4
shows two products whose reliabilities cross at time 7: P2 has a better
reliability from ¢ = O until ¢ = T, then it is P/ which has a better survival
probability. Consequently, the choice between these two products depends
on the mission’s duration: for a mission with duration inferior to 7, we
would choose the P2 product. After this, the P/ product is more interesting.

Figure 11.4. Compared reliabilities of two product

11.2.1.2 Reliability Mastering

All industrial domains impose reliability standards on the components
used, the severity of which varies from domain to domain. Naturally, the
most drastic are the avionics, space and nuclear domains. The price to pay
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(technological and human means, as well as the time taken to tune and test)
for these reliability requirements is therefore very high! This cost affects the
design, manufacturing, and also the on-site implementation phases.

Design Choices

During design, the final product’s reliability is influenced by the choice
of appropriate technology. For example, the use of a CMOS technology
which reduces the appearance of flaws and which has less susceptibility to
parasites. Better reliability can be obtained by design rules which impose
constraints on the minimal dimensions of electric lines, transistor channels,
on the gaps between lines and technological layers, etc.

Thus, an electronic component can have different reliability levels
according the technological features involved and the way they are used.
Returning to the ENIAC example, the vacuum tubes were not used in their
full power, in order to reduce the number of breakdowns. This property was
already astutely exploited, many years ago, in the Hammond electronic
organs whose reliability at that time was reputed to be excellent.

Production Actions

During manufacturing, reliability is mastered by the use of sophisticated
technical means, precise settings of the manufacturing machine’s
parameters, quality control methods at different levels of the chain, special
soldering and assembly techniques, etc.

Figure 11.5. Reliability & control evaluation

Several operations are led by the integrated circuit manufacturer in order
to evaluate and improve the reliability of the integrated circuits produced.
We can identify 4 operation categories illustrated by Figure 11.5: reliability
evaluation, quality control, process control and production testing. These
operations often use test techniques introduced as fault removal means.
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However, these techniques are generally applied to product samples, not to
remove the defective elements, but to improve the production process in
order to prevent the occurrence of faults of future products.

o The reliability evaluation means subjects samples representative of the
population of product’s components to accelerated tests, by an increase in
the temperature and/or the power supply.

o The quality control techniques consist of a refined technological analysis
of components taken in the manufacturing chain, in order to determine
the population’s quality, and to determine the causes of failures.

e The process control techniques apply tests to the manufacturing
equipment in order to verify their good functioning.

e The production testing means apply physical, chemical, optical and
electrical tests to the components during the diverse stages of the
production chain, and just before they are released to customers.

Reliability evaluation applies principally non-destructive or destructive
accelerated tests in order to estimate the parameters of the survival law of
the population of components. The possible use of destructive test shows
clearly that the aim here is not to detect a particular non-reliable product
from the manufacturing chain, but to reveal a bad reliability of the ensemble
of the products. In the automobile domain, crash tests have the same
objective: to verify the good resistance to shocks during the development of
the car model, and not of the particular car intended to a client.

Refined physical and chemical complementary tests allow mortality
causes to be diagnosed and also to improve the production’s reliability.
These tests are also used by the quality control operations.

The quality control integrates information coming from diverse sources,
in order to verify the product’s quality. This information arises from
measures carried out on the process itself as well as on the products which
stem from it: complete quality control of all incoming materials and
monitoring of all wafer and assembly processes.

Therefore, we subject all or part of the product’s components to
reliability assurance tests and quality assurance tests. These tests include
life tests, mechanical tests, thermal tests, lead fatigue, and solderability tests,
as shown by the example in Figure 11.6. Some compliance tests may be
applied by independent organizations, in order to verify that the circuits
satisfy or not given reliability requirements.

The checking and the characterization of integrated circuits are carried
out by varied investigation means. For example:

e external inspection with a microscope,

¢ radiographic inspection,
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e control of the rate of leak ratio in sealed packages,
e detection of free particles in the cavities of the packages,
e opening the packages and inspecting the dies,

e control of the mechanical quality of the connection wires and dies.

LIFE TEST THERMAL TEST
High Temperature Operation Temperature Cycling
High Temperature Storage Thermal Shock
High Humidity Storage Soldering Heat

MECHANICAL TEST LEAD FATIGUE
Shock SOLDERABILITY

Constant Acceleration
Vibration

Figure 11.6. Quality Assurance Test of ASICs

The process control becomes a standard in all the production of
integrated circuits. It helps the optimization of reliability through defect
reduction: implementation of a variety of particle monitors at each stage of
the manufacturing process to prevent, detect, and eliminate the incursion of
foreign materials into the process. Wafer scanners use laser beams to detect
microscopic particles on the wafer surface. Laser-based particle counters
measure the number of particles generated, while local air-borne particle
counters placed at strategic locations near processing or handling areas
measure particles in the air surrounding the wafers. High sensitive particle
test chips are also used to measure process defect densities and validate
improvements. When a too high particle level is detected, particle analysis
tools are used to identify their cause by in-depth analysis.

Production testing participates in fault removal, and for this reason it will
be analyzed in Chapter 12. However, it contributes also to the increase of
reliability of manufactured products by signaling the manufacturing process
problems. These tests, therefore, can also be used as fault prevention
techniques. The aim of such screening tests is to remove faulty circuits but
also weak circuits able to present infant mortality failures.

11.2.2 Software Technology

In the case of software, the degradation phenomenon does not exist.
However, faults related to the programming technology used (e.g. of the
language) can arise. In order to prevent these faults, the choice of
programming language has to firstly be carried out with precaution.
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Secondly, the use of certain of the chosen language’s features can be
forbidden. Only one restrained version of the language is accepted.
Following this, rules impose the way to use the remaining features. Finally,
the evaluation means of the written program’s dependability are put into
place by sample analysis. Regarding the programming process, their
conclusions allow improvements to be proposed. These four means of fault
prevention associated with the programming language are developed in the
following sections. The prevention of faults relative to the run-time
environment of these languages will be studied in section 11.3.2.

11.2.2.1 Programming Language Choice

The realization of a system by using a software technology necessitates
choosing a programming language. Once the program has been written in
this language, the implementation is then led by successive stages
(compiling, linking and execution) on which the engineers have few actions.
A well-argued analysis of the languages has to be done. The choice of a
language has to be justified by dependability criteria. For example, the Ada
language is today frequently chosen in numerous domains (aeronautics,
space, nuclear, etc.), not for its original features (genericity, protected
objects, etc.), but for its intrinsic dependability implied by its features.
Without going into an exhaustive study, we simply quote here two examples.

Firstly, Ada offers greatly varied features which permit, for example, to
avoid to confuse two conceptually distinct types having the same
implementation.

Thus, the statements

type Lift_Levels is new integer range 0..9;
type Digits is new integer range 0..9;

define two distinct types which do not allow a type expression to be
assigned to one variable of the other type, although these two types are
implemented in an identical way. In addition, even if these two types inherit
values and operations from the general type integer, they are still distinct.

We give a second example. Numerous programming faults are due to the
use by a component of elements whose access is forbidden. These elements
have strictly restricted access rights to other components. The Ada language
offers several encapsulation mechanisms, which allow elements to be made
private. These elements can, for example, be variables or subprograms.
Packages, tasks, and subprograms are examples of features which permit
such a protection. For instance, a subprogram Child can be included in a
subprogram Father. Therefore, the Father is the only one which can call
the child.

Procedure Father is
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procedure Child is

begih

end bh;la;
begih.

éhila; -- subprogram call
end fa£hér;

11.2.2.2 Restriction of the Features

Once the language has been retained, its features have to be studied in
order to exclude those which lead to an increase in the risk of introducing
faults. This reduction of the number of language features is therefore a fault
prevention action. Here again, we cannot go into detail with an exhaustive
study in this book. We will examine only two features by showing why they
are dangerous and therefore why their use should be prohibited.

Example 11.1. Shared variables

The programming of multi-tasking applications can often lead to the
implementation of communication between tasks by shared variables. The
behavior induced by the use of features allowing this programming can be
hazardous. We consider two variables VI and V2 local to two tasks Taskl
and Task2, and a shared variable S. The first task increments the shared
variable whilst the second decrements it as shown in the following extract:

task Taskl is

V1i:
begin
Vil := S;
vi := V1 + 1;
S := V1;

end Taskl;
task Task2 is

V2:
begin
V2 := S;
V2 := V2 - 1;
S := V2;

end Task2;
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Figure 11.7 shows three possible sequences of the execution of these two
tasks. If the initial value of S equals ‘3’, its final value is 2’ in case 1, ‘4’ in
case 2, and ‘3’ in case 3. In order to avoid meeting such hazardous
functioning, communication by shared variables will be forbidden, even if
the chosen language authorizes it.

The problem encountered here arises from the use of the copies V1 and
V2 of S, local to tasks Taskl and Task2. Exercise 11.3 shows that reading
or writing directly in a data structure, without carrying out such copies, leads
to other difficulties when the data structures are complex. Exercise 11.4
shows that hazardous phenomena also occur when simple data structure are

used without local copies (S := S + 1 ands := s - 1).
V1:=S;
V1:=S;
V2:=S: V2:=S; V1:=V1+1j
V1:=V1+l; ’ V1:=S:
V2:=V2-1: > V2:=v2.1; | S:=VL;
§:=V1; T V2:=S;
’ V1:=V1+]; Si=V2:
S:=VZ; e V2:=V2-1;
S:=V1;
V V vS:=V2;
\  Time gl Time N Time y]
Y Y g Y
Case 1 Case 2 Case 3

Figure 11.7. Use of shared variables

Example 11.2. Goto statement

The goto feature is offered by the majority of programming languages.
Its implementation on hardware does not pose any problems. However, its
use is imperatively forbidden for dependability reasons. The probability of
being the cause of faults is high, as this feature does not allow a clear vision
of control flow. Indeed, it creates a rupture in the interwoven structure of the
control flow. On the contrary, this structuration is favored by:

e statements such as ‘if ... then ... else’, and ‘for’, which offer static
overlapping shown in the left part of Figure 11.8, and

e the subprogram whose call mechanism proposes a dynamic overlapping
symbolized in the right part of Figure 11.8.

The rupture of this structuration by the goto feature is represented in
both cases by Figure 11.8. This rupture is in total contradiction with the two
abstraction concepts indispensable to the understanding of the programs: ‘is
composed of’ and ‘makes use of’.
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Figure 11.8. Structured control flow

11.2.2.3 Imposing a Programming Style

The way to use the authorized features is often restrained by utilization
guidelines. The aim of these guidelines is to limit the risk of technological
faults that some uses induce with a high probability.

For example, the use of the statement return X; by a function to return
a value to the calling program cannot be placed as the last statement of the
body of the function. Then, each use of this statement creates a rupture in the
control flow; hence, several uses multiply the number of output points of the
function, making it more difficult to understand. Consequently, a guideline
specifies that the return statement must be the last one in a function body.

We consider the data type Float as a second example. Due to rounding
errors, two distinct numeric values can be conceptually identical. This is the
case of 0.999...999 and 1.0. If the use of the ‘Float’ type has not been
excluded, the comparison between the two real numbers has to be done by
integrating these errors. We will use for example:

if abs(V1-V2) < Epsilon % the two values are equal

instead of
if vl == V2

11.2.2.4 Programming Process Improvement

Programming automation

The production is principally a human activity where source programs
are concerned, whilst it is mainly automated for hardware products.
Therefore, we seek firstly to prevent faults by automating or by systemizing
the programming stage. For example, a tool can carry out the transformation
of a design model from a determinist finite automaton into a program.
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Example 11.3. A simple automaton

We consider the example of the automaton in Figure 11.9. We suppose
that ‘Activate’, ‘Stop’, ‘Sleep’, ‘Action’, and ‘Complete’ are 5 services
offered by the component. This component accepts to provide these services
according to its current state.

Figure 11.9. Automaton

This behavior is transposable in a systematic way into Ada language by:

task body Example is

type Set_of_States is (Sleeping, Waiting, Acting,

Terminating) ;

Current_State: Set_of_States := Sleeping;
begin

loop

select
when Current_State = Sleeping
=> accept Activate do

end Activate;
Current_State:=Waiting;
or
when Current_State = Waiting
=> accept Stop do
end Stop;
Current_State:=Terminating;
or

when Current_State = Waiting
=> accept Action do

end Action;
Current_State:=Acting;
or
when Current_State = Acting
=> accept Action do
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end Action;
Current_State:=Acting;
or
when Current_State = Acting
=> accept Complete do

end Complete;
Current_State:=Terminating;
or
when Current_State = Terminating
=> accept Sleep do

end Sleep;
Current_State:=Sleeping;
end select;
end loop;
end Example;

This translation can easily be systematized:

e introduction of a data type (Set_of_States) which enumerates the
automaton’s states,

e introduction of a variable (Current_State) which defines the current
state, and which is assigned by the initial state,

e introduction of an infinite iteration (Loop) which allows us to return to
the selection statement,

e according to the current state, accept the services associated with the arcs
which leave from this state (when Current_State = ... =>
accept ...),carry out the associated action (do ... end), then make
use of the new current state indicated at the extremity of the arc
(Current_State := ...).

The program produced is undoubtedly not optimal. For example, the
automatic translation leads to the writing of the assignment
‘Current_State := Acting;’ after having accepted the service 'Action’,
whilst the state already had this value (when Current_State = Acting).
The automatization itself is not justified by the search for an optimized
program but by the absence of faults in this program.

Programming assessment
As the programming cannot be entirely automated, the programs
produced have to be analyzed in order to improve this activity which still

remains essentially human.
This analysis is firstly done on program samples during development.
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However, we do not possess information about potential faults at the origin
of these possible future failures. For this reason, we evaluate if the
constraints imposed on the programming style have been respected: non-uses
of forbidden features, respect of the utilization rules for the authorized
features. If one of the constraints is not respected, we point it out to the
engineer so that he or she can modify his/her way of working. We know,
indeed, by experience that this non-respect creates a risk of faults. This work
can be carried out on program samples as we suppose that the bad work
methods are still practiced.

If we possess information regarding the failures of the already
operational programs, the analysis of fault causes allows constraints or
guides to be added to the programming process. Therefore, we advise to
record failures and to maintain a database containing the circumstances and
analysis of causes.

11.3  ACTION ON THE ENVIRONMENT

11.3.1 Hardware Technology

For a given technology, we increase the reliability by mastering the
parameters of the application’s non-functional environment. As these
parameters are numerous and varied, it follows that the control means are
also very varied. Thus, as we have already pointed out, the temperature is a
fundamental parameter of the reliability of electronic components:

the reliability decreases when the temperature rises.

There are laws which permit, for a given technological population, the
reliability at a 01 temperature to be determined from established databases at
02 temperature (Henry’s abacus quoted in Chapter 7). Different techniques
planned during design, production, and possibly during the application’s
implementation, allow the temperature to be controlled and therefore
increase or guarantee a certain level of required reliability:

e a passive or ‘natural’ control, for example the rotation of an artificial
satellite which avoids having the same side exposed to the sun,

e an active or ‘artificial’ control by the product’s air condition: this is the
case of microprocessor cooling techniques by a radiator and an air fan, or
computer cooling by water used for ECL technology.

In the same manner, perturbations arising from the environment, such as
particles or electromagnetic phenomena, have to be analyzed very early on;
they lead to various solutions:
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e internal by the choice of technologies which are not sensitive to these
perturbations,

e or external by the use of shielding techniques.

It should be known that the alpha particles constitute a real problem for
DRAM type memory, by provoking the loss of stored data by charge or
discharge of the memory points which are of capacitive type. These
temporary faults are qualified as soft faults (in opposition to permanent
faults which are said to be hard faults); they can affect industrial
applications. In particular, they have been reduced by the use of a passive
protection, a layer of resin applied on the integrated circuit which traps these
particles. The importance of the efforts made by companies working for
aeronautic and space applications in order to counter problems of the EMC
(Electro-Magnetic Compatibility) should also be known. International
standards that must be satisfied by electronic equipment are being put into
place, which allows higher robustness against radiation.

Beyond particular points dealing with temperature or radiation, ail
operating conditions should be mastered during the creation stages, then
controlled during the operation by supervision and maintenance techniques.

11.3.2 Software Technology

The production of an executable program from a program source, and its
execution in operational phase are entirely automated. The tools used for this
are the following: a compiler, a linker and a Run-Time Executive or Kernel.
They are regrouped under the term of Run-Time Environment. Obtaining
these tools does not require big efforts from the source program designer.
He/she selects them rapidly with the purchase price as the principal criteria,
and then the ergonomy of the interface or the quality of the documentation.
Dependability issues are generally not considered. In the same way, a Run-
Time Environment has to be chosen with care, taking the demands for
dependability into account. We are going to present three criteria which
should be studied:

o the existence of Run-Time Environment verification means,

s the research and exclusion of language features whose diverse
implementations lead to hazardous behavior,

e the definition of constraints on the implementation of the language’s
features in such a way which warns against the effect of perturbations
altering hardware resources.
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11.3.2.1 Confidence in the Run-Time Environment

The trust attributed to a chosen Run-Time Environment language has to
be justified. Indeed, the presence of a fault in a compiler, a linker, or an
executive can induce a failure in the application. This trust can be
established by tests in which the inputs are constituted of a set of programs
which manipulate the possibilities of the programming language. Due to the
multitude of the possible feature combinations offered by the language, the
realization of exhaustive tests constitutes an enormous and non-directly
productive work for the firm. Not being able to carry out these tests, this
firm disposes of two complementary solutions:

e use of a language whose validation procedure for run-time environments
already exists and which is accessible (this is the case, for example, with
Ada language),

e keep as much as possible, during several projects, an already used
environment whose list of usage situations creating erroneous programs is
maintained. This information arises from the manufacturer and from the
environment’s user groups. This has to be added to the knowledge of the
engineers who are responsible for the program development.

In this last case, even if the environment present flaws, they are identified
and we can have faith in the use of language from which have been
forbidden the yet recorded dangerous configurations. We should point out
that, contrarily to the first solution (environment validation procedure), it is
the compiler’s clients who (unfortunately) are frequently the testers. The
need for dependability therefore justifies the fact that a company refuses to
use the ‘last compiler which has just come out’.

11.3.2.2 Hazardous Features

Certain features of languages are not conceptually dangerous. For this
reason, they have been preserved after their study which was exposed in
section 11.2.2.2. However, these features have to be excluded, due to the
variable behavior they induce in the executable program, according to the
realization choices of the Run-Time Environment.

Pay attention! The real effect of a feature on an executable program’s
functioning can vary. This happens not only when passing from one
environment provider to another, but also for two environments which come
from the same provider. These two environments can be distinguished by
different hardware platforms or by different versions on the same platform.

We consider real numbers as a first example. Their mathematical
definition is very precise. However, a computer cannot transpose this
definition. For example, the series Sy = 1/1 + 1/2 + 1/3 + . . . + /N is
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mathematically divergent whilst it converges when it is translated in the
form of a program. Indeed, when N is big, 1/N is assimilated to 0.0. In
addition, the value to which the program converges depends on the
definition of calculation means offered by the Run-Time Executive.

We consider a second example of a program which uses shared variables.
We suppose that no interleaving exists between the used features as
described in sub-section 11.2.2.2. Therefore, there are no design faults.
However, its implementation on a distributed system can be carried out
using several exemplars of the variable. A copy for each machine executing
at least one task which makes reference to this variable will indeed increase
the performance. However, the integrity of the copied values is not always
guaranteed. Only the ‘synchronization points’ between tasks generally
ensure bringing all the diverse copies up to date. It seems that this situation
cannot be meet in the case of a simple variable (contained in a memory
word) and memorized on a single machine. Exercise 11.4 shows that this
problem can also exist in this case, even on a Mmono-processor system.

11.3.2.3 Implementation Constraints

In the case of software technology, restrictions can be made to the way a
feature is implemented on a given hardware platform. These constraints
apply for example to the code generated by the compilation of a language
statement. They aim at obtaining a unique behavior and to support the
perturbations of the execution resources. Once again, the demands of
dependability will eventually go against the demands for performance.

To illustrate these constraints, consider the example of the classical
multiple branching statement (statement Case of Ada language, or Switch of
C language).

Example 11.4
case Choice is
when Choice =1 => Treatment_1;
when Choice = N => Treatment_N;
when others => Treatment_others;

end;
Two techniques are generally used to implement this statement.

The first one, called ‘branching by address table’, uses a table, which, at
every I value of the Choice variable, makes the address correspond to
where Treatment_T code starts. If Choice can take more than M values,
with M>N, the addressing table contains the addresses of the start of
Treatment_Others for the M-N last cases. This solution produces a high-
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performing final executable code, as the addressing is direct according to the
I value of the Choice index.

The second solution treats this statement as a set of nested i f:

if Choice = Choice_1l then Treatment_1;
elsif Choice = Choice_2 then Treatment_2;

elsif Choice = Choice N then Treatment_ N;
else Treatment_Others;
end if;

The execution of the code thus generated is a lot slower. Indeed, before
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